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1
Introduction

Nic Ryder

The objective of this edited collection is to critically appraise the association 
and relationship between white collar crime and risk. The term “white 
collar crime” was famously used by Professor Edwin Sutherland,1 who in 
his seminal 1939 presidential lecture to the American Sociological Society 
offered the following definition of white collar crime “a crime committed 
by a person of respectability and high social status in the course of his 
occupation”.2 The term white collar crime is often used in common par-
lance and thus is one of which we assume we know its meaning, despite 
the fact that there is no internationally accepted definition of it. In 
England and Wales, financial crime can be said to include “any offence 
involving fraud or dishonesty; misconduct in, or misuse of information 
relating to, a financial market; or handling the proceeds of crime”.3 The 
Financial Services Authority, now the Financial Conduct Authority, 
offered a similar definition, stating that it is “any offence involving money 
laundering, fraud or dishonesty, or market abuse”.4 The Federal Bureau of 
Investigation defines financial crime as including the criminal activities of 

N. Ryder (*) 
Bristol Law School, University of the West of England, Bristol, UK



2 

corporate fraud, commodities and securities fraud, mortgage fraud, 
healthcare fraud, financial institution fraud, insurance fraud, mass mar-
keting fraud and money laundering.5 More recently, the term has been 
referred to as “financial crime”, “economic crime” and even “illicit 
finance”. The most obvious examples of white collar crime include fraud, 
money laundering, insider dealing, insider trading, terrorist financing, 
market abuse and more recently market manipulation. Other examples of 
white collar crime include, for example, “embezzlement, fraud and insider 
trading, on one hand, and market manipulation, profit exaggeration, and 
product misrepresentation”.6 These types of white collar crimes have 
gained significant notoriety in the last 30 years via a plethora of high pro-
file incidents including, for example, Enron, WorldCom, Bernard Madoff, 
Alan Stanford, Ivan Boesky, Michael Milken, Jérôme Kerviel, Martha 
Stewart, Azil Nadir, Nick Leeson, John Rigas, Bernard Madoff and the 
Libor scandal. Furthermore, in response to the threat and risk posed by 
white collar crime, which costs the UK economy in excess of £70bn per 
year, the government has implemented an unprecedented number of 
white collar crime legislative amendments. Examples include the Fraud 
Act 2006, the publication of the Fraud Review, the creation of the 
National Crime Agency and the introduction of the Bribery Act 2010. 
Furthermore, the threat and risk posed by white collar crime to the global 
economy has been has been graphically illustrated during the most recent 
financial crisis due to large-scale instances of market manipulation, fraud 
and abuse of the financial system.

Therefore, this edited collection is divided into five unique parts, each of 
which focuses on a different type of white collar crime, and its relationship 
with risk. For example, the first part of the edited collection relates bribery 
and corruption and contains two chapters by Professor Indira Carr 
(University of Surrey) and Professor Umut Turksen (University of Coventry). 
The second part of the edited collection contains two chapters on the asso-
ciation between financial crime and risk and contains chapters from 
Professor Michelle Gallant (University of Manitoba) and Professor Ester-
Herlin Karnell (University of Amsterdam). The third considers the recent 
criminalisation of market abuse and market manipulation and contains two 
chapters from Andrew H. Baker (Liverpool John Moores Univeristy) and 
Dr Rick Ball (University of the West of England, Bristol). The penultimate 

  N. Ryder
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part of the collection considers the emerging area of the risk associated with 
cyber white collar crime and contains two innovative chapters from Alan 
S.  Reid (Sheffield Hallem Univeristy) and Dr Clare Chambers-Jones 
(University of the West of England). The final part contains chapters dealing 
with the 2007 financial crisis and white collar crime and contains contribu-
tions from Dr Sarah Wilson (University of York), Gary Wilson (Nottinghamn 
Trent Univeristy), Professor Roman Tomasic (University of South Australia) 
and Professor Nic Ryder (University of the West of England).

Notes

1.	 Green, S. ‘The concept of white collar crime in law and legal theory’ 
(2004) Buffalo Criminal Law Review, 8, 1–34, at 3.

2.	 See Sutherland, E. (1940) ‘The White Collar Criminal’, American 
Sociological Review, 5(1), 1–12, at 1. Sutherland, E. White Collar Crime 
(Dryden: New York, 1949) 9. Sutherland famously described white collar 
crime as “White-collar criminality in business is expressed most frequently 
in the form of misrepresentation in financial statements of corporations, 
manipulation in the stock exchange, commercial bribery, bribery of pub-
lic officials directly or indirectly in order to secure favorable contracts and 
legislation, misrepresentation in advertising and salesmanship, embezzle-
ment and mis- application of funds, short weights and measures and mis-
grading of commodities, tax frauds, misapplication of funds in 
receiverships and bankruptcies”. See Sutherland, E. (1940) ‘The White 
Collar Criminal’, American Sociological Review, 5(1), 1–12, at 2–3.

3.	 Financial Services and Markets Act 2000, s 6(3).
4.	 Financial Services Authority, ‘Fighting Financial Crime’ <http://www.fsa.

gov.uk/about/what/financial_crime> accessed 21 March 2012.
5.	 The Federal Bureau of Investigation, ‘Financial Crimes Report to the 

Public’ <http://www.fbi.gov/stats-services/publications/financial-crimes-
report-2010-2011/financial-crimes-report-2010-2011#Financial> 
accessed 21 March 2012.

6.	 Kempa, M. ‘Combating white- collar crime in Canada: serving victim 
needs and market integrity’ (2010) Journal of Financial Crime, 17(2), 
251–264, at 253.
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2
Corruption, Development,  

Financial Institutions and Politically 
Exposed Persons

Indira Carr

2.1	 �Introduction

Freeing more than a billion “fellow men, women and children from abject 
and dehumanizing conditions of extreme poverty” and a commitment to 
“create an environment – at the national and global levels alike – which is 
conducive to development and to the elimination of poverty” are amongst 
the goals listed in the United Nations (UN) Millennium Declaration 
adopted on 18 September 2000.1 The Declaration was translated into a 
roadmap, setting out measurable goals such as the Millennium Development 
Goals (MDG) to be achieved by 2015. The first goal was to eradicate 
extreme poverty and hunger by reducing “by half the proportion of people 
whose income is less than $ 1 a day”, achieving “full and productive employ-
ment and decent work for all, including women and young people”, and 
reducing “by half the proportion of people who suffer from hunger”.2

The key factors for reducing poverty are seen as infrastructure develop-
ment, investment, economic growth and equitable distribution within 
developing and least developed countries.3 Indeed the Millennium 

I. Carr (*) 
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Declaration itself links development with the elimination of poverty. 
However, the year 2015 which had been set as by the MDGs for the 
elimination of poverty has come and gone but poverty continues to be a 
problem. Surprisingly, many of the developed nations are also seeing a 
growth in poverty. For instance, in the UK (the sixth largest economy) 
one in five of the population live below the poverty line, that is they 
“experience life as a daily struggle”.4

The elimination of poverty continues to be a goal when in 2015 the 
UN adopted the Sustainable Development Goals (SDG). Clause 1.1 
states as its target eradication of “extreme poverty for all people every-
where, currently measured as people living on less than $ 1.25 a day” by 
2030. The US$1.25 per day figure stated in the SDG reflects the interna-
tional poverty line that was set by the World Bank (WB) in 2005. The 
WB has been assessing poverty figures since 1979 and, in 1990, its World 
Development Report5 set the international poverty line6 at US$1 per day 
which was raised to US$1.25 in 2005. In late 2015, the figure was raised 
further to US$1.90 per day to preserve the purchasing power of the pre-
vious figure of US$1.25 in the poorest countries of the world.7

A serious concern facing development, investment, economic growth 
and equitable distribution is corruption at the highest levels, amongst the 
political and bureaucratic elite, and the accompanying risk of laundering 
the proceeds of corruption. In order to reduce these risks, it is important 
that there are adequate laws and regulatory mechanisms. The interna-
tional community, consisting of international financial institutions (FIs) 
such as the World Bank, national development agencies such as UK’s 
Department for International Development (DFID),8 Swedish 
International Development Agency (SIDA)9 and US Agency for 
International Development (USAID),10 international organisations such 
as the UN11 and the Organisation for Economic Co-operation and 
Development (OECD),12 and non-governmental organisations such as 
Transparency International (TI)13 have focused their attention to address-
ing the corruption issue through a variety of measures including treaties, 
codes of conduct and guidelines, conditionalities (conditions tied to 
loans) and anti-corruption toolkits. This chapter examines the links 
between development, corruption, money laundering and the measures 
adopted to prevent money laundering by the political and bureaucratic 

  I. Carr
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elite (often termed politically exposed persons or PEPs) who, by and 
large, are the main beneficiaries of corruption.

2.2	 �Development, Growth and Corruption

As indicated in the Introduction, there is a close link between develop-
ment and elimination of poverty. Before proceeding with anti-corruption 
and anti-money laundering initiatives, it is important to see how devel-
opment boosts economic growth and how corruption negatively impacts 
upon such growth.

The development agenda is not a recent initiative. The World Bank 
(WB) which comprises the International Bank of Reconstruction and 
Development (IBRD) and the International Development Authority 
(IDA)14 is a major international financial institution that provides low 
interest loans and in some cases interest-free loans to countries for infra-
structural development. Reconstruction and poverty reduction are impor-
tant aspects of their work.15 Since its inception, the WB has provided 
funds that run into billions of US dollars. For instance, the cumulative 
lending between 1945 and 2015 to India was US$102,135 million, to 
Nigeria US$19,319 million, to Kenya US$9851 million and to Tanzania 
US$11,434 million.16 The lending covered a number of sectors ranging 
from agriculture, health, to energy and mining, transportation and public 
administration, law and justice. Taking the year 2014 as an illustration, 
the total lending of IBRD and IDA was US$40.8 billion, and of this, the 
lending in percentage terms by region was 26% to South Asia, 26% to 
Africa, 15% to East Asia and Pacific, 14% to Europe and Central Asia, 
12% to Latin America and the Caribbean, and 7% to Middle East and 
North Africa.17 The share of the total lending by sector was Public 
Administration, Law and Justice 22%; Transportation 17%; Energy and 
Mining 16%; Water, Sanitation and Food Protection 11%; Education 
8%; Health and Other Social Services 8%; Agriculture, Fishing and 
Forestry 7%; Finance 5%; Industry and Trade 4% and Information and 
Communication 1%.18 India, China and Brazil figured among the top 
ten borrowers from IBRD and for loans from IDA India, Nigeria, Kenya 
and Tanzania were in the top ten.19 These data provide an interesting 
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picture of the amounts of money that are exchanged between the lender 
and the borrowing state.

Any infrastructural improvement project is inevitably going to involve 
the bureaucratic (public officials) and political elite and the private sector 
creating ample opportunities for corruption right from the very start, 
that is, from the identification of needs and prioritisation of projects to 
their implementation and completion. Lobbying of these elite groups by 
the private sector, their local representatives and agents for prioritising 
projects are commonplace, thus creating a zone for corruption in its vari-
ous guises including bribes and kickbacks to take root. Bribes are also 
used as tools in the drafting of specifications with a view to favouring 
particular tenderers, the award of tenders, and in their implementation 
and completion. In the performance of the contract, it is not unusual to 
over invoice and list ghost workers to disguise payment of bribes to pub-
lic officials. Bribes to public officials for completion certificates despite 
sub-standard work are not unusual either. An illustration provided by 
Cremer is an eye-opener. Cyclone shelters that had been built at great 
cost in Bangladesh were crumbling a few years after construction as sub-
standard materials had been used by the contractors. He concluded that 
it was “safe to say that economic conditions underlie most cases. Civil 
servants or officials of para-governmental organisations accept inadequate 
building materials and neglect inspections in exchange for kickback[s] or 
bribe[s] from the contractor, who gains added income from providing 
lower quality”.20 Interestingly, a WB report on one of their funded proj-
ects indicates that public procurement processes are often manipulated, 
and the funder finds it extremely difficult to obtain information for the 
purposes of establishing the “leakages” that occur. In this particular 
instance, the WB found that “fiduciary practices in procurement, imple-
mentation and financial management systems’ were weak and ‘winners 
were pre-arranged in a majority of the contracts’”.21

India is one of the largest borrowers from both the IBRD and IDA and 
is also a highly corrupt country according to TI’s Corruption Perception 
Index (CPI).22 In 2014, a credit of US$107 million from the IDA was 
allocated to road construction in the Indian state of Mizoram with the 
intention of increasing transport connections between India, Bangladesh, 
Myanmar and Nepal.23 While this development is no doubt good for the 
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region, much caution also needs to be exercised in the expenditure of funds, 
since the construction sector is globally notorious for engaging in corrupt 
practices24 and as the examples cited in the previous paragraph indicate. 
Given the allegations not so long ago on how millions of dollars were 
squandered in the Commonwealth Games held in India25 and the subse-
quent civil movement by the Indian anti-corruption activist, Anna Hazare,26 
“how much of the monies lent by donors such as the WB at the end of the 
day do get spent on the projects they were ear marked for? And, do they 
really help in eliminating poverty or do they help in making the elites 
richer?” These questions become all the more alarming when there are 
reports in respected newspapers about how donors turn a blind eye to cor-
ruption and lend money. In 2006, in an opinion piece in the Financial 
Times, according to Michael Holman, the dossier that was compiled by Mr. 
James Githongo, the Kenyan anti-corruption supremo which was backed 
by secret tape recordings “kept Kenya’s parliamentary public accounts com-
mittee riveted in last weekend’s session at the country’s high commission in 
London. Yet amid all the publicity, we may be missing the point: neither 
the World Bank nor the bilateral donors seem to have learnt any lesson 
from their experience in Zaire. And if you hope Mr Githongo’s dossier, 
revealing some US$ 700m of ministerial sleaze, will stiffen the spine of 
Kenya’s donors, do not hold your breath”.27 Another well-publicised case of 
bribery is the Lesotho Highland Water Project funded by a multitude of 
bilateral donors and the WB.  The project was for bringing water from 
Lesotho to South Africa. A consortium of companies which included the 
UK construction company Balfour Beatty28 was reported to have paid over 
US$2 million in bribes used to manipulate various processes.29

This problem of corruption has not gone unnoticed amongst the 
Western political circles. In 2004, Emad Mekay reported that the US 
Senate Committee concluded that the WB had lost US$100 billion, 
nearly 20% of its lending portfolio, in corruption. Senator Dick Lugar 
was of the view that every development bank dollar does not reach its 
intended recipient and corruption remains a serious problem. Lugar 
relied on the figures estimated by Jeffrey Winters of Northwestern 
University, one of the panellists. According to him, the WB “has 
participated mostly passively in the corruption of roughly 100 billion 
[US] dollars of its loan funds intended for development”, whilst “other 
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experts estimate[d] that between five and 25 percent of the 525 billion 
dollars the Bank has lent since 1946 has been misused…amount[ing] to 
26-130 billion dollars”.30

The presence of large-scale corruption in the donee countries affecting 
funded projects was not unknown to the WB officials but historically no 
action had been taken by the WB until the late 1990s. The reason given 
was corruption was an internal political matter for the donee state and the 
WB could not intervene in internal matters. This stance was justified on 
the basis of the Articles of the WB which did not provide it with a man-
date to make lending decisions on the basis of political considerations or 
to intervene in the political structures and matters of a state.31 This atti-
tude however suddenly changed in 1996 when the then President of the 
World Bank James D Wolfensohn saw corruption as an economic matter. 
According to him, for developing countries to achieve growth and reduce 
poverty “the cancer of corruption” needed to be dealt with. In his address 
to the WB and the International Monetary Fund (IMF), he said that “[i]
n country after country, it is the people who are demanding action on this 
issue. They know that corruption diverts resources from the poor to the 
rich, increases the cost of running businesses, distorts public expendi-
tures, and deters foreign investors. They also know that it erodes the con-
stituency for aid programs and humanitarian relief. And we all know that 
it is a major barrier to sound and equitable development”.32

The Wolfensohn speech could be said to have introduced a new era in 
the anti-corruption movement in the development funding context and 
also influenced the policies of bilateral donors. Around the same time as 
the Wolfensohn’s speech, the OECD was also making great strides 
towards the adoption of its Convention on the Bribery of Foreign Public 
Officials in International Business Transactions (Anti-bribery Convention) 
in 1997. The driver for this Convention was the aftermath of the US 
Watergate scandal which had cast shadows on the conduct of US busi-
nesses whilst engaging in overseas trade.

The apathy towards (acceptance of ) corruption generally, until the late 
1990s, could perhaps be historically explained  by  the widely accepted 
views of the time. In the 1960s, academics such as Leys,33 Leff34 and Nye35 
saw corruption as a function of easing excessive bureaucracy that busi-
nesses faced and kick-starting economic growth in the many post-colonial 
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states such as India and Tanzania which influenced by socialist ideologies 
had adopted a command economy model with the unfortunate result of 
restraining economic growth.36 While payment of bribes to the political 
and bureaucratic elite kick-started the economy, there was a gradual reali-
sation that whatever positive impact corruption may have had was simply 
an illusion, especially when a point of saturation is reached. What useful 
role could corruption play when infrastructure development and eco-
nomic growth that may be witnessed are based on sub-standard construc-
tions, facilities and amenities that do not benefit the majority of citizens? 
What is the point of embedding corruption in the value systems of the 
political and bureaucratic elite that bodes ill for the common man from a 
governance perspective? There is no doubt that corruption increases red 
tape (the very phenomenon it was meant to ease) since it is a convenient 
method of extracting fees from those who wish to engage in transactions 
with the state be they businesses or citizens. The practice of bribes and 
kickbacks motivated by self-seeking interests and convenience not only 
breeds grand corruption amongst the elite but also petty corruption by 
low-level officials such that everyday life for the common man is a con-
stant journey of negotiations with state officials to obtain basic services 
such as access to education, health and justice. In extreme forms, the state 
becomes a financial predator which could result in civil movements and 
civil unrest.37 So it is not at all surprising that Wolfensohn in his address 
said it was the citizens who were demanding that action be taken on the 
issue of corruption such that there is equitable development. Indeed in 
many countries the anti-corruption civil movement has mobilised policy-
makers to focus on combating corruption. The civil movement led by 
Anna Hazare referred to earlier is an instance of this.

In the 1990s, the anti-corruption narrative found new voices, and 
economists started linking corruption to lower economic growth. For 
instance, according to Bardhan (in his widely cited paper) “[c]orruption 
has its adverse effects not just on static efficiency but also on investment 
and growth. A payment of bribes to get an investment license clearly 
reduces the incentive to invest…[W] hen public resources meant for 
building productivity-enhancing infrastructure are diverted for politi-
cians’ private consumption (cement for public roads or dams used for 
luxury homes) growth rates obviously will be affected adversely”.38 
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Klitgaard and Rose-Ackerman39 whilst viewing corruption as anti-
economic growth also offered a model known as the principal-agent-
client (PAC)40 model which outlined the environmental conditions 
conducive to corruption. According to this model, corruption is the 
betrayal of the principal’s (P) interest by the agent (A) in pursuit of his 
own interests by accepting or seeking a benefit from the client (C) who is 
the service seeker. For corruption to occur, P must be in a monopolistic 
(powerful) position, the agent must have some discretion in administer-
ing the services, and there must be a lack or near lack of accountability. 
This model could be said to reflect the Weberian rational-legal model of 
administration which promotes the public and private sphere of officials 
are separate and that this separation has to be maintained.41

The key features proposed by the above model were greater transparency 
and accountability. The WB was influenced by this model and set about 
improving governance in donee states. It promoted better governance by 
devoting funds to public administration, law and justice. As we saw above, 
the share of the total lending to the public administration, law and justice 
sector was 22% in 2014. In the process of promoting better governance, the 
WB has also resorted to a mechanism called “conditionalities” which has 
attracted some criticism.42 Loans are given by the WB on the understanding 
that donee states will introduce transparency in their administrative pro-
cesses of the public sector including public procurement and also make 
changes to their law that reflect the international standards promoted by 
regional and international anti-corruption conventions. The upside of this 
approach is that many developing countries have an impressive and com-
prehensive set of anti-corruption laws including money laundering. Most 
of them have ratified regional and international anti-corruption conven-
tions. One could view this cynically and say that they have done this purely 
in order to obtain loans rather than for bringing about real changes in the 
behaviour of the political elite and public officials. This statement can be 
supported by the near-total lack of enforcement of anti-corruption laws in 
developing countries. It must however be acknowledged that recently the 
political leaders of Nigeria, India and China have pledged their support for 
enforcing anti-corruption laws. As to whether this gathering momentum 
will reach the required commitment to make a real difference remains to be 
seen. Despite the enforcement deficit on the plus side from a legal perspec-
tive, there is greater convergence in the anti-corruption laws across states.
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The WB has also introduced sanctions in the form of debarment in 
order to introduce integrity in their funded projects. For instance, in the 
Lesotho Highland Project referred to earlier, Acres International was 
debarred by the Sanctions Committee of the WB for three years.43 This 
is seen as a sign that the WB is sending out a clear message, although 
there have been a number of questions raised about the delay in starting 
enquiries and also the period of debarment. Bilateral donors have also 
adopted the practices of the WB, and donors such as DFID do require 
states to have anti-corruption measures. The DFID seems to have evolved 
its approach over time and has adopted a nuanced approach in that they 
seem to place the issue in the wider context of the history, politics and 
existing conditions within the state in order to drive change.44 This 
drivers of change (DOC) approach “reject[s] sweeping judgments about 
governance in particular contexts and espous[es] the somewhat instru-
mental position that donors must work with whichever agents and insti-
tutions in recipient countries”.45 This approach being diplomatic in 
flavour raises the question of how far it can go in bringing about actual 
change on the ground. Other bilateral agencies have adopted approaches 
linked to their foreign policy. Chottray and Hulme’s comparative work 
on the positions adopted by the US and the UK provides a useful start-
ing point.46

Before proceeding to the next section on the links between corruption 
and money laundering and how the anti-corruption conventions address 
this link, it is important to say a few words about how corruption has 
been addressed by the non-donor community for the sake of complete-
ness. It is widely acknowledged that businesses (i.e. the private sector) are 
the major suppliers of bribes.47 Combating the supply side of bribery has 
been addressed using a combination of hard law and soft law. The OECD 
Anti-bribery Convention which has become a major contributor to 
ensuring that integrity is infused into the overseas dealings of businesses 
is an illustration of hard law measures. On the soft law side, the OECD’s 
Guidelines for Multinational Corporations are well known and well 
established.48 TI has also devised the Business Principles for Countering 
Bribery which provides a framework49 for promoting business integrity.50 
Besides, Corporate Social Responsibility (CSR) also has the potential to 
promote anti-corruption where seriously followed by companies rather 
than being used as an illusory veil of reputational respectability.51
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2.3	 �Money Laundering, Corruption 
and the Anti-corruption Conventions

It is not the intention here to examine the concept of money laundering 
and the various techniques used by the money launderers. For the pur-
poses of this chapter, money laundering is understood as disguising or 
hiding the proceeds of crime from enforcement authorities by largely 
using the banking and financial sectors.

Initially, money laundering has been associated with the drug trade, 
and hence the first convention that made the hiding of the proceeds of 
crime an offence, the UN Vienna Convention against Illicit Trade in 
Narcotic Drugs and Psychotropic Substances, 1988,52 focused on drugs. 
Subsequent legal instruments such as the Council of Europe Convention 
of the Laundering, Search, Seizure and Confiscation of the Proceeds of 
Crime 1990 have widened it to include other crimes. There is growing 
appreciation that the corrupt engage in money laundering also in order 
to disguise the source of their wealth that has been acquired illegiti-
mately. The close link between money laundering and corruption, how-
ever, has been largely ignored. As Chaikin and Sharman observe, the 
main reason for this lack of connection is because “[t]he policy commu-
nities and specific institutions created to fight one or other type of crime 
arose with separate and unrelated missions. Functional specialization 
and bureaucratic inertia have tended to freeze this separation in place. 
Financial intelligence units…see corruption as outside their area of 
responsibility, and anticorruption bodies regard money laundering in 
the same way. Additionally, in many developing countries there is a 
belief that AML [Anti-money Laundering] and anticorruption policies 
and institutions have been foisted upon them by outsiders”.53 There is 
however ample evidence that the elite utilise other techniques such as 
the use of corporate vehicles54 in the form of shell companies to hide 
their ill-gotten gains through corruption. When Ferdinand Marcos was 
removed from power in 1986, it was discovered that he had moved mon-
ies accumulated through kickbacks, bribes and diversion of foreign 
funds received as international aid to a number of foreign jurisdictions 
including Switzerland.55 A very recent sensational case, Malaysian 
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1MDB scandal, exposes the link between corruption and money laun-
dering, where the Swiss authorities investigating suspected bribery 
involving former 1MDB officials and others found “serious indications” 
that US$4 billion—earmarked for development projects—had been 
misappropriated from “Malaysian state companies”56 leading to the 
charging of one of the employees of a Swiss private bank BSI SA for 
money laundering.57

2.3.1	 �Addressing Money Laundering Through the 
Anti-corruption Conventions

There are numerous regional and anti-corruption conventions. In this 
section, only those conventions that are in force58 that have provisions on 
money laundering are considered. Therefore, the following conventions 
are considered for the purposes of this chapter, the OECD’s Anti-bribery 
Convention, the Council of Europe’s Criminal Law Convention on 
Corruption (COE Convention), the African Union Convention on 
Preventing and Combating Corruption (AU Convention) and the United 
Nations Convention against Corruption (UNCAC). Of these conven-
tions, the UNCAC could be said to be the most comprehensive in creat-
ing money laundering offences,59 and promoting measures for its 
prevention though the AU Convention is not far behind. The COE 
Convention by comparison could at first sight seem to be limited in 
scope, but by making reference to another convention devoted to laun-
dering, confiscation and seizure, the scope is much extended. The OECD 
Anti-bribery Convention is perhaps the least ambitious when covering 
money laundering, but that should not come as a surprise, since the 
Convention was specifically drafted to address corruption of foreign pub-
lic officials by businesses. The varying scope in these conventions in 
respect of money laundering and the measures to be taken to address it 
should not be taken negatively, since the Recommendations formulated 
by the Financial Action Task Force (FATF)60 have brought about a great 
deal of convergence in the anti-money laundering (AML) regime. A brief 
account of the provisions regarding anti-money laundering in the anti-
corruption conventions follows.
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The OECD Anti-bribery Convention does not create an offence of 
money laundering but mandates that those contracting states that have 
made bribery of public officials a predicate offence in their money laun-
dering legislation extend it to include foreign public officials. By contrast, 
the Council of Europe’s Criminal Law Convention on Corruption creates 
the route to creating money laundering offences in the contracting states 
by requiring that they adopt legislative and other measures to establish as 
criminal offences under its domestic law conduct referred to in Art. 6 
paras 1 and 2 of the Council Of Europe’s Convention on Laundering, 
Search, Seizure and Confiscation of the Products from Crime, 1990.61 The 
predicate offences for these purposes are those listed in Arts. 2–12 of the 
COE Criminal Law Convention. This list is quite extensive and includes 
active and passive bribery of domestic public officials (Arts. 2 and 3), brib-
ery of foreign public officials and members of foreign public assemblies 
(Arts. 5 and 6), active and passive bribery in the private sector (Arts. 7 and 
8), bribery of officials of international organisations (Art. 9) and trading in 
influence (Art. 12). The AU Convention takes a different approach to 
AML by devoting its Art. 6 to the issue by creating specific laundering 
offences. By Para (a) of Art. 6 the conversion, transfer or disposal of prop-
erty, knowing that such property is the proceeds of corruption or related 
offences for the purpose of concealing or disguising the illicit origin of the 
property or of helping any person who is involved in the commission of 
the offence to evade the legal consequences of his or her action is an 
offence. The other offences are the concealment or disguise of the true 
nature, source, location, disposition, movement or ownership of or rights 
with respect to property which is the proceeds of corruption or related 
offences (Art. 6(b)) and the acquisition, possession or use of property with 
the knowledge at the time of receipt, that such property is the proceeds of 
corruption or related offences (Art. 6(c)). The UNCAC criminalises 
money laundering in its Art. 23,62 and measures to combat money laun-
dering are covered in Art. 14. The feature that stands out in Art. 23 is that 
it does not restrict itself to the laundering of money alone. In using the 
phrase “conversion or transfer of property”, the provision covers assets 
other than cash such as company shares, luxury properties and antiques. 
The AU Convention in a similar vein uses the word property in its Art. 6. 
Art. 23(a)(i) of the UNCAC addresses the issue of both the person who 

  I. Carr



  19

disguises the illicit origin of the property by converting or transferring 
them and the person who assists the individual involved in the commis-
sion of a predicate offence. The provision is wide enough to include all 
those who assist in the conversion or transfer such as family members, 
bankers, lawyers, estate agents and accountants. Like Art. 6(b) of the AU 
Convention, the UNCAC in Art. 23(a)(ii) makes the concealment, or true 
nature, source, disposition or ownership of the rights with knowledge that 
the property is the proceeds of crime an offence. The use of corporate 
vehicles such as shell companies is a common phenomenon when conceal-
ing the proceeds of crime. The OECD definition of a shell company as 
“entities established not to pursue any legitimate business activity but 
solely to obscure the identity of their beneficial owners and controllers…”63 
suggests that they are useful fronts for hiding the proceeds of crime. 
Charitable foundation is another means of concealing the proceeds of 
crime; while the contributors do not have rights of ownership, they could 
sit on the board giving them control over the organisation. The setting up 
of such a foundation by one of the former presidents of the Philippines, 
Joseph Estrada, provides an illustration. The Erap Muslim Youth 
Foundation was set up to carry legitimate activities of helping poor Muslim 
youth, but it was found in 2007 by the Sandigbayan that a sum of US$4.3 
million of protection money collected by Estrada from illegal gambling 
operations had been deposited in the Foundation’s bank accounts.64

Under Art. 23(b)(i) of UNCAC, the use, possession or acquisition of 
property which are the proceeds of crime is also to be made an offence as 
long as the requisite knowledge is present. This is similar to Art. 6(c) of 
the AU Convention. The effect of these provisions is that a purchaser of, 
for instance, a Ferrari from a seller knowing that it has been obtained 
from the proceeds of corruption would have committed an offence. Art. 
23(b)(ii) introduces an offence that would catch all who participate, con-
spire, aid, abet facilitate and counsel the commission of the laundering 
offences. Were states to implement this provision, it would have the 
impact of catching (subject to evidence) professionals such as lawyers, 
financial advisers and accountants who give advice on the methods for 
laundering illicit funds.

There is however one important difference between Art. 6 of the AU 
Convention and Art. 23 of UNCAC. Under the AU Convention, Art. 6 
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on laundering is mandatory, whereas the UNCAC offers some degree of 
flexibility, in that the contracting state may adapt the provision to fit with 
the fundamental principles of its domestic laws which inevitably will 
introduce some degree of divergence when the UNCAC is implemented 
by the contracting states.

The UNCAC goes further than the AU Convention in putting for-
ward measures to prevent money laundering in its Art. 14. They largely 
reflect the international standards that have been adopted by many states 
as a result of Recommendations from the FATF. The Art. 14 provisions 
impose requirements on banks, financial institutions but also has in its 
sight other entities that may be particularly susceptible to money laun-
dering (Art. 14(1)(a)). Entities such as estate agents, auction houses and 
solicitors would fall within this class which means that they have to adopt 
the kind of mechanisms such as “Know Your Customer” (KYC) which 
are normally adopted by banks and other financial institutions. The 
Article also imposes duties on states to set up an AML regime but does 
not specify the type of regulatory body, thus leaving it to the state to 
adopt what suits them best. It is not uncommon to find a separate body 
called the Financial Intelligence Unit (FIU) which engages in collation of 
information and analysis but does not possess investigative powers. The 
investigation is normally left to the enforcement agencies which could 
include a specialised agency such as an anti-corruption commission. The 
analysis however provided by the FIU plays an important role.65

Art. 14(4) also requires states to use “relevant initiatives of regional, 
interregional and multilateral organizations against money laundering” as 
a guide. The other provisions address the implementation of measures for 
detecting the movement of cash and negotiable instrument (Art 14(2)) 
and the inclusion of accurate and meaningful information when monies 
are transferred electronically. This is to enable information in respect of 
the payment chain which in many cases will help in tracing the monies.

2.3.2	 �The FATF Anti-money Laundering (AML) Regime

Whilst the anti-corruption conventions help towards ensuring that cor-
ruption is a predicate offence of money, the AML regime in most coun-
tries has largely been influenced through the international standard set by 
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the FATF.66 The Recommendations do not have the status of a conven-
tion, but it has over time become established and guide the practices to 
be followed by banks and others providing financial services. Even though 
the FATF has 36 members (which include two regional organisations), 
the FATF standards have been endorsed by 180 countries. This wide 
endorsement puts these Recommendations at par with the UNCAC 
which has been ratified (or acceded to) by 178 states.67 The success of the 
FATF Recommendations despite lacking treaty status could perhaps be 
explained on the basis that their compliance mechanism extends to non-
member states such that a non-compliant state could face countermea-
sures from compliant states. As de Koker rightly observes “[i]n practice, 
these countermeasures means that transactions and business relationships 
with persons from [non-compliant] jurisdictions are closely scrutinized. 
These countermeasures add to the cost of doing business with such coun-
tries, slow down the pace of transactions, and in many cases may even 
lead to a termination of business relationship”.68

Drafted in 1990 (as 40 Recommendations), they have undergone peri-
odic revisions to extend the scope of money laundering initially intro-
duced to curb the laundering of the proceeds in drug trafficking offences 
to include other illicit activities such as terrorist financing69 and corrup-
tion.70 The latest revision took place in 2012. In brief, the Recommendations 
list the acts that states should criminalise and also provide client (cus-
tomer) due diligence (CDD) measures for financial institutions to follow 
so that the risk of money laundering is lowered. This chapter does not 
give an account of all the FATF Recommendations but considers the 
CDD measures (found in Recommendation 10 (R10)) and in particular 
focuses on Recommendation 12 (R12) in respect of PEPs. It would be 
reasonable to say that the Recommendations in respect of CDD and 
PEPs form one of the central pillars supporting the FATF AML strategy.

Before going on to consider Recommendation 10 (R10) and R1271 in 
some detail, a brief description of the different stages in the money laun-
dering process follows. The first stage, known as the placement stage, 
involves placing the cash illegally obtained into the legitimate financial 
system. This placement could take place in a number of ways: the cash 
could be physically moved from one place to another (in many cases 
overseas), the cash could be used to buy chips at casinos, repay loans and 
credit cards, and for the purchase of foreign currency. Smurfs72 could also 
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be used to deposit the cash in banks that are below the threshold limit as 
set in the banking regulation to avoid suspicion by the enforcement 
authorities. Co-mingling of illicit cash in legitimate cash-based business 
is another device used at the placement stage. The second stage, known as 
layering (or structuring), is the most complex and is likely to involve the 
international movement of funds using wire transfers and use of financial 
options. The aim at this stage is to create disassociation between the funds 
and their illicit origin and to obscure the audit trail, and it is not uncom-
mon to use electronic means for transferring funds. The final stage in the 
money laundering process is integration, where the funds are integrated 
fully into the financial system so that they appear as having originated 
from a legitimate source, thus enabling the criminal to enjoy the proceeds 
of his crime without arousing suspicion.

2.4	 �Preventing Money Laundering 
by Politically Exposed Persons

As stated in Sect. 2.1, the biggest threat to development comes from the 
bureaucratic and political elite who are on the demand and receiving side 
of bribes and kickbacks. Much of the proceeds derived from a corrupt 
transaction are going to be in a tangible (financial) asset such as cash. 
Where grand corruption is involved, the cash element is likely to be large 
and the receiver of such funds is likely to seek ways of legitimising the 
funds to enable enjoyment of the proceeds without arousing suspicion. 
As seen in the previous paragraph, the money laundering process goes 
through various stages. The first step in the process is the placement of 
funds in a financial institution, and so the measures taken at this stage 
become highly relevant to dissuading money laundering. The FATF seeks 
to do this in its Recommendations by introducing an extra layer of dili-
gence when it comes to dealing with the bureaucratic and political elite.

CDD is a central pillar of the Recommendations. R10 which lists the 
measures required of financial institutions (FIs) prohibits them from 
keeping “anonymous accounts or accounts that are in fictitious names”. 
Financial institution (FI) is defined in the Glossary as a natural or legal 
person who conducts on behalf of a customer a range of activities. The 
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activities or operations include acceptance of deposits and other repay-
able funds from the public, financial leasing, trading in money markets 
such as derivatives and cheques, money and currency changing, and 
underwriting life insurance73 and other investment-related insurance.

The circumstances when an FI is required to undertake CDD are (1) 
at the point of establishing a business relationship with a customer (for 
instance, when a customer wishes to open a bank account), (2) when 
occasional transactions are above a certain threshold which stands cur-
rently at USD/EUR 15,000 or (3) where there are wire transfers, (4) 
where money laundering of terrorist financing is suspected or (5) where 
there are doubts about the veracity or adequacy of customer identifica-
tion data that was acquired by the FI previously (presumably when 
establishing the business relationship). The above requirements indicate 
that the FI’s obligations in respect of CDD do not end once the account 
is open but is an ongoing one. This is further strengthened by paragraph 
(d) of R10 which states that “[c]onducting ongoing due diligence on the 
business relationship and scrutiny of transactions undertaken through-
out the course of that relationship to ensure that the transactions being 
conducted are consistent with the institution’s knowledge of the cus-
tomer, their business and risk profile, including, where necessary, the 
source of funds”. This means that the FI has to have detailed knowledge 
of the customer and their dealings. The CDD measures address these in 
paragraphs (a)–(c) in R10. Paragraph (a) requires that the customer is 
identified and the identification verified through reliable and indepen-
dent sources including data and information. In practice, this is likely to 
include tax identification numbers, passports and council tax bills. In 
the case of legal persons, it could include details such as registered office. 
These requirements are unlikely to be sufficient where the customer is 
acting on behalf of another74 in which case the FI is required to obtain 
information about the beneficial owner(s) and verify their identity (para. 
(c)). Where the customer is a legal person such as a company, then the 
FI also needs to understand the ownership and the control structure. 
These CDD requirements apply equally to other legal arrangements 
such as trusts.

As indicated earlier, FI also refers to institutions providing investment-
related insurance and life insurance, and the CDD measures outlined in 
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R10 apply equally to them. However, R10 does not state whether any 
extra measures need to be undertaken for the identification of customer 
and beneficial ownership in such transactions. This issue is picked up in 
the Interpretive Notes to the Recommendations, where a distinction is 
drawn between named beneficiaries and those designated by class or 
characteristics (e.g. spouse at the time), or by other means (e.g. a will). In 
both cases, the FI is required to identify and verify the beneficiaries at the 
time of the payout and where they are unable to comply to make a suspi-
cious transaction report to the relevant authority in their jurisdiction.

What is apparent from the above is that the FIs have to engage in an 
extensive amount of “investigative” processes which imposes costs on all 
the actors, the FIs, the customers and the states (who operate the suspi-
cious activity reports). According to Reuter and Truman, the estimated 
cost to US under their AML regime is about US$7 billion per  annum 
which “includes costs borne by the government, financial and non-
financial private sector institutions, and the general public”.75 The high 
costs in following the CDD measures do place FIs in developing countries 
in a difficult situation. There are also other challenges that these FIs face 
which to an extent are driven by cultural and political environments. For 
instance, verification by independent sources may prove cumbersome due 
to the hindrances in obtaining relevant data or the data obtained may be 
erroneous or fictitious. This may be the case especially in countries that 
lack transparency and where political allegiances and patrimony have 
become deeply enshrined in the administrative structures of a country. 
Even where such constrictions do not exist, the FIs may find it difficult to 
profile a customer and assess the risk posed by a business relationship due 
to lack of access to Information Technology (IT) which has the ability to 
collate information from a variety of sources and databases to provide a 
historical picture of the customer. In many developing countries, banks 
and other financial institutions still use old-fashioned ledgers for dealing 
with clients and record-keeping. Access to IT systems is probably available 
only in a few main or regional branches. This lack of IT has the potential 
to create opportunities for exploitation (at the placement or the layering 
stages, for instance) by those wishing to engage in money laundering 
unless the banks have strict internal controls such as approval by the main 
branch before a business relationship is established in a small rural branch 
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or where the customer asks it to carry out high-value transactions. Training 
of all employees of the FIs also forms an important aspect of implementing 
the AML regime. As stated in Sect. 2.2, grand corruption is commonplace 
in aid-funded projects in developing countries. Against this context, the 
Recommendations can play a realistic role only where the local practices 
and existing conditions are appreciated and accommodated to reflect  their 
underlying spirit and purposes. The introduction to the Recommendations 
does state that the measures should be adapted to the particular circum-
stances of the countries giving some level of flexibility to the state when 
formulating the contours of the AML standard in their regulations.76

At this stage, it must be pointed out that the bedrock of the 
Recommendations is a risk-based approach77 (RBA) which means that 
the measures adopted by the FIs are commensurate with the risks identi-
fied. This allows for some degree of variation, in that where the risk is 
perceived as low, simplified measures would be appropriate. The level of 
risk will depend on the local conditions. For instance, in Country X with 
endemic corruption at the grand level, the risk of money laundering is 
likely to be high requiring enhanced measures. The enhanced measures 
may also apply to specific sectors. If Country X has a well-developed 
banking sector but not an insurance sector, it would make better sense to 
apply the enhanced measures to the banking sector since it poses a high 
risk. It is the expectation of the Recommendations that FIs assess risks 
and have appropriate policies and procedures such that they can effec-
tively manage and mitigate the identified risks.

The bureaucrat and the political elite are a class that pose a high risk. 
R12 requires FIs to apply additional measures for politically exposed per-
sons (PEPs). So who is PEP for the purposes of R12? The Glossary78 defi-
nition of PEPs lists three categories of PEPs: foreign PEPs, domestic PEPs 
and persons who are or have been entrusted with a prominent function by 
an international organisation. Foreign PEPs are individuals who have been 
entrusted with prominent public functions by a foreign country and 
include heads of state, senior politicians, senior government, judicial and 
military officials, senior executives of state trading corporations and 
important party political officials. Domestic PEPs refer to those entrusted 
with prominent public functions domestically and include the various 
political and bureaucratic elite referred to under foreign PEPs. As for 
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international organisation PEPs (persons entrusted with prominent func-
tion in an international organisation), the reference is to members of 
senior management. This could include directors and deputy directors and 
board members. The definition in the Glossary also makes clear that the 
definition is not intended to cover middle- or junior-ranking individuals.

In addition to CDD under R10, the FIs in respect of foreign PEPs 
should have appropriate risk management systems to determine whether 
the customer or the beneficial owner is a foreign PEP (R12(a)). They also 
have to obtain senior management approval for establishing or continu-
ing with an already existing business relationship (R12(b)). So, for 
instance, where an existing (foreign) customer who is not a foreign PEP 
at the time of establishing the business relationship is elected to Parliament 
or becomes a Secretary of State of his country, R12(b) expects that 
approval is obtained from the relevant person within the FI, depending 
on its management structure in addition to meeting the requirements of 
R12(a). It is also a requirement under R12(c) and (d) that reasonable 
measures are undertaken by FI to establish the source of wealth and 
source of the funds and that there is continuing enhanced monitoring of 
the business relationship. The measures listed in paras. (b), (c) and (d) 
also apply to domestic PEPs of an international organisation. The require-
ments for domestic PEPs are different from those set for foreign PEPs, in 
that R12(a) does not apply to domestic PEPs. This reflects the assump-
tion that foreign PEPs are high risk. Middle- and junior-ranking officials 
in these different categories are excluded. However, R12 includes family 
members and close associates of all three categories of PEPs.

The approach adopted in R10 and R12 is also to be found in the 
UNCAC in Art. 52 on prevention and detection on transfers of proceeds 
of crime. Article 52(1) addresses aspects such as identification of custom-
ers, identity of beneficial owners and enhanced security, where accounts 
are opened or maintained “by or on behalf of individuals who are, or have 
been, entrusted with prominent public functions and their family mem-
bers and close associates”.79

While R10 is onerous and demanding in terms of labour, data man-
agement, time and costs, the requirements in R12 pose special challenges 
to FIs and create uncertainties some of which are explored here. Prominent 
public function is an important characteristic of a PEP. But what does 
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“prominent” mean in this context? Leaving it to a FI to determine 
whether a particular public function is prominent or not could result in 
unintended consequences. To illustrate, a senior public official may be 
the public face of a government department by promoting the work and 
the impact of the department on the wider society through radio and 
television broadcasts and the social media. Due to the public relations 
role, the official could be seen as playing a prominent role. Does this 
make the individual a PEP? Probably not, since playing a prominent role 
need not necessarily mean that the public official has a prominent public 
function. The official in our illustration may be well known because of his 
TV and radio appearances, but this is not the same as saying that the 
function he carries out is a prominent public function envisaged by the 
Recommendations (or for that matter the UNCAC which uses the same 
phrase in its Art 52). The prominent public function seems to be referring 
to a decision maker at the highest levels, as, for instance, in the case of a 
senior official who is in-charge of procuring defence equipment but is not 
well known like the official involved in the public relations role. To a 
large extent, it could be said the context (the responsibilities of the offi-
cials, for instance) within which the official operates contributes to the 
meaning of the phrase “prominent public function”. To some degree, it 
would be reasonable to expect the FI to have first-hand knowledge of the 
different functions that public officials assume in its jurisdiction and pos-
sibly the “prominence” of the function. However, when it comes to for-
eign PEPs, the issue of prominent public official becomes more complex. 
The FATF Guidance on Politically Exposed Persons (Guidance)80 
acknowledges that “the precise level of seniority which triggers the PEPs 
requirement is not specified”.81 The expectation however is that the juris-
diction “use the risk assessment in Recommendation 182 to identify the 
specific levels and types of PEPs which pose a higher risk”. If we were to 
take such an approach, the official engaged in public relations in the illus-
tration above would not pose as high a risk as the senior public official in 
charge of procuring defence equipment.

The Guidance does make a number of suggestions but their impact is 
debatable. Among the good practices suggested by the Guidance are: (1) 
guidance from countries in what constitutes a prominent public function 
for domestic and foreign PEPs informed by risk assessment, (2) provision 
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of a “baseline list of particular positions within the government which are 
sufficiently prominent so as to qualify for a PEP”,83 (3) use of asset disclo-
sure of public officials and (4) description of the different types of respon-
sibilities that are sufficiently prominent. Similar information is expected 
of international organisations along with details of the business model 
and organisation structure.

If the above suggestions are adhered to and followed by the countries 
that follow the FATF standard, they would, without doubt, make the 
task of determining whether or not a customer is a PEP easier. However, 
in practice, some of the suggestions may be unworkable. For instance, 
many countries do not have laws in respect of asset declarations. This is 
particularly so in developing countries. If they do have legislation, lack of 
clarity causes confusion about what assets should be declared. Neither are 
the declarations monitored or verified nor are they in the public domain.84

Another factor that requires consideration is that of time limit. R12 
does not state whether PEPs stop being a PEP once the official no longer 
engages in a prominent public function. The Guidance observes assess-
ment of risk rather than time is relevant since many PEPs have some 
degree of influence in the corridors of power even after leaving office, 
albeit unofficially.

The inclusion of “family members” and “close associates” is also a chal-
lenge for FIs. The Recommendation is silent about the scope of these 
phrases. For instance, do cousins twice removed fall within the class of 
family members? Culture is likely to be a relevant factor. For instance, in 
Hindu joint families, such cousins are likely to be regarded as part of the 
family. It may well be that in some cultures even members of a clan may 
be regarded as family members. Close associates raise uncertainties. 
Should they, for instance, include officials working in the same depart-
ment or organisation, boyfriends and girlfriends? The Guidance indicates 
that factors such as “the influence that particular types of family members 
have, and how broad the circle of close family members and dependants 
tend to be”85 may be relevant. The Guidance is also appreciative that cul-
ture would be a contributing factor as well. In respect of close associates, 
the Guidance provides a list of relationships ranging from known or sex-
ual partners outside the family unit such as mistresses and girlfriends, and 
prominent members of the same political party to business associates and 
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membership of the same labour union.86 While an FI may be aware of the 
cultural context within its jurisdiction, it is likely to lack knowledge of 
the culture of a foreign PEP. The expectation is that the FI will consult 
other “institutions within the same financial group which are doing busi-
ness in the foreign country or, alternatively through the internet and 
other relevant sources”.87

While it is commendable that the Guidance attaches importance to 
the social and cultural context, its understanding of the social and cul-
tural contexts seems to be rather narrow. It seems to view countries as 
having a unified country-specific culture. Returning to India that was 
used as illustration before, in some parts of the northern India, a com-
munity’s understanding of family members extends to the whole village. 
It is not uncommon for village elders to call all the young men in the 
village their sons, even though they have different genetic heritage. Given 
all the different cultural nuances, the inclusion of family members and 
close associates does pose a “real” problem for FIs. This however does not 
mean that they should not have been included, since these connections 
can be used (abused) by PEPs, for instance, at the placement stage of the 
money laundering process.

The FIs also have to face the issue of how to obtain information about 
family members and close associates. The FI may have to use a wide range 
of sources such as customer, third parties and commercial databases 
which, of course, leaves room for misunderstanding and mistakes. 
Another important requirement of R12 is that reasonable measures 
should be taken to establish the PEP’s source of wealth (total assets) and 
source of the fund (referring to the particular fund). While it is easy to 
establish the source of the fund and how it was obtained, asking the cus-
tomer the source of wealth is problematic. In the absence of voluntary 
disclosure, the FI will have to depend on other sources such as publicly 
available asset disclosure (part of asset declaration), third-party sources 
and commercial databases. And where there is voluntary disclosure, reli-
ability of the information provided needs to be verified which could 
prove to be a slow and lengthy process, especially where foreign PEPs are 
concerned.

What is apparent from an examination of some of the requirements in 
R10 and R12 considered in this section is that the FATF has created an 
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elaborate labyrinth that the FI has to navigate through. The journey is 
not going to be an easy one unless there is ample experience in the insti-
tution and support from “investigative” researchers, be they third parties 
or from within the institution, in the case of PEPs. As to how far develop-
ing countries will follow R10 and R12 is questionable due to the eco-
nomic constraints. As Reuter and Truman correctly observe “the AML 
regime is an expensive luxury good”.88 There is also one other complica-
tion. The AML regime assumes that bank officials are honest and follow 
the requirements to the letter. However, officials in FIs are equally prone 
to corruption which means that regardless of any preventative mecha-
nisms there might be in place money launderers will be able to use the 
system to their advantage by dealing with dishonest officials. Neither is it 
unknown for FIs like banks to be corrupt at an institutional level.89

2.5	 �Conclusion

This chapter drew a link between corruption, development and money 
laundering, and examined the steps taken to combat money laundering 
in both the anti-corruption conventions and the FATF AML regime. The 
FATF has developed a sophisticated regime that aims to protect the 
integrity of the financial institutions by requiring risk assessment and 
through vetting of the customer. The regime is impressive in its thor-
oughness, but the nagging worry of its workability remains. The FATF 
seems to have had the wealthy nations (with their expertise and capacity) 
in mind and seems to have turned a blind eye to the special needs of 
developing countries in terms of costs, capacity and expertise. At the end 
of the day, is the AML regime an overkill?90
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3
Anti-Bribery and Corruption: 

Perceptions, Risks and Practice  
for UK Banks

Umut Turksen

Risk is the possibility that an event will occur and adversely affect the achieve-
ment of objectives.1

3.1	 �Introduction

Corruption is a serious economic, social, political, legal and moral problem2 
found in many contexts from sports (i.e. doping in athletics and FIFA scan-
dals)3 to banking practices (i.e. LIBOR,4 Dark Pool5) and international 
trade (i.e. the BAE bribery inquiries).6 Corruption is a form of fraudulent 
activity which can be described as the misuse of public office for private 
gain, and the common law offences of corrupt practices (i.e. bribery) are 
limited to public sector corruption. While the UN Convention Against 
Corruption (UNCAC), 2003, with its 140 signatories7, sets out the general 
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anti-corruption mechanisms and strategies, there is not a legal definition of 
this crime in international law. The above definition has become standard 
in recent cross-national empirical studies of corruption.8 Similar to other 
fraudulent and malfeasant activities, corruption can only occur when there 
is opportunity, incentive and ability to rationalise it.9 Without these three 
things, corruption is unlikely to unfold. Past studies in this field indicate 
that the risk corruption poses to society at large varies from country to 
country and is difficult to quantify.10 Such risk is generally calculated in 
light of public’s perception of the level of public sector corruption in a given 
society, but there have been studies which also indicate that economic free-
dom, socio-political stability, tradition of law abidance and national cul-
tures are the major variables that dictate the degree of corruption. Past 
research findings both by the academia and policy makers link corruption 
to poor economic growth, low political stability, lack of transparency and 
accountability to which liberalisation, privatisation and democratisation 
are offered as preferred policy responses.11 The literature review also reveals 
that there is limited legal analysis of this phenomenon. The author takes the 
view that the narrow focus on developing countries has obscured the more 
subtle yet costly manifestations of corruption in rich and democratic (devel-
oped) countries and as a result the risk of corruption in so-called developed 
countries is overlooked. This chapter expands the existing knowledge about 
the determinants of corruption as it focuses on the UK where democracy, 
economic liberalisation and the rule of law are arguably well-established 
principles in public office generally and in financial transactions particu-
larly. Firstly, this chapter analyses how the UK’s legal instruments address 
the crime of corruption. Secondly, the risks that bribery and the legal com-
pliance requirements pose for banks are commented. Finally, a number of 
good practice proposals are considered and evaluated.

Whilst explaining the concepts of corruption and bribery, this chapter 
also considers how banks are prone to passively or actively encouraging 
the flow of the illicit financial capital. The international legal instruments 
(both hard and soft) relating to corruption and bribery are assessed to 
understand if there are any gaps or loopholes that allow this and whether 
the banking standards have any weaknesses that can be exploited. The 
notion of corruption solely being associated with public officials or pub-
lic office is also challenged.
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The notion of culpability of banks with respect to corruption is 
becoming more widely accepted. For instance, the recent foreign exchange 
scandal,12 where banks were found to be manipulating foreign exchange 
interest rates, resulted in fines of US$3.4 bn13 and the UK Chancellor of 
the Exchequer stated that ‘I’m absolutely determined that we clean up the 
corruption in the city so that financial markets work for everyone’.14

However, as in the case of the LIBOR scandal, there is a difficulty in 
identifying an offence with which to charge the offenders and also prob-
lem of legislating against crimes that are only likely to occur once. It 
seems unlikely that Section 91 of the Financial Services Act 2012 (mis-
leading statements relating to benchmarks and the delegated legislation) 
and the Financial Services Act 2012 (Misleading Statements and 
Impressions) Order 2013 will be employed for the Foreign Exchange 
Scandal. This trend epitomises a serious problem and a challenge for the 
society at large: There is an unsurprising link with corruption, bribery, 
illicit financial flow and money laundering. Currently, all of these topics 
are dealt with separately in the context of legislation and preventive 
measures as well as from an enforcement perspective. This potentially 
facilitates the flow of illicit capital in banks, and the degree of culpability 
or knowledge/suspicion that funds are from the illegitimate means is 
overlooked. Furthermore, such a fragmented approach increases the 
risks for banks.

3.2	 �The Origin and Meaning of Corruption

The word corrupt is believed to originate from the Latin word corrum-
pere, which means to break or destroy15; literally translated, it means total 
or collected decay or dissolution. Treisman defines corruption as ‘the mis-
use of public office for private gain’.16 However, as the demarcation of 
public office and private corporation blurs, this definition is not ade-
quate. Mikkelsen breaks down the meaning of corruption but still con-
fers to the public office definition and explains it in connection with a 
subset of the particularistic governing practice.17 Particularism is the 
‘exclusive attachment to one's own group, party, or nation’18 and includes 
patronism, nepotism, clientism and pork barrel politics. Patronism is 
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where appointments are assigned by politicians; nepotism is found when 
jobs are provided by those in power to their friends or relatives. Clientism 
is known as a social order dependent on relations of patronage. Finally, 
pork barrel politics is the use of government funds designed to please vot-
ers or legislators to win votes.

Mikkelsen clarifies the meaning of corruption against that of the other 
forms of particularism and against bribery and extortion,19 concluding 
that ‘corruption consists in deviations from public duty by breach of 
impartiality for the purpose of material gain’. This aligns with Treisman’s 
standard definition, ‘misuse of public office for private gain’.20 Mikkelsen’s 
key point is that the concept of corruption has moved on from the Latin 
meaning corrumpere and forms a subset of the particularistic form of gov-
erning, and the novel evolution is the fact that with corruption there is 
material gain, which is not necessarily the case with the other forms of 
particularism. Whilst this advancement of the meaning of corruption is 
accepted, corruption is not exclusive to public office, although it is a fact 
that in developing countries corruption does affect the society at large 
and especially the poor.21 Corruption often includes offences such as 
bribery, extortion, kickbacks, embezzlement and conflicts of interest.

The definition of corruption provided by the Organization for 
Economic Cooperation and Development (OECD) also focuses on the 
role of a public official in office and ‘involves behaviour on the part of 
officials in the public sector, whether politicians or civil servants, in which 
they improperly and unlawfully enrich themselves, or those close to 
them, by misuse of the public power entrusted to them’.22

Yet, the evolving nature of global economies, banks, companies, share-
holders and civil society means that a wider definition is required to fully 
explain the concept of corruption. Arguably, one of the reasons for a low 
number of and discrepancies in successful prosecutions of bribery and 
corruption is this lack of unified definition.23

Transparency International (TI) defines corruption as ‘the abuse of 
entrusted power for private gain’.24 This definition moves past the exclu-
sive public office restriction and allows the communication of the concept 
at all levels. The World Bank provides a very comprehensive definition of 
corruption and illustrates how international anti-corruption organisa-
tions have endeavoured to cope with this challenging topic: ‘corruption … 
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takes various forms and is practiced under all forms of government, 
including well-established democracies. It can be found in the legislative, 
judicial, and executive branches of government, as well as in all forms of 
private sector activities’.25

This definition dispels the view that corruption only occurs in public 
institutions of developing countries and states that it also applies to the 
private sector that includes banks and established democracies and is 
not just limited to bribes. The origins and meanings of corruption are 
important because of the public/private connections with banks, which 
are often private but perform a public service. Clarifying the meaning 
also allows for an examination of if and to what extent corruption exists 
in banks.

There is not an internationally agreed legal definition of corruption, 
which is largely due to the challenges of aligning laws, jurisdictional 
issues, cultural and societal norms that treat corruption differently. 
Controversially, it can also be argued that economic factors, of which 
many developed countries and their banks take advantage of in being the 
recipient country that handles the proceeds from corruption, are factors 
that feed off this disarray. This lack of common definition is a key risk in 
combating corruption across borders and a risk for compliance purposes 
for banks.

The UN and OECD Conventions26 do not define corruption. At a 
national level, neither the UK Bribery Act 2010 nor the US Foreign 
Corrupt Practices Act (FCPA) 1977 offer a robust definition of corrup-
tion. La Palombara suggested that without expressly stating what acts are 
prohibited, it would be difficult to ascertain what conduct amounts to 
corruption. Mikkelkelson observes that there are problems with legisla-
tion driving the corruption agenda, which is a global challenge, and com-
parisons across different legal systems are difficult to manage. It is only 
the offence of bribery that is usually codified and legislated for; thus, 
other forms of corrupt acts could be excluded and exploited such as 
diverting stolen money from government revenues through professional 
intermediaries into the UK financial institutions and property. 
Professional perpetrators are usually ahead of legislation when it comes to 
exploiting avenues for illicit gain27; therefore, there is a need for more 
innovative and radical anti-corruption regimes to tackle it.
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The definitions of corruption have also been developed by the NGOs; 
while the NGOs may lack accountability in the way public institutions 
do, as proactive and focused organisations (e.g. TI and World Bank), they 
may actually reflect what is happening at societal level and are best placed 
to observe, report and raise awareness of it. One of the founders of TI, 
Lambsdorff, defined corruption as the ‘misuse of public power for private 
benefit’28 and pragmatically warns that theorising about the absolute defi-
nition is futile as that effort could be used more constructively.29 Whilst 
this stance is plausible, it is important to arrive at an internationally 
accepted legal definition of corruption so that harmonised preventive 
measures and sanctions can be utilised. A common definition would also 
make the awareness and communication of anti-corruption initiatives 
and harmonisation of laws easier.

3.3	 �The Threat of Corruption

Kofi Anan, former General Secretary of the UN, identified that corrup-
tion was not a problem solely for developing countries, although that is 
where its impact is most severe.30 As more cases in the developed world 
come to the attention of the public, such as the UK Serious Fraud Office’s 
(SFO) investigation into the bribery and corruption allegations into Rolls 
Royce,31 and the corruption charges against FIFA,32 the subject of cor-
ruption is attracting greater media and political exposure.33 This was evi-
denced at the 2014 World Economic Forum in Davos, which had 
corruption as a key topic.34 At a regional level, the EU published its anti-
corruption report with the aim of spearheading its corruption policy,35 
albeit this attracted some criticism from TI36 as the EU’s strategy omits 
cross-border corruption, private sector corruption and, more impor-
tantly, the report fails to access the effectiveness of the anti-corruption 
policy within the EU institutions and attribute any shortcoming to a 
country by name.37
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3.4	 �Extent of Corruption

Attempting to place a numerical figure on the extent or cost of corruption 
is exceptionally difficult if not impossible, as is finding a consistent, reli-
able and up-to-date source. It is still important to arrive at an estimate if 
only to enable awareness of its magnitude. Most commentary still refers 
to figures published by the World Bank,38 which estimates that bribery 
costs the world around US$1 tn a year.39 The World Economic Forum 
estimated the extent of corruption at 5% of the world GDP, approxi-
mately US$2.6 tn,40 and that it increases the cost of doing business by 
10% globally.41 The IMF puts the annual cost of bribery at around 
US$1.5–2 trillion (roughly 2% of global GDP) and asserts that ‘the eco-
nomic and social costs of corruption could potentially be even larger’.42

The Asian Development Bank suggests that the cost of corruption for 
a country is up to 17% of its GDP.43 Similarly, in 2014, the EU announced 
that annual losses attributed to corruption totalled €120 bn44 and sees 
corruption as an activity that is often linked to other forms of serious 
crime, such as trafficking in drugs and human beings, tax evasion and 
illegal immigration.45 These estimates indicate that corruption is a serious 
leak in the economy and hinders investment levels, development and 
growth. Given its magnitude, it also poses a real risk to financial institu-
tions and the competition therein.

3.5	 �What Is Bribery?

Corruption is often facilitated by a bribe. Bribery, like corruption, is not 
easy to define,46 yet attempts have been made to create universal defini-
tions that will not only help law enforcement agencies but also raise 
awareness of what bribery is and how it finds expression in the context of 
corruption and financial crime. Bribery facilitates corrupt acts and is 
often known as the payment or consideration given for an act or service 
that a public official or private service provider allows or facilitates that 
s/he is not authorised to do. It can be seen as an enabler for the perfor-
mance of an act through an illegal payment (a bribe) that would allow 
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services or contracts to be won or facilitated unduly and unfairly. The UK 
government’s working definition is based on the Bribery Act 2010.47 
Bribery may be classified as direct or indirect.48 Indirect bribery is using 
a third party to make the payment that constitutes a bribe and is the 
more common form where an agent or third party acts for an organisa-
tion to secure a contract and/or competitive advantage, for example, 
where the agent would receive a commission on successful signing of the 
contract.49 The reason for clarifying the differences is to do with ensuring 
that companies or individuals who use third parties cannot plead igno-
rance to the fact of a bribe that has occurred within or through their 
organisation implicitly. The SFO defines bribery as ‘the giving or receiv-
ing something of value to influence a transaction’.50 The UNCAC does 
not provide a definition but has created bribery offences,51 and the 
OECD defines a bribe as ‘an offer, promise, or giving of any undue pecu-
niary or other advantage, whether directly or through intermediaries, to 
a foreign public official’.52

The UN and OECD Conventions and the UK legislation are generally 
focused on defining bribery offences as these are more clearly identifiable, 
and focusing on the bribe payers suggests that this is the start of the life 
cycle of a corrupt act. It should be noted that the OECD Anti-Bribery 
Convention is the only international legal instrument that focuses on the 
person making the bribe (supply side) rather than the recipient (demand 
side) of the bribery transaction.53 As corrupt money (bribe) is transferred 
via banks out of the jurisdiction it was gained, this focus on the briber 
increases the risk of banks facilitating the transfer of illicit money.

3.6	 �The Extent of Bribery, International 
Trends and Counter-Measures

The TI Bribe Payers Index (BPI) 2011 suggests that corruption and bribery 
are problems for both the developed and the developing world.54 The index 
provides evidence of bribery between private companies and dismisses the 
view that bribery only exists between private individuals/companies and 
public officials. The index is produced by surveying company executives 
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from 28 of the largest economies that assessed their perceived likelihood to 
pay bribes outside of their home country.55 Since the 2008 publication, 
there has not been any reduction in the perception of frequency of bribery. 
Chinese and Russian companies (listed as 21 and 22 on the list both in the 
2008 and 2011 reports) were seen as most likely to pay bribes56 while the 
UK is listed as the fifth in 2008 and eighth in 2011 out of 22 countries.

Parlour57 identifies that there is a potential mismatch between the TI 
Corruption Perception Index (CPI)58 and the Mintz Group ‘Where the 
Bribes are’ Map.59 According to this data, it is clear that the US enforce-
ment measures (under the FCPA 1977) have focused on particular coun-
tries, namely Nigeria, China, Russia and Argentina, in their enforcement 
initiatives.60 The Global Financial Integrity Report  – ‘Illicit Financial 
Flows from Developing Countries 2001-2010’61 – seems to mirror the 
FCPA Map rather than the TI CPI.

This could be explained by the difference between the actual data (in 
the FCPA map and the illicit flows data) to the perceived indicators from 
TI. However, from a strategic enforcement point of view and planning 
perspective, governments and organisations such as the UK’s SFO should 
view this data carefully in order to implement effective strategies. The 
logical approach would seem to support it; why would a country invest 
money and time addressing corruption in Somalia, Afghanistan and 
North Korea which are at the bottom of the TI CPI, when the greatest 
illegal capital flight seems to originate from China, Russia and Nigeria, 
and the countries most likely to pay bribes are China, Russia and Mexico, 
appearing at the bottom of TI’s BPI.62 A more recent OECD 2014 
Bribery Report also provides similar trends.63

Numerous studies indicate that based on this index, many multinational 
companies have pulled out of major contracts from developing countries 
where bribery is rife.64 At the same time, countries (including the UK) 
merely sign the OECD Bribery Convention to look attractive to foreign 
investors.65 As a result of this piecemeal approach, the OECD has criticised 
the UK several times,66 which could have been a catalyst for the enactment 
of the UK Bribery Act 2010. While the improved anti-corruption legal 
framework may look good, it can also divert the risk and investment else-
where. Indeed, Aaronberg and Higgins have commented that since the 
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Bribery Act came into force, the actual number of convictions has not 
increased compared to previous years and have questioned the efficacy of 
the new law.67 This is in contrast to relatively high number of US FCPA 
1977 enforcement actions.68 Perhaps, this is not a fair comparison, as the 
US legislation has been in force since 1977 and the UK Bribery Act came 
into force in 2011. Furthermore, the UK Bribery Act has had a preventa-
tive impact as firms are now very reluctant to report cases of bribery and 
corruption as the penalties are far reaching. The current Director of the 
SFO, David Green, has made it clear that even with the new deferred pros-
ecution agreements (DPAs),69 SFO will not allow companies to shirk their 
responsibilities under the Bribery Act 2010.70

While an effective enforcement is welcome, there is a risk that non-
OECD countries such as China and India could step in to take the place 
of the UK or US companies which have decided that certain geographies 
are too risky to operate in from a point of local companies and officials 
demanding bribes. If China and India in particular are not subject to the 
OECD Bribery Convention and lack domestic bribery and corruption 
laws, then bribing foreign officials may be accepted.

Nadipuram suggests that Russia, India and China (RIC) economies 
are unlikely to fully engage with the OECD Anti-bribery Convention 
owing to their poor enforcement on local anti-bribery laws.71 It remains 
to be seen whether this will be the case in the future as Russia has recently 
signed and become the 39th party to the OECD Anti-Bribery Convention 
on 17 April 2012 and India and China appear to be in discussions with 
the OECD Working Group on Bribery.72

3.7	 �The European Union

Mitsilegas opines that the EU’s anti-corruption policy is based on a num-
ber of objectives which include defending the EU budget; protecting the 
internal market; facilitating judicial cooperation in criminal matters; and 
safeguarding the rule of law.73 The EU has recognised that corruption is a 
problem, and in its communication to the European Parliament, it has 
expressed concern that the overall rating for the EU member states in the 
TI CPI has not improved significantly.74 The first protocol to the EU 
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Fraud Convention 199575 criminalises corruption for both the briber and 
the bribe recipient76, sometimes referred to as active and passive bribery, 
respectively.

The second protocol to the Fraud Convention in 1997 criminalises the 
laundering proceeds of corruption.77 However, the EU Convention on the 
fight against Corruption 199778 was introduced as the Fraud Convention 
and did not go far enough to improve judicial cooperation for corruption-
related crimes. This is partly because the cooperation on judicial matters is 
traditionally seen as an area which is determined by the member states. 
Mitsilegas contends that ‘The 1997 EU Convention on Corruption thus 
introduced a broad criminalisation of public sector corruption’79 yet failed 
to address the intra-community cohesion and coordination needed.

The second objective of protecting the internal market was by crimi-
nalising corruption in the private sector, by the post-Maastricht Joint 
Action implemented in 1998,80 which was superseded by the Framework 
Decision in 2003.81

The EU is working closely with the Council of Europe82 against 
Corruption (GRECO)83 and more actively involved in the coordination 
with UNCAC and the OECD Bribery Convention, focusing more on 
the soft law instruments and exchanging best practice rather than advanc-
ing and evolving corruption laws. This approach is also put forward by 
the European Council Stockholm programme 2010, which places impor-
tance on law enforcement cooperation.84

The EU recommends member states to adopt a number of legal instru-
ments.85 These are the Council of Europe Civil Law Convention on 
Corruption,86 the Council of Europe Criminal Law Convention on 
Corruption 199987 and the Council of Europe Additional Protocol to the 
Criminal Law Convention on Corruption 2003.88

It is clear that Europe is still in the process of developing a comprehen-
sive, cohesive and effective anti-corruption policy and strategy. This is 
mainly due to the disparity of its own instruments and the wide-scale 
adoption of soft laws such as the Financial Action Task Force (FATF) and 
OECD Bribery Convention. On the other hand, the EU is getting closer 
to concerted strategy and practice via its Fourth AML Directive89 and 
working towards developing its arsenal in countering corruption such as 
the disbarment from tendering and award of public contracts in the EU 
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for companies who have been found guilty of corruption. The EU pro-
curement rules are codified in several Directives,90 yet barring of compa-
nies engaged in corruption does not find expression therein.91

Whilst numerous financial crimes such as money laundering, insider 
dealing, market abuse and terrorist financing have been addressed by EU 
legislation,92 bribery and corruption and fraud have not been codified.93 
Legal instruments emanating from the Council of Europe constitute an 
element of the EU anti-corruption regime, and EU’s own corruption 
Convention only covers the EU institutions and not member states. As a 
result, there is much work to be done in regard to creating a cohesive 
anti-corruption legal regime that is harmonised across the EU.

In 2014, the EU announced that annual losses attributed to corruption 
totalled €120 bn.94 According to the EU, a vast majority of this money is 
lost through lost tax revenues and foreign investment.95 Despite its crit-
ics,96 the EU has not begun to address the challenge of bribery and cor-
ruption in the 28 EU member states,97 beyond its own administration.

The EU Anti-Corruption Report uses the general definition ‘abuse of 
power for private gain’,98 moving away from the public office or official 
definition, and suggests that this is in line with international legal instru-
ments such as the OECD and the UN Conventions. However, it should 
be noted that neither of these measures are adequate as the OECD is a 
soft law measure and the UN Convention does not explicitly define 
corruption.99

It has been argued that the UNCAC is the only legal international 
anti-bribery instrument that allows unifying of the approach to tackle 
corruption.100 There are numerous international bodies, organisations, 
conventions and soft law instruments which do not aid to an integrated 
approach towards fighting corruption. It could be argued that it is better 
to have a range of different agile bodies to tackle corruption such as TI 
and Global Witness rather than having a large unmanageable interna-
tional agency that would struggle to respond quickly enough to tackle 
corruption effectively. Many of these organisations are now working 
together, for example, the World Bank’s Stolen Asset Recovery Initiative 
and the United Nations Office on Drugs and Crime.101 Nevertheless, for 
conviction and proper enforcement, municipal action and cooperation 
are essential.
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3.8	 �The Crime of Bribery in the UK

In the UK, the crime of bribery can be found in the statute books as early 
as 1889 under the Public Bodies Corrupt Practices Act. Later, the 
Prevention of Corruption Act 1906 and 1916 were added. Despite 
numerous legal instruments addressing corruption directly, these mea-
sures were deemed to be inadequate and out of line with international 
developments and multilateral anti-corruption efforts.102 Following a rec-
ommendation by the Committee on Standards in Public Life, the Bribery 
Act 2010 was enacted which came into force on 1 July 2011 and intro-
duced four distinct bribery offences:

	1.	 Offences of bribing another person (Section 1)103

	2.	 Offences relating to being bribed (Section 2)104

	3.	 Bribing a foreign public official (Section 3)105

	4.	 Failure of commercial organisations to prevent bribery (Section 7)106,107

These provisons mean that a person may be guilty of a bribery offence 
if s/he seeks to manipulate or influence the official – as part of their role 
as a public official – to perform with the intention of obtaining or retain-
ing business or gaining a business advantage. The means of gaining such 
unfair advantage may include payments such as facility fees, referral fees 
and commissions. Unlike the US law (FCPA), the Bribery Act does not 
permit facilitation payments, which are used to expedite the normal 
bureaucratic procedures and action. For individuals, any offence under 
Sections 1, 2 or 6 is punishable by a fine and/or imprisonment for up to 
10 years (12 months on summary conviction in England and Wales or 
Scotland or 6 months in Northern Ireland). The fine may be up to the 
statutory maximum (currently £5000 in England and Wales or Northern 
Ireland, £10,000  in Scotland) if the conviction is on summary and 
unlimited if it is on indictment.

For companies and/or partnerships, an offence committed by a person 
other than an individual is punishable by a fine. The fine may be up to 
the statutory maximum (currently £5000  in England and Wales or 
Northern Ireland, £10,000 in Scotland) if the conviction is on summary 
and unlimited if it is on indictment. It is worth noting that a conviction 
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for bribery offences can have collateral consequences such as freezing 
and/or confiscation of assets under the Proceeds of Crime Act 2002, 
director disqualifications, EU procurement bans and exclusion from 
projects funded by the World Bank and its cross-debarment partner 
development banks.

The Bribery Act aims to create a proactive compliance regime whereby 
it provides two distinct offences:

	1.	 Bribing a foreign public official (mere intention to influence a foreign 
official in their official capacity would suffice).

	2.	 Failure to prevent bribery by commercial organisations (including the 
employees of the organisation as well as associated persons and third-
party intermediaries and agents). For the purpose of this criminal 
offence, an ‘associated person’ is an individual who ‘performs services 
for or on behalf of the organisation’ (Bribery Act, 2010, Section 8).

The novel character of the Bribery Act is made clear not only by its 
provisions to cover a wide range of persons involved in bribery and cor-
ruption but also by enabling prosecutions based solely on an intention to 
obtain or retain business or an advantage in the conduct of business for 
that organisation.108 It needs to be pointed out that these provisions, 
which create a new trend in corporate criminal liability, have an extrater-
ritorial application, meaning that the law will apply regardless of where 
the offence takes place.109

The liability is established on a balance of probabilities and according 
to a circular published by the Ministry of Justice (MoJ),110 six general ele-
ments need to be in place for a commercial undertaking to create an 
adequate anti-corruption environment and so as to mitigate and/or avoid 
any liability. These include proportionality, top-level commitment to 
anti-bribery measures, risk assessment, due diligence, communication, 
and regular monitoring and periodic review.

Under Section 13, a number of exemptions are provided to security 
agencies: A person, who is charged with an offence under the Bribery Act, 
may have a defence if s/he can prove that conduct was necessary for ‘the 
proper exercise of any function of an intelligence service, or the proper exer-
cise of any function of the armed forces when engaged on active service’.111 
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The governments state that Section 13 exemptions are necessary for the 
intelligence services, or the armed forces, to undertake legitimate functions, 
which may ‘require the use of a financial or other advantage to accomplish 
the relevant function’.112 Accordingly, the defendant must prove, on the bal-
ance of probabilities, that their conduct was necessary.

Contrasting criticism can be found in regard to the Bribery Act. Some 
commentators suggest that the provisions go too far thus making this 
new ‘gold standard’ a barrier to UK’s business competitiveness.113 Pope 
and Webb also argue that the increased prosecutorial powers under the 
Bribery Act and the cost and time for effective compliance which firms in 
the UK are expected to face would disadvantage businesses.114 On the 
other hand, the Act has also been described as one of the toughest115 
bribery laws in the world116 (owing to the Section 7 offence which has a 
strict liability provision for commercial organisations and the prohibition 
of facilitation payments)117 with ‘immense practical importance to the 
conduct of business, whether in the public or private sphere’.118

However, Robert Barrington, the Head of TI UK, does not transcribe 
to this view and suggests that it is a good law that complies with interna-
tional requirements.119 In addition, Mark Pieth, the OECD Chair of the 
Working Group on Bribery, indicated that the UK Bribery Act ‘is by no 
means stricter than the laws of other OECD Member States’.120 The US 
anti-corruption laws are equally strict; whilst the FCPA 1977 does not 
cover all aspects covered by the Bribery Act, they are covered in other 
parts of US company law.121

Since the Bribery Act came into force in 2011, there have only been far 
and few prosecutions122 and none so far with respect to banking. However, 
more and more commentators and politicians are now referring to cor-
ruption in banks,123 and Global Witness continues to highlight how 
banks and anonymous companies contribute to illicit financial flows and 
corruption that affect both the developing countries such as Nigeria and 
also developed countries such as the UK.124 While it is too early to 
establish the effectiveness of the anti-corruption regime stipulated by the 
Bribery Act, with its wide scope and extraterritorial (offshore) applica-
tion,125 it is likely to mould the commercial organisations’ risk manage-
ment policy and practices.
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The challenge prosecutors face when dealing with corruption in banks 
is identifying what offence to charge, either because no such offence exists 
or because new law has to be created to cover such offences, as was the case 
in the manipulation and corruption involved in the LIBOR scandal. Here, 
the SFO used the common law offence of conspiracy to defraud to convict 
traders126 who abused the LIBOR benchmark.127 For the SFO, this was a 
stroke of luck as the recommendation by the Law Commission was to 
replace this offence when the Fraud Act 2006 was introduced.128 However, 
the conspiracy to defraud, sometimes known as the catch-all fraud offence, 
was retained even though the other deception offences were repealed.

The government responded to the LIBOR scandal by the Financial 
Services Act 2012,129 which covers LIBOR-type manipulations, and the 
Financial Services Act 2012 (Misleading Statements and Impressions) 
Order 2013,130 that specifically includes LIBOR. However, the net effect 
of this is likely to be negligible, as the way LIBOR is managed will be 
fundamentally changed.131 The likelihood of a new LIBOR-related crime 
is very unlikely as it is now an offence to manipulate LIBOR and because 
of the intense media attention it has received, fraudsters are likely to 
focus their attention elsewhere, as one opportunity to gain is tightened 
other new unknown opportunities open up: The recent foreign exchange 
scandal is a good example.132 LIBOR is important to examine to find 
whether there were any elements of corrupt behaviour within these UK 
and US institutions and, if so, how it compares to countries ranked much 
lower in the corruption scale.

For example, TI has ranked the UK as the 14th least corrupt country 
in the world and Nigeria is ranked 136th, respectively.133 Yet, an example 
of banks in both jurisdictions being involved equally in grand corruption 
can be seen by the case of General Sani Abacha134 where the former presi-
dent of Nigeria stole billions of dollars from the oil revenues of Nigeria 
and the money was transferred through UK banks and paid directly into 
Swiss bank accounts and other offshore destinations. How culpable were 
the banks in this transfer? Given the volume of transactions and the fact 
that Abacha was a public officer, alarm bells should have rung for the 
banks. Yet, he was able to transfer funds with ease.

It has been very difficult to find a suitable criminal offence to charge 
bankers who engage in malfeasant activity and assist criminals. 
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The accountability and culpability of the banks continue to be a challenge 
for politicians who want to show they are tough on economic crime yet 
also be seen not to stifle business and revenue that is generated from 
activity that is not perhaps illegal but morally dubious and unethical.135

The culture in banking is akin to that in politics, where the key senior 
executives are well protected from disclosing information that could later 
be used as evidence in court. The LIBOR manipulation demonstrates 
this quite clearly. Bob Diamond and Jerry del Messier were the Chief 
Executive Officer and Chief Operating Officer of Barclays Bank, respec-
tively, when the UK Financial Services Authority (FSA), the US Security 
Exchange Commission and the Department of Justice levied fines on 
Barclays. Up until present day, no senior executive has been charged with 
any criminal or civil offence. Additionally, the role of the Bank of England 
and Paul Tucker’s136 influence in regard to some of the decisions that 
Barclays took in terms of falsely submitting lower LIBOR rates at the 
point just before the financial crisis in 2007/2008 leaves prosecutors an 
uphill challenge when governments get involved for reasons of economic 
interest or precaution. In the LIBOR case, following Hayes’ conviction 
over the LIBOR rate-rigging scandal,137 after a four-month trial, the 
accused persons (all mid-level managers) were acquitted.138 All argued 
that they were made scapegoats for decisions taken by the senior manage-
ment. In a similar vein, the bribery allegations against the BAE in the El 
Yahamah case were dropped after political interference by the Saudi and 
British governments.139 Yet, the perseverance of the US authorities even-
tually ended up with the BAE admitting to false accounting and making 
misleading statements in relation to allegations of corruption and agree-
ing to pay nearly £300 m in penalties.140 However, not a single employee 
of the BAE has been charged with an offence.

Despite such a bleak picture, the Bribery Act 2010 can be welcomed as 
it clearly provides what the offences are, takes away the public official 
exclusivity as found in some of the other international conventions and 
introduces the commercial organisation offence of failing to prevent a 
bribe. This should not, however, lead us to the conclusion that it is beyond 
criticism. For example, the Section 7 defence of having adequate proce-
dures in place for commercial organisations could provide a ‘get out of jail 
card for organisations’. Combined with the DPAs,141 that are available 
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come into force in 24 February 2014, companies can effectively continue 
to bribe as long as they can show strong anti-corruption controls and pro-
cedures in their organisations and be willing to pay a fine if they get caught. 
However, if a person pays a bribe on behalf of a UK company, the defen-
dant could be liable under Section 1 of the Bribery Act 2010 if it takes 
place in the UK or anywhere else, provided that the briber has a close con-
nection to UK. What is interesting here is if the demands of the ‘identifica-
tion doctrine’ can be met, the organisation will be directly liable under 
Section 1 and cannot use the adequate procedures defence.142 Effectively, 
what this means is that if the senior management were aware of the bribe 
or authorised it, then the company would be criminally liable. The ques-
tion to be asked here is if the company enters a DPA, then would the 
criminal charges be dropped? Does the DPA also apply to the individual?

3.8.1	 �Anti-Corruption and Bribery Enforcement 
Agencies

The UK SFO, the Financial Conduct Authority (FCA)143 and the eco-
nomic crime units of the individual police forces (e.g. City of London 
Police  – Overseas Anti-Corruption Unit) across the country are in 
charge of enforcing the Bribery Act.144 In addition to ensuring that cor-
ruption and bribery are prevented, detected and countered, these agen-
cies and particularly the FCA also aim to ‘ensure that markets function 
well’ and the integrity of the UK’s economy is upheld145 in a competitive 
environment.146

A number of publications by the FCA indicate that the agency puts 
great emphasis on businesses having adequate policy and systems in place 
to assess and prevent corruption and bribery risks within and beyond the 
organisation. The FCA also stated that it does not necessarily need to 
obtain evidence of actual corrupt activity to take enforcement action 
against a firm.147 Accordingly, the firms with statutory duties to counter 
financial crime in general are bound to comply with the FCA’s policy and 
guidelines.148 Examination of these requirements indicates that firms 
shall adopt a risk-based approach to financial crime in all stages of their 
business activities, monitor and evaluate existing systems and their effec-
tiveness regularly.149

  U. Turksen



  61

Once described as a demoralised and ineffective agency, with ‘inadequate 
management and leadership’,150 the SFO also has a key role in tackling cor-
ruption and bribery. This critical view by Grazia was arrived at by compar-
ing it to its US counterparts (e.g. the FBI and district attorney in New York) 
which had over 200 years of experience in prosecuting financial crime.151 
The SFO is the national hub for collating the allegations and reports of 
bribery within and outside the UK. In light of intelligence and evidence 
obtained, the SFO investigates and, where appropriate, prosecutes cases of 
domestic or overseas bribery and corruption.152 While reporting obligations 
pertaining to suspicious activities in the context of money laundering are 
well established,153 there is no statutory duty to report bribery corruption. 
This creates problems for the SFO, as it relies on its own ability to detect 
bribery and corruption as well as information from willing whistle-blowers 
and tip-offs. Unlike the FCA, the SFO cannot impose regulatory sanctions 
to bring about compliance and ensure an effective reporting mechanism is 
put in place. This shortcoming creates one of the biggest risks for the UK 
anti-corruption framework.

Nevertheless, the SFO has issued numerous recommendations and 
guidelines for business conduct and operations within and outside the 
UK.154 For instance, SFO’s ‘Approach to Dealing with Overseas 
Corruption’ document provides industry-specific codes of practice as 
well as guidance on corporate hospitality.155 Corporate hospitality or pro-
motional or other legitimate business expenditure is recognised by the 
government as part of day-to-day business life, and SFO has not estab-
lished rigid parameters as to what may constitute an unlawful activity in 
this regard.156 The secretary of state for justice stated that taking clients to 
events such as Wimbledon and the Grand Prix would be acceptable even 
though the expense of attending these events is beyond the reach of 
majority of the UK society and, thus, could be considered as lavish.157 
The test, which will be applied, is one of reasonableness and proportion-
ate hospitality, indicating that each case will be looked at on its own 
merits. It should be noted that the guidance clearly states that evidence of 
lavish expenditure for hospitality on its own will not amount to bribery, 
the intention to influence a public official (to gain a business advantage) 
via these rewards will need to be established for a successful prosecu-
tion.158 Both the openness of the government in recognising hospitality 
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as ‘normal’ practice and the requirement of intention for prosecution 
weaken the UK’s anti-corruption and bribery framework and as a conse-
quence increases the risk in and vulnerability of the UK to corruption.

3.8.2	 �Sentencing and Enforcement

Since the Bribery Act 2010 hit the statute books, the number of convic-
tions has remained relatively small. The SFO’s archive indicates that the 
agency dealt with 14 cases.159 Currently, it has about 30 cases, some of 
which involve corruption and bribery.160 For example, the SFO charged 
Sweett Group PLC for failing to prevent the bribing of Khaled Al Badie 
by an associated person, namely Cyril Sweett International Limited, their 
servants and agents. It was held that the bribes offered were intended to 
obtain or retain business and/or an advantage in the conduct of business, 
for Sweett Group PLC, namely securing and retaining a contract with Al 
Ain Ahlia Insurance Company for project management and cost-
consulting services in relation to the building of a hotel in Dubai, con-
trary to Section 7(1) of the Bribery Act 2010. The company pleaded 
guilty in December 2015.161 Persons who are found guilty of an offence 
under Sections 1, 2 and 6 of the Bribery Act 2010 may face a maximum 
of ten years of imprisonment and/or an unlimited fine. For an offence 
under Section 7 of the Bribery Act 2010, there is no custodial sentence; 
however, an unlimited fine may be imposed.162 For example, in the case 
of Standard Bank PLC, the bank was ordered to pay US$25.2 mn in fines 
for Section 7 offences.163

When it comes to the financial services and banking sector, the Financial 
Service and Markets Act 2000 has provided ample amount of enforcement 
and preventive measures to the disposal of the FSA (now the FCA). Indeed, 
to a certain degree, the FSA made use of these provisions in relation to 
money laundering and fraud offences by imposing penalty and sanctions 
for non-compliance. Ryder’s analysis of these enforcement actions indi-
cates that the ‘credible deterrence’ strategy of the FSA and later the FCA 
favours monetary sanctions/fines rather than criminal proceedings.164 The 
risk this approach gives rise to is aptly explained by Peat and Mason, ‘the 
FSA’s policy of credible deterrence in enforcement cases involves bringing 
action not just against firms, but also against individuals’.165
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In other words, a firm with sound capital backing can simply pay the 
fine and continue their business as usual, whereas for an individual, both 
the financial and career implications of a civil penalty would be dire. One 
of the other consequences of pursuing civil action against corruption and 
bribery is that a firm found guilty of an offence after a civil action would 
not be barred from taking on public service contracts which are subject 
to the EU Public Sector Procurement Directive 2004.166

By its own admission, the SFO is willing to engage in plea bargains167 
so as to minimise or avoid the time and cost of a trial. As the Approach 
of the SFO to Dealing with Overseas Corruption, alongside the Attorney 
General’s Guidelines on Plea Discussions in cases of Serious or Complex 
Fraud,168 indicates, seriousness of a corrupt act would be determined by 
determining at least two of the several attributes. The risk this regime 
poses is that in an event where the corrupt act (i.e. bribery) involves a 
small amount of money and takes place in a local/national context, that 
crime would not be caught and/or warrant SFO’s specialised attention. 
Focusing on seriousness criteria undermines the fact that all corrupt acts 
(big or small, simple or complex) pose a threat to the socio-economic 
integrity of the society. The availability of plea bargains (in serious and 
complex cases) allows a negotiation of penalties, and encourage self-
reporting and cooperation with the SFO, thus puts the companies first 
before the crime. This emphasis on ‘carrot before the stick’169 also paves 
the way for commercial interests overriding the rule of law.

As mentioned above, this fundamental weakness is clearly illustrated 
by the cases involving the BAE Systems Plc where the company was 
accused of corruption in its dealing with Saudi Arabia. On the back of an 
earlier case involving the BAE in 2008, namely the El Yamamah case,170 
the SFO was forced by the government (under Tony Blair’s leadership) to 
abandon the case.171 It was argued that if the case proceeded, it would 
have dire consequences for the national security and economy of the 
UK.172 As a result, the reputation of the SFO was dented.173 However, in 
a later case, initially pursued by the US Department of Justice (in relation 
to contracts with Saudi Arabia and central and eastern Europe), the SFO 
(in relation to contacts with Tanzania) managed to secure a conviction 
whereby the BAE admitted to false accounting and making misleading 
statements in relation to allegations of corruption174 and was subsequently 

3  Anti-Bribery and Corruption: Perceptions, Risks and Practice... 



64 

fined nearly £300 million.175 However, no individuals were identified and 
convicted as culprits of these crimes.

The BAE case was instigated in 2004; thus, the Bribery Act 2010 did 
not apply, and without the US Department Justice’s robust enforcement 
action, there could not be any results.176 When the SFO took an enforce-
ment action, the judiciary has either criticised the SFO or amended its 
decision on a number of occasions. For example, in the Innospec case,177 
the Court of Appeal criticised SFO for ‘usurping’ the judge’s authority by 
agreeing punishment and asserted that the SFO did not have any author-
ity to enter into an agreement with an offender in regard to the penalty.178 
The judge made it clear that he did not agree with SFO’s calculation of 
the penalty and would impose a higher fine. He opined, ‘fines in cases of 
corruption of foreign government officials must be effective, proportion-
ate and be dissuasive in the sense of having a deterrent element’.179 The 
SFO was also criticised for using civil remedies where criminal proceed-
ings and sanctions would be more appropriate.180 In Dougall,181 the judge 
rejected SFO claims for leniency182 and emphasised that the ‘responsibil-
ity for the sentencing decision in cases of fraud or corruption is vested 
exclusively in the sentencing court’.183 These examples illustrate the ten-
sion between the judiciary and the SFO, which presents an additional 
hurdle for the SFO if and when it wishes to conclude a plea bargain. 
Subsequently, it should be noted that the SFO’s guidelines published in 
2012 encouraging self-reporting and cooperation need to be interpreted 
in light of the court judgements on plea agreements. The SFO does not 
have the competence to decide an agreed sentence, which results in 
uncertainty as to the exact scope of the sanctions if the SFO decides to 
pursue criminal charges. This aspect of the UK’s enforcement regime is 
different than in the USA where, constitutionally, the court has the final 
discretion and power to pass a sentence; however, there is also an estab-
lished practice whereby the courts approve the plea agreements entered 
into between prosecutors and defendants.184 This lack of guarantee of the 
plea bargain being upheld by the courts may deter self-reporting and tip-
offs and leaves the SFO in a difficult position.

The political interference and the discretion exercised by the SFO (in 
politically sensitive cases such as the BAE) remain as contentious issues and 
pose a real risk to the UK’s anti-corruption framework and its success.
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3.9	 �Risks and Banking Standards

Undoubtedly, the financial sector and banks are fundamental compo-
nents of every developed economy, and economic development cannot 
be achieved without the services185 and employment186 that banks offer. 
With this importance also comes responsibility of countering crime, 
including bribery and corruption. Garland has described this trend as the 
‘responsibilisation strategy’.187 Being experts, banks are also called upon 
to act to a certain extent as independent ‘gate keepers’ of surveillance and 
law enforcement agents of the state.188 In tandem with this duty, they are 
required to be loyal to their customers who pay their fees. British Banking 
Association (BBA) stated that secrecy in banking has been reduced under 
pressure from governments trying to reduce malfeasant and illegal activi-
ties.189 It is argued this has reduced the appeal of banking centres, includ-
ing the UK, for which secrecy was an important selling point.190 
Furthermore, the cost of compliance191 and rapid changes in anti-financial 
crime provisions may be seen as additional burdens. While the amount 
and benefit of prevented corruption and bribery are impossible calculate, 
the UK banks do look at their annual performance and competitiveness 
in comparison to their competitors in real and projected terms. In the 
face of this imagined and expensive benefit, the banks either trust in the 
benefit of compliance as part of their social responsibility, sustainability 
metrics, reputation and brand and genuinely believe that it is the right 
thing to do and good compliance is good business192 or they toe the line 
in order to avoid sanctions and penalties by the regulatory and enforce-
ment agencies of the state. Whatever the banks’ drivers are, both the risks 
that bribery and corruption pose and the consequences of non-compliance 
to counter them are real and significant.

Given the volume and number of transactions conducted by the 
banks,193 the anti-corruption and bribery regime under the Anti-Bribery 
Act 2010 recognises that banks and other financial institutions cannot 
prevent bribery at all times.194 Accordingly, a risk-based approach is pre-
scribed whereby differing levels of risk across jurisdictions, business sec-
tors, business partners and transactions can inform practice.195 Therefore, 
banks’ compliance rests predominantly on its ability to adjust its practice 
in response to risks that each client or type of transaction may pose. The 
primary and minimum legal instruments on anti-bribery and corruption 
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which should inform UK banks’ policy and practice are the UK Bribery 
Act 2010, the US FCPA 1977 and OECD Bribery Convention.196

There are numerous guidelines for banks in informing their anti-
corruption policy: MoJ’s Guidance,197 SFO’s Guidance,198 FCA’s hand-
book on ‘Senior Management Arrangements, Systems and Controls’199 
and the BBA Anti-Bribery and Corruption Guidance 2014.200 Informing 
the banks policy in light of these recommended practices is likely to miti-
gate most but not all risks posed by corruption and bribery.

A sound compliance regime should also evidence a strong commit-
ment to bribery prevention across the organisation; an up-to-date and 
well-informed approach to risk mitigation; and a strategy for implemen-
tation. All these components need to correlate with the risks that the 
organisation (and associated persons) and its business at home and abroad 
encounter. The enabling environment in which disclosure and reporting 
can take place effectively must also adhere to the statutory standards of 
whistle-blower protection.201 According to the FCA, an organisation does 
not need to be corrupt to face a sanction. Failing to put in place anti-
bribery and corruption systems and controls effectively would suffice for 
the FCA to take action.202 For the FCA, assessment of the risks of becom-
ing involved in, or facilitating, corruption and bribery is paramount. 
Both the FCA and MoJ indicate that organisations need to periodically 
review the nature and extent of exposure to potential external and inter-
nal risks of bribery on its behalf by persons associated with it.

While the challenges and risks for failing to comply with the law are 
apparent and easier to identify, the assessment of the risks emanating from 
business activities is not straightforward as there are many variables that 
the banks have no control of. Nevertheless, there are a number of broad 
categories203 which combine risk identification204 and evaluation205:

•	 Country risk based on perceived levels of corruption highlighted by 
country reports, and corruption index provided by reputable organisa-
tions (e.g. FATF, TI); anti-bribery legislation and its implementation/
enforcement therein; and the organisation’s footprint in that country, 
including size, product and customer type/industry are some of the 
categories. A bank operating internationally may find itself having to 
comply with a number of legislations simultaneously. The US FCPA 
advises against a one-size-fits-all approach to compliance.206
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•	 Risk management pertaining to product and business opportunity 
includes assessment of the service and product which may be more 
susceptible to corruption (e.g. real estate and construction); how the 
project is financed (private or public); merger and acquisitions; private 
equity and state-controlled or state-owned sectors such as extractive 
industries (e.g. oil, gas and mining), arms and defence; high-value 
projects involving a multitude of contractors and intermediaries; and 
commercial viability and the rationale of the project.

•	 Business partnerships may also pose a risk and thus require an assess-
ment of type route to market; nature and remuneration of and com-
mission structures for agents and third parties; the use of intermediaries 
in transactions with foreign officials; consortia or joint-venture part-
ners; and politically exposed persons (e.g. a prominent public official 
or a politician).

•	 The role and type of government in business ventures may pose par-
ticular risks. Accordingly, it is important to ascertain and assess what 
role public officials play in the business activity concerned; the nature 
of government involvement and interaction between different levels of 
the state; licences and permits required; impenetrable bureaucracies; 
public procurement standards; existence of bond and equity issuance 
and underwriting or debt syndication; and lack of rule of law, demo-
cratic institutions and the extent of political lobbying.

•	 Lack of access to or availability of data or limited data can also be 
seen as red alerts in risk assessment at the operational level of business 
engagement. Therefore, it is desirable to assess and review the due dili-
gence process and the results this creates. Enhanced due diligence may 
be required when regular methods and resources produce insufficient 
information that could inform an adequate risk assessment.

Since holistic and flexible approaches are necessary for risk-based anti-
bribery and corruption practices for banks, and there is a degree of discre-
tion (risk tolerance) available to banks, there are other elements which 
may be considered. These include, inter alia, the definition of bribery in 
a given jurisdiction; the scope of bribery offences (private vs. public and 
active vs. passive); types of payments (cash, cheque, etc.); extraterritorial 
application of the laws; the legality of facilitation payments (may be 
allowed under the US FCPA); transparency in transactions; the quality of 
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annual accounts/books and audit reports; relocation of third parties and 
contactors in jurisdictions with higher bribery risk; charitable or political 
donations and sponsorship; lobbying; procurement and sourcing; advi-
sory and consulting activities; HR policies such as existence of disciplin-
ary policies, remuneration structures and incentives, ethics and conduct 
for disclosure and whistleblowing, and deficiencies in employee training, 
skills and knowledge; limits on the value of gifts and entertainment and 
hospitality policies; travel expenses.

Responses to risk and how risk is assessed needs to be documented207 
and will depend on types of organisation and their activities. However, 
the overriding strategy ought to be risk reduction in response to bribery 
risk, and banks should ask the right questions such as ‘what adverse events 
the organisation could reasonably be said to be exposed to by virtue of its 
activities, assuming no mitigating controls were in place. For example, 
wholesale banking is likely to focus greater attentions towards certain 
types of activities e.g. syndicated lending, soft dollar arrangements, sov-
ereign wealth funds, M&A, real estate brokerage etc., whereas domestic 
based retail operations may be more concerned with introducing 
mortgage brokers. Private wealth banks may focus in particular on risks 
associated with Political Exposed Persons’.208

While a number of problems, which led to financial scandals, have 
been attributed to the business culture,209 and psychological and biologi-
cal peculiarities of bankers,210 it is not easy to arrive at a definitive conclu-
sion in this regard.211 In any case, in the confines of this chapter, it is not 
possible to analyse these aspects in detail. Nevertheless, it may be worth 
noting that there is great emphasis on setting a robust compliance tone 
and commitment at the very top (at board and senior management levels) 
of the company. The ex-chairman of the FCA, Lord Turner, argued ‘bank 
executives face the challenge of setting clearly from the top a culture 
which tells people that there are things they shouldn’t do, even if they are 
legal, even if they are profitable and even if it is highly likely that the 
supervisor will never spot them’.212 Indeed, this message transcends across 
all anti-bribery and corruption guidelines issued by the government. 
Accordingly, blind spots caused by weak compliance culture present a real 
compliance as well exposure to crime risks for the banks.
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3.10	 �Findings and Conclusions

Corruption, bribery and illicit financial flows are global problems, tran-
scending national borders and taking place in both public and private 
sectors. Accordingly, there is a need for a globally harmonised, holistic, 
collaborative and pragmatic approach to dealing with this phenomenon. 
NGOs such as TI and Global Witness have achieved a degree of success 
in highlighting the myriad of corruption offences by countries, compa-
nies and individuals, thus increasing public awareness and education. 
International organisations such as the UN, IMF and OECD on the 
other hand have achieved nearly universal agreement to counter corrup-
tion. However, the minimum standards and legal instruments they have 
created do not go far enough to make a material change to effective pre-
vention and enforcement.

In the intergovernmental arena, the OECD has seemingly made some 
progress with the increase of its membership and the UK spearheading its 
anti-corruption agenda. Bringing strong economies such as the Russian 
Federation to the OECD and exerting diplomatic pressure on China and 
India to follow suit are evidence of its strong will to start the dialogue and 
coordination which are urgently needed. At the same time, the US focus 
exerted on China and Russia by the FCPA enforcement action is another 
evidence of the OECD agenda being carried out by some of its influential 
members. Furthermore, the Typology on Mutual Assistance in Foreign 
Bribery Cases draws on the experience and expertise used by the OECD 
Working Group on Bribery (WGB) in implementing the OECD Bribery 
Convention.213 As a regional power, the EU recognises corruption as one 
of the biggest challenges it is facing.214 Despite the 2003 Framework 
Decision on Combating Corruption in the Private Sector, there has not 
been the envisaged harmonisation across the EU nor a directly effective, 
stronger EU legal instrument. Having recognised the level of transposition 
as ‘unsatisfactory’, in June 2011, the EU set up a mechanism to assess its 
members’ efforts to fight corruption and foster cooperation and exchanges 
of good practices and improve compliance with international instru-
ments.215 Depending on progress, the EU Commission intends to propose 
a Directive on anti-corruption to replace the Framework Decision of 2003.
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It is fair to say that the UK has progressed well in creating a specific 
legal instrument that combats corruption (the Bribery Act). Across the 
Atlantic, the USA was the first country to invoke an anti-corruption law 
in 1977, in which the OECD followed suit for its member countries. It 
can be asserted that these three instruments form the main compliance 
standards across the world, and companies which comply with them are 
most likely to be in line with any other global and/or municipal anti-
corruption instruments. It is unlikely that corruption will ever be eradi-
cated or controlled completely; however, implementation of robust 
regulatory and international measures (also known as ‘de-risking’) is likely 
to minimise risk, mitigate liability arising from non-compliance and act 
as a deterrent. At the same time, with the increased enforcement and lia-
bility arising from anti-corruption regimes (i.e. the Bribery Act) financial 
institutions ought to be mindful of the consequences of ‘wholesale’ de-
risking policies, whereby financial inclusion, access and competition may 
be negatively affected.216 In addition to adopting a robust compliance 
regime within the company, as influential actors, the financial sector 
ought to support and instil the following building blocks (put forward by 
the IMF)217 in the countries they operate:

•	 Transparency is a prerequisite. Countries need to adopt international stan-
dards on fiscal and financial transparency. Because of the relative share of 
extractive industries in many economies, transparency in this particular 
sector is crucial. Governments need also to support international standards 
on transparent corporate ownership. A free press also plays a key role in 
exposing corrupt practices.

•	 To enhance the rule of law, a credible threat of prosecution must exist. 
Enforcement must also target the private sector. In certain cases, new spe-
cialised institutions must be set up where existing ones are corrupt. An 
effective anti-money laundering framework must be in place to minimise 
the laundering of proceeds of corruption.

•	 Excessive regulation creates rents which are allocated at the discretion of 
public officials and must be eliminated. Deregulation and simplification 
are cornerstones of efficient anti-corruption strategies. However, it is 
important to have an adequate institutional framework in place first when 
transitioning from state-controlled monopolistic markets (emerging econo-
mies in Eastern Europe).
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•	 A clear legal framework is required. However, all of the best frameworks 
come to nothing, unless they are implemented. And implementation is all 
about effective institutions. In particular, a key objective is to develop a 
cadre of competent public officials who are independent of both private 
influence and political interference – and are proud of this independence. 
Finally, leadership plays a critical underlying role. Leaders must set a per-
sonal example and ensure decisive action is taken when needed.

Having perused the general state of affairs and legal framework per-
taining to anti-corruption, it is possible to conclude that almost all inter-
national and regional institutions emphasise the importance and necessity 
of a coherent and harmonised legal framework. The transnational and 
international nature of corrupt money and activities requires this strategy. 
In the absence of a supranational institution to determine the criminal 
law of a sovereign state, the realisation of this strategy depends on the 
actions of key public (politicians) as well as private actors (i.e. banks).

For the financial sector in the UK, the recent anti-corruption and brib-
ery legislation has meant that risk-based and preventative measures are 
essential. Firstly, a company which suspects or uncovers a corrupt prac-
tice and/or bribery ought to report this (suspicious activity report) to the 
National Crime Agency (NCA) in order to avoid any liability for a money 
laundering offence. In addition, the FCA’s Principles for Business218 
require that banks (and other regulated financial services) must conduct 
their business and relationship with regulatory bodies with openness and 
cooperation and disclose any relevant information to them without delay. 
In the context of corruption and bribery, the banks may also take the 
view that in addition to reporting to the regulatory bodies (e.g. the NCA 
and FCA), the SFO may also be informed as formal communication and 
information exchange channels exist between these agencies.

Since the enactment of the Bribery Act, it has become also evident that 
a bank disclosing information to the SFO may end up in a DPA. While 
there has not been any case law to clarify what sort of adequate proce-
dures would suffice as a successful defence and diminishing liability, it is 
best to adhere to the guidance provided by the regulators and take self-
reporting duties seriously and have clear plan of action if and when finan-
cial crime is discovered in the company. With the robust whistle-blower 
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protection in the UK,219 it is very unlikely that a company will be able to 
contain the information leaking out to the public.

It is important to note that financial crime has truly become part of the 
UK criminal law landscape. It can be observed that the SFO no longer 
sees a civil settlement of cases involving financial crime as desirable. 
Accordingly, following the judgement in R v Innospec, there have been 
only two civil settlements (one in 2012 and another in 2014)220 and the 
SFO felt compelled to state its rationale for civil action.221 In R v Innospec, 
it was held that ‘those who commit such serious crimes as corruption of 
senior foreign government officials must not be viewed or treated in any 
different way to other criminals. It will therefore rarely be appropriate for 
criminal conduct by a company to be dealt with by means of a civil recov-
ery order; the criminal courts can take account of co-operation and the 
provision of evidence against others by reducing the fine otherwise pay-
able. It is of the greatest public interest that the serious criminality of any, 
including companies, who engage in the corruption of foreign 
governments, is made patent for all to see by the imposition of criminal 
and not civil sanctions. It would be inconsistent with basic principles of 
justice for the criminality of corporations to be glossed over by a civil as 
opposed to a criminal sanction’.222

This judgement is likely to set the tone in relation to the prosecution 
of financial crime via criminal law procedures, consequences of which are 
dire for both individuals and companies.
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4
The EU Sanctions and the Fight Against 

Financial Crime

E. Herlin-Karnell

4.1	 �Introduction

While the EU has for a long time had the power to require Member 
States to provide effective means for ensuring the enforcement of EU law, 
even if those meant the imposition of criminal law, enforcing EU law 
through criminalization at the EU level has always been a different ques-
tion, given that the EU lacked a legislative competence prior to the Lisbon 
Treaty. However, despite the Treaty reformation and thereby the inclu-
sion of criminal law in the Treaty (as part of the area of freedom, security 
and justice), as this contribution will show, that the EU legislator still 
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favors the administrative procedure in certain market related areas. In 
order to better understand the rationale of enforcement of EU law 
through use of criminal law, it is necessary to clarify the delicate debate 
regarding the characterization of the sanctions used in further detail. 
Administrative sanctions have always formed a crucial part of the EU’s 
enforcement strategy, particularly with regard to competition fines and 
sanctions in the domain of EU agriculture and fisheries policies.1 Yet with 
the entry into force of the Lisbon Treaty, and thereby the legislative com-
petences granted in criminal matters, one would perhaps have thought 
that there was no further need for administrative law sanctions in the EU 
where there are already criminal law sanctions in place. With Lisbon 
Treaty in place, the framework has naturally changed as, alongside the 
EU’s general enforcement armory, Articles 82 and 83 Treaty of the 
Functioning of the European Union (TFEU) specifically grant the EU a 
competence in criminal law matters with a cross-border dimension.

This chapter serves the purpose of critically examining EU regulatory 
efforts in the EU anti-crime and security domain, by focusing, in particu-
lar, on anti-money laundering legislation and the fight against market 
abuse as examples of recent financial crimes legislation in an EU context. 
The chapter starts by investigating the framework for understanding reg-
ulatory efforts in EU policy in the fight against financial crimes. Thereafter 
it looks at the sanction regime in the area of market manipulation and 
money laundering. It concludes by zooming in on the possible establish-
ment of a European Public Prosecutor Office (EPPO).

4.2	 �Financial Regulation and EU’s Fight 
Against Financial Crimes: Brief History

A majority of the current instruments adopted by the EU in the area of the 
suppression against financial crimes have been enacted on the basis and 
justification that there is a need for increased regulatory response to financial 
crises.2 The occurrence of financial crimes has (since the early days of the 
EU) constituted the main criminal threat to the establishment of the inter-
nal market and has, until 9/11—when the fight against terrorism became a 
higher priority—been the core focus of the EU’s approach to criminal law.3 
Therefore, there is an overlap—or hybridity in legal sources—here not 
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between EU internal market policies and the growing space of the Area 
of Freedom, Security and Justice, but a majority of the measures cur-
rently adopted to fight the financing of terrorism have an external dimen-
sion as well. While there have been many intriguing studies on the 
international impact on EU policies in the area of fisheries (and risk 
regulation/medicine4 in particular), the AFSJ and its regulatory conse-
quences remain largely unexplored with regard to the EU’s fight against 
financial crimes.

In short, financial regulation is traditionally concerned with market effi-
ciency, transparency, and integrity, as well as consumer protection.5 In the 
EU internal market context, the importance of consumer protection and 
market efficiency has always been part of the EU legislator’s vocabulary—
particularly with regard to Article 114 TFEU.6 Interestingly, market regu-
lation and consumer confidence were not a focus of the EU’s initial 
responses to the financial crisis nor were they reflected on the international 
agenda.7 When discussing financial regulation, it is common to refer to 
different generations in the financial regulation life cycle. The first-genera-
tion instruments focused on institutional and systemic stability. The so-
called second generation moved to a European self-styled architecture for 
regulatory design where anti-fraud rules are an imperative. Criminal law, 
as a policy tool for this kind of regulation, forms part of this second gen-
eration and is used to increase confidence and the enhancement of market 
integrity. For a long time, the EU has had preferences for relying on the 
slogan “confidence in the market” as an all-embracing justification for 
approximation under Article 114 TFEU and where criminal law has been 
used as a tool for boosting such confidence. The over-reliance on confi-
dence as a justification for harmonization has long been observed (and 
criticized)8 in the context of private law and more lately spilled over into 
the field of EU criminal law. In any case, the EU legislator has always 
claimed that one set of rules—a single rulebook—at the EU level is desir-
able and, where there are measures in place to fight irregularities, will  
boost investor confidence and contribute to market making. For exam-
ple, in the Commission’s communication on “driving European recov-
ery”,9 the Commission referred to the high-level group, which stressed 
the importance of confidence, which had been taken for granted in a 
well-functioning financial system but had been lost in the present cri-
sis.10 The reorganization of this system focused on the importance of the 
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enhancement of market integrity and investor protection. The reforma-
tion of the sanctions system was seen as a crucial part of this strategy.11 
As part of the Lamfalussy process, and the legislative activity that fol-
lowed at the EU level, several scholars have studied the process of 
European financial integration in terms of regulatory convergence that 
has been taking place since 2000.12 Most of the discussion had con-
cerned “hard core” financial regulation and processes, but has now been 
extended to cover the area of sanctions. The markets in financial instru-
ments (MiFID) are the most important example in this regard as they 
reshaped the EU’s share trading market place and were largely based on 
influence from various interest groups. Yet MiFID led to clashes between 
the stock exchange sector and the brokerage sector.13 It is currently 
being renegotiated and largely influences current developments in the 
area of financial crimes. Thus, the EU’s endeavors to stabilize and save 
the European market from financial turmoil is inexorably linked to the 
long-standing mission in the EU to increase investor confidence.14 As 
noted, prior to the entry into force of the Lisbon Treaty, this fight was 
mainly fought through the internal market provision of Article 114 
TFEU. Today we are faced with the classic choice-of-legal-basis ques-
tion where Article 83 TFEU is lex specialis if the measure in question is 
primarily a criminal law measure. Therefore, under the present Treaty 
framework there are good reasons to believe that the center of gravity 
test will point in the direction of more general internal market powers. 
Thus, “mainstream” internal market powers, such as Article 114 TFEU, 
are still of crucial importance and are particularly significant with 
respect to the impact in the national arena as this provision also allows 
for the adoption of regulations—thereby having a direct impact on citi-
zens. From a Member State perspective, there is merit with respect to 
engaging Article 83(2) TFEU as compared to action taken under Article 
114 TFEU, in that this provision grants the possibility for the Member 
States to pull an emergency brake if a proposed measure appears to be 
too sensitive for the national criminal law system.

On that background, this chapter will now turn to some classic EU 
legal questions in the EU’s fight against financial crime.
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4.3	 �The Eternal Debate: Criminal or 
Administrative Sanctions?

Before the entry into force of the Lisbon Treaty, as indicated above, the 
question of what kind of sanctions the EU could impose on the Member 
States was subject to fierce debate and closely related to the development 
of the European Union project in general with regard to the general divi-
sion of competences in the EU. The debate on sanctions in EU law has 
tended to focus on the controversial EU administrative sanctions system 
and on the question of whether these sanctions, contrary to their “admin-
istrative” label, should properly be viewed as falling under the umbrella 
of criminal law. Such an interpretation would, in accordance with the 
criteria laid down by the European Court of Human Rights (ECtHR) in 
the case law on Article 6 of the European Convention on Human Rights 
(ECHR), ensure the right to a fair trial and a subjective fault element.15 
The issue of whether the EU was entitled to create its own “quasi-penal 
system” was raised in C-240/90 Germany v. Commission,16 where the 
Court of Justice of the European Union (CJEU) held that the measures 
were needed to secure the internal market and were therefore within the 
EU’s competence.17 This approach has been frequently reiterated, most 
recently in the Bonda judgment.18 Prior to the competences granted in 
criminal law, the advantage of administrative sanctions was obviously 
that the fact these sanctions were not criminal sanctions meant that mea-
sures could be taken despite the EU’s lack of an explicit criminal law 
competence. Nevertheless, administrative sanctions have been severely 
criticized for giving rise to a kind of “competence creep” into the sphere 
of penal law and in this way creating a supra-national system of sanctions 
through the EU legal back door and for breaching the general right of a 
fair trial.19 Nevertheless, in line with mainstream EU law influence, the 
administrative sanctions regime has resulted in considerable harmoniza-
tion of national criminal laws, with norms either being set aside by EU 
law or given extended scope in pursuit of European goals. Accordingly, 
while there was a presumption that criminal law was a matter for the 
Member States, this presumption could be rebutted (as in all other areas 
of EU law) if its operation affected the pursuit of Union policies such as 
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the smooth operation of the market. Clearly, competence boundaries 
have been easily blurred in this area and sanctions have played an impor-
tant role in this process.

Moreover, recently in its Taricco judgment, which held that national, 
rules on prescription periods, which hinder prosecutions of VAT fraud 
against the national budget, infringe EU law.20 The Court held that, “The 
provisions of Article 325(1) and (2) TFEU therefore have the effect, in 
accordance with the principle of the precedence of EU law, in their rela-
tionship with the domestic law of the Member States, of rendering auto-
matically inapplicable, merely by their entering into force, any conflicting 
provision of national law.”21 The Court also asserted that this approach 
was in line with the Charter of Fundamental Rights. The case is largely in 
line with the new proposal for a VAT fraud Directive.22

One of the most clear-cut examples in the contemporary acquis of EU 
law of where sanctions not considered as belonging to criminal law are 
still being invoked is that of the sanctions being used in the fight against 
terrorism. The area of restrictive measures (or administrative sanctions) 
clearly has a significant internal-external dimension to it and been subject 
to debate on the protection of fundamental rights and the scope of the 
Court’s jurisdiction in the famous Kadi saga.23 While in Kadi the Court 
of Justice famously extended the jurisdiction of the EU to review, indi-
rectly, UN measures and while that was a ground-breaking development 
in the context of sanctions, the adoption of the Lisbon Treaty means that 
the previous jurisdictional shortcomings have been resolved thanks to a 
specific legal basis in the Treaty. Accordingly, Article 75 TFEU provides 
for the competence to adopt restrictive measures in the fight against ter-
rorism. A further question then arises as to which cases concerning the 
fight against terrorism are to be considered as falling within the scope of 
Article 75 TFEU, as opposed to Article 83 TFEU (which includes crimi-
nal law in its list), and the criminal law grid, and whether these articles 
are intended to complement each other. It seems as if the dividing line 
here is between administrative sanctions (freezing of funds) and criminal 
law, with the former being part of Article 75 TFEU and the latter form-
ing part of Article 83 TFEU.24 This confirms a rather broadly defined 
competence for the adoption of sanctions under Article 75 TFEU.
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There is an additional layer of complexity with regard to enforcement 
of sanctions here. Specifically, there is a difficulty of distinguishing 
between the internal and external of EU action with regard to sanctions 
in the fight against terrorism is reflected in the recent judgment in 
European Parliament v Council.25 In this ruling, the European Parliament 
challenged Council Regulation 1286/2009 amending Council Regulation 
881/2002 imposing certain specific restrictive measures directed against 
targeted persons and entities associated with the Al-Qaida network.26 The 
Parliament argued that, having regard to the aim and content of the 
Regulation, the correct legal basis should have been Article 75 TFEU and 
not Article 215 TFEU. Article 75 TFEU would guarantee a larger role in 
the legislative process for the Parliament and would also ensure the juris-
diction of the Court of Justice. It confirms a very scattered role of sanc-
tions, which are located not only within the AFSJ, but also within the 
external relations competences. With regard to the contested regulation, 
the Court of Justice made it clear that this was based on a Security 
Council measure and intended to preserve international peace and secu-
rity, which implies that the measure at stake had a clear Common Foreign 
and Security Policy (CFSP) character. In addition, the Court stated that 
the argument that it is impossible to distinguish between the combating 
of “internal” terrorism on the one hand and the combating of “external” 
terrorism on the other did not matter for the choice of legal basis and for 
the scope of Article 215(2) TFEU as the legal basis of the contested 
regulation. The Court therefore stressed the political considerations 
behind the drafting of the Lisbon Treaty and accepted that, when 
choosing between legal bases, it is not only the role of the European 
Parliament and the increased democratic input that are the decisive fac-
tors.27 The Court did not specify what those critical factors entailed, 
but it seems reasonable to conclude that choice of sanctions, and 
thereby also legal basis, mattered at the political level as much as the 
effectiveness of the actual enforcement or the definition of a sanction. 
While the European Parliament v Council is a case which mainly concerns 
the dividing line between the internal and the external fight against ter-
rorism, it is also a case which highlights the choice by the legislator to 
fight terrorism by means of the administrative model not the criminal 
law one. Therefore, this case is relevant for understanding the current 
practice of criminal law sanctions in the EU.
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The area of administrative or restrictive measures in the fight against 
terrorism is not, however, the only area that borders on criminal law and 
that raises questions as to the exact definition of a sanction. The fights 
against money laundering and the financing of terrorism, for example, 
which are listed as crimes in Article 83 TFEU, are still on the agenda in 
connection with Article 114 TFEU, the internal market provision, just 
like before the Lisbon Treaty entered into force. This confirms an inter-
esting hybrid dimension to AFSJ law as adjoining not only external rela-
tions law (as in the anti-terrorist laws), but also hard-core internal market 
law. This is also an area in which the EU’s security strategy is widely felt 
to be the reason why the EU is adopting these measures.

4.4	 �EU Anti-money Laundering Action 
and Administrative Sanctions

The Money Laundering Directives offer a further interesting example 
with regard to the imposition of administrative sanctions and thus fol-
lows the international trend in the fight against dirty money and terrorist 
financing.28 It should be remembered that the first EU Directive on anti-
money laundering was adopted in 1991.29 This Directive was subse-
quently amended in 200130 and then replaced by a third Directive in 
2005,31 while the Commission has now introduced a fourth Directive.32 
The fourth Directive illustrates an impressive and ambitious attempt by 
the Commission to address many of the challenges neglected in the previ-
ous Directives (for example the definition of a predicate offence).33 The 
fourth Directive claims to follow the international trend by including a 
specific reference to tax crimes within the serious crimes that can be con-
sidered as predicate offences to money laundering. This marks a new 
development compared to the third Directive and is problematic as it 
involves administrative sanctions in a criminal law context such as the 
new offence of tax fraud, in this Directive. The Directive states that it is 
important expressly to highlight that “tax crimes” relating to direct and 
indirect taxes are included in the broad definition of “criminal activity” in 
this Directive, in line with the revised FATF Recommendations.34 While 
no harmonization of the definitions of tax crimes in Member States’ 
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national law is sought, Member States should allow, to the greatest extent 
possible under their national law, the exchange of information or the 
provision of assistance between EU Financial Intelligence Units. So while 
not directly requiring a tax crime competence at the EU level, it does so 
indirectly by allocating enforcement powers to the EU.35

In addition, the fourth Directive imposes an extended duty of risk 
assessment extended to the Member States, and raises the awkward ques-
tion of whether the Member States are actually fit for this task and how 
the regime should be enforced. One of the arguments put forward in the 
fourth Money Laundering Directive is the classic claim that the EU is 
required to act because national action alone is not enough. The fourth 
Directive states that money laundering and terrorist financing are inter-
national problems and that efforts to combat them should be global. 
Intriguingly, the Directive also covers those illegal activities if they are 
committed on the internet.36 But the relationship between the money 
laundering framework and the Cybercrime Directive in this regard is 
remarkably unclear.37

In tandem with the Directive, the EU has also adopted a Regulation, 
based on Article 114 TFEU, regulating the transfer of funds.38 This is 
linked to the EU’s internal security strategy and focuses on ensuring the 
payer’s information is made immediately available to law enforcement and 
prosecutorial authorities. Curiously, while largely overlapping with the 
Directive, the Regulation points out that it may not always be possible in 
criminal investigations to identify the relevant data or the person con-
cerned until long after the original transfer took place. Consequently, a 
preventive approach should be adopted and information stored to facilitate 
investigation. The Regulations affirms that information on the payer and 
the payee shall not be retained for longer than strictly necessary. Payment 
service providers of the payer and of the payee shall retain records of the 
information (Article 4–7 of the Regulation) for a period of five years.

Yet this raises several questions. Is the retention of data for five years 
proportionate? Would it stand a proportionality test on the necessity of 
keeping the data for that long?39

Finally, the fourth Directive on anti-money laundering adds an extra 
layer to the complexity of the EU’s web of sanctions by requiring an 
evidence-based approach and by including European agencies such as the 
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European Supervisory Authorities (ESA) in the anti-money laundering 
scheme. The proposal contains several areas where work by the ESA is 
envisaged as raising crucial issues with respect to the relationship between 
this agency and AFSJ agencies such as Europol and Eurojust. This com-
plex interaction of AFSJ policies and financial regulation at the heart of 
the internal market is intensified by the fact that the European Banking 
Authority has been asked to carry out an assessment of the money laun-
dering and terrorist financing risks facing the EU. Yet the greater empha-
sis on the risk-based approach requires an enhanced degree of guidance 
for Member States and financial institutions on the factors to be taken 
into account when applying simplified and enhanced customer due dili-
gence and when applying a risk-based approach to supervision. In addi-
tion, the ESAs have been tasked with providing regulatory technical 
standards for certain issues, such as those requiring financial institutions 
to adapt their internal controls to deal with specific situations.

4.5	 �Market Abuse Sanctions

The area of market manipulation (or market abuse) represents another sen-
sitive area in which the boundary of sanctions has become blurred. While 
it is true that the new Market Abuse Directive40 is based on Article 83(2) 
TFEU, which provides a more extensive competence than the areas listed 
in Article 83(1) TFEU for the effective implementation of a Union policy 
and so obviously involves criminal law, it also adds administrative sanctions 
to the picture. According to the Commission, market abuse can be carried 
out across borders and this divergence undermines the internal market, 
thus creating a certain scope for perpetrators of market abuse to carry such 
abuse into jurisdictions that do not provide for criminal sanctions for a 
particular offence. The Directive41 is seeking to change this by adding crim-
inal law to the discussion in order to fight market abuse more effectively. 
For this reason, we now face two instruments: one Directive and one 
Regulation that, in the ideal world, would complement one another.

The proposed Regulation42 regulates the same area as the Directive, 
but its regime is stricter. Interestingly, it could be said that the Regulation 
brings competition law in through the back door by creating far-reaching 
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surveillance mechanisms and introducing “blacklisting” of companies, 
but without ensuring the full protection of criminal law procedure. The 
Regulation requires the publication of sanctions and by allowing compe-
tent authorities far-reaching powers similar to those of competition law 
raids and antiterrorism measures. Therefore, it could be argued that the 
Regulation brings us very close to the area of competition law, by impos-
ing (as outlined in arts 12–15 of the Regulation) an obligation on issuers 
of financial instruments to issue so-called listing of companies or indi-
viduals engaged in market abuse. This Regulation is closely associated 
with reform of the MiFID (Markets in Financial Instruments Directive) 
and it has been suggested that it should become effective on the date that 
the MiFID review enters into application.43 Hence the proposal follows 
the Commission Communication on “Ensuring efficient, safe and sound 
derivatives markets: Future policy actions”, where the Commission 
undertook to extend relevant provisions of the MAD to cover derivatives 
markets in a comprehensive fashion.44

As for the legal basis of the Regulation, the Commission states, “There 
is a need to establish a uniform framework in order to preserve market 
integrity and to avoid potential regulatory arbitrage as well as to provide 
more legal certainty and less regulatory complexity for market partici-
pants.”45 Hence, the justification for adopting the Regulation is the same 
as for the Directive, albeit with a different legal basis, namely Article 114 
TFEU and the establishment of the internal market. The Regulation 
aims expressly to contribute to the smooth functioning of the internal 
market. Most importantly, the Regulation establishes a new layer of sanc-
tions: administrative sanctions regulating the same area as the Directive.46 
Why, then, the need for this dual approach, with both a Directive and a 
Regulation, to fight market abuse? More generally, the Regulation appears 
to confirm a new trend where “less is no longer more” and where the 
legislator is putting various back-ups into place. The explanation seems to 
be a lack of efficiency of the EU system and where the financial crisis has 
prompted the EU to act more vigorously, the effect of that the subsidiar-
ity principle is not really considered.

Perhaps the most important lesson to be drawn here is that it can 
seriously be questioned whether dual regulation through criminal law 
sanctions and administrative sanctions, as proposed in various EU 
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Regulations and the proposed fourth Directive, respectively, breaches the 
principle of ne bis in idem or double jeopardy and thereby Article 50 in the 
Charter of Fundamental Rights. Article 50 states that, “No one shall be 
liable to be tried or punished again in criminal proceedings for an offence 
for which he or she has already been finally acquitted or convicted within 
the Union in accordance with the law.” Considering the increasing use of 
administrative sanctions, it could be argued that such an approach leads 
to a fundamentally unfair system and that the proportionality principle 
has an important role to play here so as to avoid double procedures. A 
recent famous example of tensions between ne bis in idem and national 
administrative sanctions regimes was the recent case of Åkerberg Fransson 
concerning the compatibility with the ne bis in idem principle of a national 
system involving two separate sets of proceedings to penalize the same 
wrongful conduct and where the Court stipulated a general proportional-
ity requirement.47 But this would require a structured proportionality test, 
one which inserts a reasonableness check into the proportionality assess-
ment. With Barak, “tests of causation and severity regarding the blow to 
the public interest should be balanced against tests of the limitation of the 
various human rights at issue”.48 Surely this must apply to the EU regime 
on sanctions, i.e. where the principle of proportionality could serve a tool 
for injecting quality into the legislative regime, and asks whether double 
systems of sanctions are strictly necessary in the area of financial crimes.

The final section of this chapter will turn to the question of the possi-
ble establishment a European Public Prosecutor Office.

4.6	 �The Proposal for a European Public 
Prosecutor Office

This section will try to briefly demonstrate the longstanding endavours 
of the EU to legislate against fraud against the EU budget by establish-
ing a European Public Prosecutor Office (EPPO) and thereby lead the 
way for enhanched EU coopeartion in the fight aginst financial crimes. 
The idea of an EEPO has so far triggered two yellow cards with regard 
to the earlier drafted legislation and this has attracted a lot of attention 
and debate in EU law scholarship.49 The striving for the creation of an 
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EPPO is perhaps one of the most contested EU criminal law measures 
in recent years and one which emanates from the longstanding idea of 
creating a comprehensive EU anti-fraud regime. This EU mission has 
lasted for over two decades, with the EPPO as representing something 
of a jewel in the crown and as such a follow- up to the previous Corpus 
Juris project. Many scholars thought that the only possibility for the 
EPPO project to survive was the enhanced cooperation mechanisms 
where some Member States (nine or more) could pursue flexible inte-
gration which by some people were considered as a subsidiary friendly 
alternative.50

Yet this sort of multi-speed cooperation has not happened, and the 
Council has once again redrafted the Regulation exactly so as to avoid 
this fragmented scenario to take place.

In sum, most arguments against the previous proposals for an EPPO 
concerned the inaccuracy of the figures presented by the Commission as 
well as the lack of added value of EPPO investigations. It was also argued 
that its establishment had a possible detrimental impact on the existing 
actors in the area and their future cooperation with non-EPPO Member 
States.51 On the contrary, could one now say that the EPPO is a giant 
without powers?52 In any case, the main argument as presented by the 
Commission is that Eurojust and Europol have a general mandate to 
facilitate the exchange of information and coordinate national criminal 
investigations and prosecutions, but lack the power to carry out acts of 
investigation or prosecution themselves. According to the Commission, 
action by national judicial authorities remains often slow, prosecution 
rates on the average low and results obtained in the different Member 
States over the Union as a whole unequal. Based on this track record, the 
judicial action undertaken by Member States against fraud may currently 
not be considered as effective, equivalent and deterrent as required under 
the Treaty.

There is however a fundamental flaw in the creation of a European 
Public Prosecutor. It is difficult to separate on the one hand rules relating 
to investigations and prosecutions, at the EU level, and on the other 
hand, trials at Member State level.53 According to Peers, the Commission 
should have considered other possibilities of more limited measures to 
achieve the same objectives such as the harmonization of the national 
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prosecutions rules in this area. The main argument as presented by the 
Commission, is that Eurojust and Europol have a general mandate to 
facilitate the exchange of information and coordinate national criminal 
investigations and prosecutions, but they lack the power to carry out acts 
of investigation or prosecution themselves.54

Still the EPPO proposal has clearly far-reaching implications for the 
legal systems of the Member States in what is generally acknowledged to 
be the sovereignty-sensitive area of criminal law and procedure. 

4.6.1	 �Does the EPPO Comply with the Idea of “Better 
Regulation”?

This section will tentativly ask to what extent the EPPO represents “bet-
ter regulation” in the EU context. Let us start with Article 5 on “basic 
principles of the activities” in the proposed Regulation.55 This article says 
that when a matter is governed by a Regulation and national law then the 
latter shall prevail. From EU law perspective, this is like stating the obvi-
ous. The article also states that the EPPO shall be bound by the principles 
of the rule of law and proportionality. This is hugely important. Yet this 
should apply without having to specify it but I believe it is important to 
have it as an extra assertion. And same goes for the statement that the 
EPPO should be governed by the Charter of Fundamental Rights. 
General EU law principles of transparancy and accountability are also 
important as the lack of any clear criteria has been a main concern among 
academics. However, this improvement may be weakened by the rules on 
judicial review. The Regulation says that only procedural matters can be 
challenged.

Still the EPPO proposal has clearly far-reaching implications for the 
legal systems of the Member States in what is generally acknowledged to 
be the sovereignty-sensitive area of criminal law and procedure.

As for enforcement powers, this seems the weakest part of the 
EPPO. Yet a key feature of the current proposal that the Commission 
identifies as catering to subsidiarity concerns, is that an EPP would oper-
ate within existing national criminal procedures.56 Thus, an EPP would 
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use standard national methods of investigation and prosecution proce-
dures. Yet a uniform treatment of crime is one of the main reasons given 
for the adoption of the EPPO in the first place. I am therefore far from 
sure if this is “better regulation”.

4.7	 �Conclusion

The EU’s fight against financial crimes is a longstanding struggle, one 
which has been intensified in the wake of the financial crisis that started 
in 2008. While measures such as the Fourth Money Laundering Directive 
and the Market Abuse Directive and Regulation confirm the complicated 
relationship between the internal market and the Area of Freedom, 
Security and Justice, they also affirm the future importance of sanctions 
as part of the recovery mechanism of the financial crises. The European 
Public Prosecutor Office is a huge step forward in the supranationaliza-
tion of this area. The question is if it is a step far enough or offers too 
many half-based solutions at present.57
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5
Tackling the Risks of Money Laundering

M. Michelle Gallant

Money laundering is ubiquitous in modern discourse because of its perva-
sive links to criminal activity. It bolsters terrorism, underpins much chas-
tisement of financial institutions and their alleged links to drug cartels, 
expedites tax evasion, undergirds corruption and resonates in political 
wrangling over financial debacles. It stands accused of causing, or contrib-
uting to, any number of crimes shaped, in one way or another, by money.

Stringent anti-money laundering laws seek to tame this malevolence. 
The product of protracted global efforts, these norms establish an elabo-
rate apparatus designed to detect, intercept and confiscate money con-
nected to criminal activity. This chapter discusses the risks posed by 
money laundering, dividing these into two categories, associational-risk 
and non-derivative risk. It canvasses the main tenets of the taming exer-
cise with a focus on the dismantling of secrecy, the central defining fea-
ture of money laundering. In concluding that this tempering project has 
merit, a glimpse of the laundering underworld suggests that much work 
remains.

M. Michelle Gallant (*) 
Faculty of Law, University of Manitoba, Winnipeg, Manitoba, Canada
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5.1	 �Money Laundering

Money laundering conventionally refers to the cleansing or concealment 
of resources linked to criminal activity.1 The earliest judicial acknowledg-
ment of the term is claimed to be an American judicial decision although 
lore places its birth much earlier.2 The association of the verb ‘laundering’ 
is also drawn from American origins, a reference to American criminal 
organizations using cash-intensive Laundromats to make illegal revenues  
appear as revenues of the washing business.3

First associated with cleansing or concealing wealth derived from crim-
inal pursuits, money laundering grew to include resources associated 
with, or intended for, crime largely with the post-2001 ‘war’ on terror-
ism.4 Previous angst typically focused on profitable crimes and the circu-
lation of criminal proceeds. Post-2001, the concept took fuller notice of 
resources destined for crime, in particular, for terrorist activities. A depar-
ture from previous conceptions, the criminal taint attaches to the desti-
nation, not necessarily the derivation, of money.

While money laundering had achieved some notoriety by the 1960s, 
the practice has fully entered the crime control lexicon over the past 
30  years. Beginning largely in the 1970s and 1980s, the cleansing, 
concealment and disposal of resources linked to crime became identi-
fied as a virtual global pandemic. Allegedly billions of tainted resources 
were in circulation, derivative of any number of crimes although prin-
cipally linked to the global trade in illegal drugs.5 Such prodigious 
amounts posed a danger to financial stability as well as hindered the 
suppression of crime. Responsibility for the danger centered money 
laundering.

5.2	 �Risks of Money Laundering

Money laundering attracts condemnation because it poses risks. Loosely 
stated, those risks can be divided into two types. The most widely dis-
cussed are associational risks. These relate mainly to the criminal activities 
that underlie the laundering. The other type of risk arises not necessarily 
from the underlying crime but from money laundering in its own right. 
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In this latter case, it is the existence of tainted finance that menaces, 
rather than, or in addition to, its origin or destination.

5.2.1	 �Associational Risks

When money laundering first emerged as a global problem the principal 
source of tainted resources was the global trade in illegal drugs.6 The elu-
sive quality of resources, the disappearance or apparently lawful laun-
dered character of drug revenues impeded efforts to control trafficking.7 
Adopting an analysis partly reliant on the theories of law and economics, 
the profits generated by the drugs business arguably outweighed any 
deterrence afforded by prohibition and conventional sanctions, sanctions 
that included lengthy prison terms and, in some states, the death penalty.8 
Deliberate attention to criminal finance became imperative, a means of 
grappling with a practice that nurtured the drugs trade.

Money laundering facilitates the trade in different ways.9 It assists in 
placing drug money beyond the reach of national law. Using the global 
financial infrastructure, the process moves money to foreign jurisdic-
tions, making it difficult for a state to enforce territorially bound drug 
laws. Putting earnings through a series of transactions obscures the link 
between property and the underlying offences. With trafficking, resources 
allegedly flow from peripheral players (i.e. drug couriers) into the pockets 
of more central players: laundering veils the latter’s complicity. Money 
laundering eases re-investment of tainted earnings into the underlying 
enterprise, preventing the tying of the purchase of airplanes or speedy 
watercraft to transport drug shipments to the drugs trade. A veneer of 
legitimacy cloaks the origins of the payments. Such facilitative adeptness 
disturbs the balance between the risks of detection and prosecution and 
any profit motivations. Millions secured in foreign havens eclipses the 
costs of prosecution and sanction. Trafficking is a risk well worth taking.

For any trade-based, or business-oriented, crime, money laundering 
reduces the risk factor. It makes the underlying activity difficult to detect, 
abates the likelihood of prosecution and protects the profits. This dimin-
ishes the strength of prohibition. Capture, prosecution and sanctions 
pale in comparison to the riches safely sequestered in a foreign vault. 
Even with imprisonment, the abundance merely awaits release.
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Another prime associational risk of money laundering is ‘the abuse of 
public office for private gain’, formally known as the crime of corrup-
tion.10 Corruption impedes economic growth and denudes public 
infrastructure.11 Corrupt officials divert resources otherwise destined for 
the development of public services, for healthcare or for educational facil-
ities.12 Money laundering helps secure the funds, conceals their trajectory 
and hides links to beneficiaries. The filtering of misappropriated resources 
through foreign jurisdictions constrains attempts by a subsequent admin-
istration to know the extent of the theft, to trace the funds and to obtain 
a financial remedy.13 Again, while prosecution by successors may attach 
criminal liability, future access to riches weakens deterrence.

The trade in illegal weapons and nuclear arms, human trafficking and 
fraud—almost any crime with significant financial dimensions—are 
common culprits facilitated, or exacerbated, by money laundering. 
Lucidly obvious are the attendant physical, social and economic risks: the 
misery of the sale and enslavement of human beings, the death and 
destruction caused by a nuclear bomb and the chaos induced by vast 
fraud on the financial markets. Laundering blurs the link to crime, shel-
ters profit and allows the wealth to masquerade as legitimate earnings.

Terrorism is a somewhat unique associational hazard. The association 
with money laundering differs from other crimes. Socio-logical consider-
ations aside, corruption, trafficking, fraud and illegal arms dealing are 
profit-oriented activities. They can be analogized to lawful businesses. 
Similar motivations do not underpin terrorism. Resources facilitate, 
rather than motivate, terror. Money laundering does not necessarily cloak 
tainted earnings with legitimacy, although it certainly can. Rather, it 
covertly channels resources to terrorism, resources that may derive from 
legitimate sources.14 This does not preclude the reliance of terrorist groups 
or networks funding from other criminal trades. With terror, however, 
money laundering assumes an important enabling function.

But the risk analysis differs too. While the probability of a terrorist 
attack may be extremely small, the damage to life, property and the social 
order can be exponential.15 Strikingly randomly and unpredictably, it 
creates a climate of fear, a reaction certainly less acute in the context of 
other associational risks. Even though the likelihood of an attack may be 

  M. Michelle Gallant



  119

infinitesimally small, the magnitude of the consequences is immense. 
Money laundering’s association with terror amplifies the risk: the conse-
quences it facilitates more fearsome, more apt to command serious, 
sometimes troublesome, mitigation strategies.16

Tax evasion has a long acquaintance with money laundering. Its express 
integration into wider efforts, however, is of recent vintage, only becom-
ing affixed to the international exercise in 2012.17 Corruption, terrorism, 
drugs and others joined earlier. Tax crimes, together with drugs, securities 
fraud and other forms of ‘white collar’ crime, underpinned initial forays 
into money laundering regulation in the early 1970s.18 Leaving aside the 
well-known story of Al Capone and his tangles with the Internal Revenue 
Service, initial American interest in countering money laundering 
involved glaring concerns over the disappearance of presumptively tax-
able earnings.19 This agitation prompted pioneering US bids to unmask 
secrecy, a central ingredient of money laundering and a focal point of 
control strategies. Yet, four decades passed before tax crimes formally 
settled in global anti-money laundering law.

With deep formative roots to money laundering, explanations for this 
late inclusion remain ambiguous. It may be because tax matters conven-
tionally belong to the domain of international trade and business rather 
than matters for the discipline of criminal law.20 Tax features as a legiti-
mate incident of global competition. Low to non-existent tax rates, dif-
ferential tax treatment of foreign and domestically owned capital and 
rigid secrecy laws commonly help solicit foreign investment.21 In the 
international political arena, this translates into fleeing untaxed dollars, 
constituting a problem for some states and an economic boon to others. 
Moreover, taxation aligns tightly with the concept of sovereignty, an 
aspect of statehood not lightly surrendered.22 Finally, the belated arrival 
may reflect a prevailing tendency to characterize tax crime as a ‘victimless’ 
crime, a designation apt to provoke little empathy and even less political 
action. Given that vanishing public tithes atrophy state budgets and pre-
cipitate the languishing of public infrastructure, the latter is somewhat 
misconceived.

Regardless of the ambiguity in the lapse, tax evasion is now clearly 
acknowledged as a risk associated with money laundering.
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5.2.2	 �Non-derivative Risk/Risk Exclusive to Money 
Laundering

In addition to facilitating or fueling any underlying criminal activity, 
money laundering allegedly poses a risk in its own right. That risk does 
not necessarily derive from the tainted source or tainted destination of 
money. It occurs mainly, although not exclusively, as a function of a repu-
tation or knowledge that an institution or jurisdiction is implicated in 
laundering funds. It is, however, somewhat of an alleged risk. There is not 
a wealth of evidence of financial institutions shorn by an association with 
money laundering.

Posited as a serious hazard, this non-derivative risk stands accused of 
jeopardizing the health of the financial system and enterprises within that 
system.23 Apprehension usually centers on reputation, that a connection 
to money laundering shreds public confidence, precipitates the with-
drawal of deposits and erodes stability. The risk also relates to the corro-
sive influence of criminal money. The mere presence of tainted money 
shifts allegiances, leads to shady dealings or distorts the otherwise lawful 
ambitions of a financial institution.

The most regularly cited example of the non-derivative risks of money 
laundering is the demise of the Bank of Credit and Commerce 
International (BCCI).24 In the late 1980s, BCCI acquired the identity of 
a ‘dirty’ financial institution because of its notoriety as an institution 
heavily involved in money laundering activity. Its ultimate financial fail-
ure allegedly arose from its infamous reputation. The death of BCCI 
exemplifies the evils of money laundering and serves to justify fears of this 
non-derivative risk.

The story of BCCI is conspicuous in money laundering literature.  
Stories of institutional failures consequence upon money laundering are 
otherwise rare. Although institutions and entire jurisdictions have been 
linked to money laundering, there is little real evidence that association 
induces collapse.25 Most financial collapses appear to involve systemic 
regulatory breaches, shoddy management or bad investment decisions.26 
That does not mean that the close association of a financial institution 
with money laundering does not invite consequences. The seriousness of 
this risk, however, may be somewhat overstated.
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5.3	 �Tackling Money Laundering Risks

Recognition of the risks posed by money laundering spawned counter-
measures. The late 1980s witnessed the beginning of the construction of 
an edifice of anti-money laundering norms. Since international maneu-
vers are indispensable to successful concealment, the project is mainly a 
creature of international law.27 A singularly influential actor in this initia-
tive is the Financial Action Task Force (FATF), a body created to address 
global money laundering and the threat to the financial system.28 Drawing 
upon the content of international conventions, this body issues recom-
mendations on money laundering and terrorist finance governance that 
are widely acknowledged as the international standards.29 States regularly 
respond to FATF dictates.

This coalescence of international law and FATF recommendations 
focuses on the criminal finance, the nucleus of laundering. Comprehensive 
in its remit, aspects of this apparatus range from the minting of new 
offences to the surveillance and monitoring of financial activity to 
enhanced international co-operation. While all aspects of this project are 
important, arguably some of the critical are the components that aspire 
to dismantle financial secrecy, the mechanics of which undergird global 
money laundering. These aim to increase the visibility of money launder-
ing, to deny the concealment, cleansing and legitimatizing exercise, the 
principal tools of its trade. It is a dismantling venture that builds upon 
two basic parts of anti-money laundering regulation, the criminalization 
of money laundering and confiscation regimes.

5.3.1	 �Criminalization of Money Laundering 
and Confiscation Regimes

Prior to the contemporary awareness of the problem of money launder-
ing, most states did not recognize a specific offence of money laundering. 
The deposit of bundles of cash or their exchange for other financial 
instruments attracted no particular criminal liability. It was not widely 
acknowledged that the engagement with the financial aspect of crime, 
qua, the laundering of proceeds linked to criminal activity, triggered 
criminal culpability.
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A central tenet of anti-money laundering control is the criminalization 
of money laundering.30 The international standard defines money laun-
dering as:

The conversion or transfer of property, knowing that such property is the 
proceeds of crime, for the purpose of concealing or disguising the illicit 
origin of the property or of helping any person who is involved in the com-
mission of the predicate offence to evade the legal consequences of his or 
her action: the concealment of disguise of the true nature, source, location, 
disposition or movement or ownership of rights with respect to property 
knowing that such property is the proceeds of crime….the acquisition, 
possession or use of property, knowing, at the time of receipt, that such 
property is the proceeds of crime; participation in, association with or con-
spiracy to committee, attempts to commit, and aiding, abetting, facilitat-
ing and counseling the commission of any offences.31

This ample definition covers virtually any knowing engagement with 
property linked to criminal activity. Criminalization affixes liability to 
actions exclusively concerned with property, with finance. Significantly, 
prohibition attaches the prospect of a prosecution to the financial part of 
crime. This prospect does not derive from, nor is it necessarily predicated 
upon, complicity in the commission of any underlying offences. Tying 
liability to knowingly helping to cleanse or conceal the origins of prop-
erty widens the scope of criminal liability. To invite criminal sanction, it 
is sufficient to engage with criminal finance.

The importance of this precept of anti-money laundering law cannot 
be understated.32 The conversion or transfer of property, the disguising, 
acquisition or possession of property and participation in, or aiding, 
abetting or facilitating such activities captures a vast congregation. It 
exposes a broad range of individuals who knowingly facilitate money 
laundering to criminal liability. This extends from those who might trans-
port large amounts of cash currency to those who might advise on the 
structuring of a laundering scheme to those who might ultimately acquire 
proceeds tainted by crime.

The second central tenet of anti-money laundering law is confiscation.33 
Confiscation laws usually connote the divestiture of assets upon convic-
tion for a criminal offence. This process strikes directly at criminal property, 
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the subject of money laundering. Depending upon their configuration 
under domestic law, confiscation typically accomplishes a series of goals: it 
secures the recovery of tainted assets; it increases the odds of a successful 
divestiture; and it increases the scope of property liable to be confiscated. 
In securing the recovery of assets, confiscation permits the pre-trial seizure 
of property. This disables the capacity to hide or otherwise protect poten-
tially forfeitable resources pending a criminal prosecution. Seizure inter-
rupts the capacity to launder that rumors of a possible prosecution might 
otherwise encourage. Second, confiscation proceedings usually facilitate 
the taking of property. This is typically achieved either by incorporating 
the civil standard of proof, rather than the higher criminal standard, into 
the confiscation process or by requiring that, upon conviction, the burden 
of proof shifts to the convicted person to demonstrate the lawful origins of 
property liable to forfeiture.34 A more conventional criminal process 
would impose all evidential burdens on the state and applies the criminal 
legal threshold of proof. Through the shifting of burdens or the lowering 
of thresholds, the process increases the probability that the state will suc-
ceed in its forfeiture bid. Of course, the conventional rules of criminal law 
govern any prosecution, a process that must usually yield a conviction to 
trigger confiscation.35 Third, confiscation regimes may expand the sphere 
of property liable to be taken. This is often achieved by reliance on assump-
tions.36 Again, while the precise form and content of confiscation is a mat-
ter for domestic law, confiscation regimes might provide that any assets 
acquired by a defendant during a defined period prior to the prosecution 
are assumed to derive from crime, with the burden lying with the defen-
dant to disprove that assumption. Reliance on assumptions tends to sig-
nificantly increase the scope of assets liable to be confiscated.

Despite the significant merits of confiscation to anti-money laundering 
governance, the global standards entertain reliance on a rather radical 
approach, non-conviction-based confiscation.37 Under this approach, 
laundered property can be seized and forfeited without a prior criminal 
conviction. The non-conviction model, known in many jurisdictions as 
civil forfeiture, typically permits the forfeiture of property when it is 
shown, to the civil evidential standard, that assets are linked to criminal 
activity.38 However, non-conviction models are controversial because they 
displace the substantive and procedural safeguards of a criminal trial.39
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In attacking money laundering, in attacking the financial piece of 
crime, conviction-based and non-conviction-based confiscation appre-
ciably affects the risk factor. Engaging in criminal activity incurs the obvi-
ous risk of prosecution and sanction. Seizure denies the ability to place 
assets in safe havens and facilitates the attachment and scope of confisca-
tion increase the costs of crime. Non-conviction-based processes fasten 
liability more readily and make the preservation of tainted resources more 
challenging. When prosecution looms and the capacity to hold on to 
treasures shrinks, the profit motivations recede. The risk of crime holds 
less promise. Presumptively, the calculus gently shifts toward deterrence.

5.3.2	 �Dismantling Secrecy: Anti-money Laundering 
Regulation

Anti-money laundering regulations build on these twin tenets, supple-
menting the criminalization of money laundering and confiscation laws 
with the dismantling of financial secrecy. Attrition of secrecy aims to 
enable the detection of tainted transactions, to permit their interception, 
to deny their entry into the financial system, to assist in the imposition of 
criminal liability and, obviously, to permit confiscation.

Secrecy is the cornerstone of money laundering.40 Any conduct of 
financial exchanges in obscurity inhibits the ability of law enforcement to 
identify criminal earnings, to trace laundered assets to their owners and 
to detect the underlying crimes. When secrecy cleaves to a transaction, 
the transaction escapes scrutiny. Legal doctrines such as confidentiality or 
financial privacy and vehicles of anonymity such as shell banks pile thick 
shrouds over financial activity.41 Requests for financial information 
encounter silence. Detection of patterns of criminal activity is formida-
ble. Anti-money laundering regulation seeks to shine a bright light on the 
financial environment, to enhance transparency, to modify the conven-
tions of secrecy and to illuminate the trajectory of tainted finance.

A central pillar of secrecy reduction is the refusal to tolerate reliance on 
bank secrecy as a pretext for failing to comply with anti-money launder-
ing regulation. Classically, bank secrecy prevents financial institutions 
from revealing information about their clients. Representative of the 
strength of this precept are early nineteenth-century Swiss laws that 
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imposed criminal liability on bankers who divulged confidential infor-
mation.42 British law has long acknowledged the primacy of the privi-
leged relationship between bankers and their clients.43 In the United 
States, early participants in the quest to suppress money laundering, the 
first piece of American anti-money laundering law targeted financial 
institutions and bank secrecy.44

In refusing to be beholden to secrecy, anti-money laundering con-
trols provide that states cannot decline to act on the grounds of bank 
secrecy.45 Local norms, conventions or doctrines that otherwise safe-
guard financial privacy cannot be used to justify refusals to comply with 
requests for information or refuse to enact protections against money 
laundering.

Anti-money regulation lends substance to the dismantling project by 
building resistance to secrecy. Discrete mechanisms aim to create finan-
cial transparency, to generate information essential to suppression efforts 
and to eliminate traditional vehicles of anonymity.

In constructing this resistance, anti-money laundering laws impose 
suspicious transactions reporting obligations on institutions and profes-
sionals, known as regulated entities, whose work intersects with financial 
activity. Should a transaction evoke suspicions, or provide reasonable 
grounds to suspect, that it involves proceeds of crime or terrorist financ-
ing, that suspicion must be reported.46

Enhanced due diligence norms continue this dismantling. Anti-money 
laundering standards demand that regulated entities exercise diligence in 
identifying their clients and maintain detailed records of financial activ-
ity.47 Among others, diligence measures include verifying a client’s iden-
tity using independent sources, identifying beneficial owners, securing 
information on the nature and purpose of a business relationship and 
scrutinizing financial activity over the course of the relationship.48 
Detailed record-keeping includes maintaining records of activities for at 
least a period of five years.49 An ability to fully identify clients and a com-
plete trial of financial conduct contribute an investigative aspect to anti-
money law, providing the authorities the information needed to track 
money laundering. Moreover, regulated entities must also establish their 
own internal money laundering controls and create anti-money launder-
ing programs.50
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Reinforcing this assault on secrecy and building resistance, anti-money 
laundering regulation seeks to constrain the use of common vehicles of 
invisibility. Legal constructs such as trust arrangements and shell banks 
traditionally shield the identity of owners. The true orchestrators and 
beneficiaries of financial transactions are concealed beneath layers of arti-
ficial entities or nominees. Anti-money laundering law restricts interac-
tions with shell banks and counsels their termination.51 The beneficial 
owners of trusts and other artificial legal person must also be identified.52 
One of the most famous vehicles of secrecy, anonymous bank accounts, 
are also subject to prohibition.53 Numbered bank accounts, popularized 
in copious works of literature, are felled by the dismantling exercise.

5.3.3	 �Other Aspects of Fortification

Criminalization, confiscation and the secrecy offensive form the core of 
the contemporary anti-money laundering framework. The broader appa-
ratus within which they occur fortifies that core. The apparatus constructs 
a complete approach to the suppression of money laundering, one which 
commands a risk-based analysis to implementation, underscores the 
importance of national coordination, attends to additional avenues of 
laundering and addresses the supervision and operational management of 
the anti-money laundering strategy. Amid these, certain notable features 
pertain to the associational risks of terrorism and corruption. Other 
constitutive provisions aim to create a fluid international context capable 
of mimicking the context within which money laundering occurs.

Unorthodox origins contribute to notable features of terrorist finance 
regulation. The bulk of modern anti-money laundering law originates in 
international conventions. Laws aimed at terrorism have roots in conven-
tions as well as in United Nations Security Council Resolutions.54 These 
different roots reflect the fact that responses to terrorism developed sepa-
rately from responses to money laundering. Discrete terrorist attacks 
repeatedly prompt UN intervention. That intervention contained mea-
sures specific to the financial aspects of terrorism.55 Provisions related to 
corruption, drugs control and other associational money laundering 
crimes have remained confined to international treaties. Terrorist finance 
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and anti-money laundering regulation fused in the post-September 2001 
period although components of earlier international edicts continued to 
be part of the anti-terrorism laws and were incorporated into anti-
laundering law.56 It is fusion that some invites controversy.57 Moreover, 
the post-2001 focus on terrorist finance stimulated unique additions to 
the global approach.

A function of origins and the uniqueness of terrorism are offences 
related to the financing of terrorist organizations and the financing of 
individual terrorists in the absence of links to terrorist acts.58 Also specific 
to terror are targeted financial sanctions. Sourced in UN instruments, 
these tie a modified version of confiscation to the assets of persons and 
organizations known to be involved in terrorist activity.59 Equally trig-
gered by terrorism is the application of anti-money laundering rules to 
not-for-profit institutions.60 While not as rigorous as the regimes appli-
cable to other regulated entities, these address post-September awareness 
that not-for-profit institutions risked abuse by terrorists, unwittingly 
used to channel resources to terrorist enterprises.61 Latterly, that abuse 
expanded to acting as potential conduits for tax evasion.62

Terrorism also provoked the expansion of money laundering regula-
tion to non-conventional financial conduits. Known as informal finan-
cial networks, or informal value transfer systems, these mediums of 
financial mobility typically fall outside the formal regulated sector.63 To 
prevent abuse, anti-money laundering law requires that entities involved 
in such works be registered, licensed, monitored and required to adhere 
to anti-money laundering standards.64

Corruption attracts its own distinct anti-money laundering provision. 
This offence implicates a unique criminal clientele. Only those with pub-
lic duties, those armed with state-based power and control, are positioned 
to engage in corruption. Anti-money laundering identifies and attends to 
the specific risks this collective poses. Named ‘politically exposed per-
sons’, this collective comprises public authorities including Heads of 
State, senior government officials, politicians, and judicial and military 
officials.65 Enhanced due diligence is imposed on financial institutions in 
conducting matters on behalf of this group.66 Among others, this includes 
efforts to ascertain whether a potential client qualifies as a politically 
exposed person and to ascertain the precise source of wealth.67

5  Tackling the Risks of Money Laundering 



128 

Finally, in a global order rich in technological innovation, where finan-
cial interests can cross infinite national borders in a nanosecond, con-
fronting money laundering demands heightened levels of international 
cooperation. Global integration seeks to replicate the seamless terrain of 
the villain it confronts. The centerpiece of global integration is obviously 
the endorsement and implementation of the series of conventions atten-
tive to money laundering. Harmonized implementation, the ambition of 
a global project, establishes the essential legal framework for reducing the 
risks of money laundering.

To strengthen harmonization and to create a more fluid law enforce-
ment domain, anti-money laundering law encourages better interna-
tional collaboration. Better collaboration covers accelerating the pace of 
responses to foreign requests for assistance and information, assistance in 
facilitating extradition and a willingness to conclude additional formal 
agreements so as to facilitate speedy, well-ordered inter-jurisdictional 
cooperation.68 Establishing fluid international operations includes a call 
to create national centers of financial expertise to organize and coordinate 
the global approach. This latter helps to negotiate the intricacies of paro-
chial internal ordering.69

5.4	 �Risk, Merits and Appearances

This fortress of norms appears to solidify global defenses to the risks of 
money laundering. The act is prohibited, the ability to seize and confis-
cate laundered assets is eased, doctrines and vehicles of secrecy are banned, 
financial activity is subject to enhanced scrutiny and international col-
laboration is facilitated. Mere structural organization, the harmonization 
of domestic norms, assures some degree of consistency in harnessing a 
phenomenon built on the complete negation of law. However, the actu-
alization of the strategy involves a vast assembly of participants, many of 
which are private actors, not law enforcement officials. The strategy 
depends upon knowledge of financial processes that can be difficult to 
acquire. It requires negotiation of international dynamics, and necessi-
tates the timely sharing of information. It demands the expeditious sei-
zure of assets and requires trust and a willingness to collaborate with 
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foreign states and institutions. Such underlying dynamics definitely pose 
serious enforcement challenges.

Assessing the merits of money laundering regulation is also challeng-
ing. Some dismiss the entire project as an exercise in futility, a waste of 
resources driven by the politics of appearances.70 There is a penchant to 
point to money laundering’s continued monopolization of the discourse 
on the profits of crime as evidence of the regulatory system’s inadequacy. 
Certainly money laundering continues.71 Money is a powerful motivator, 
for the lawful and the lawless alike. Confronting any wealthy industry has 
never been an easy task. It is to be anticipated that an industry alleged to 
involve billions in criminal finance would not readily yield to control. 
Moreover, any apparent structural resistance is apt to induce adaption. 
The endless chase for profits pushes the resourceful launderer to adapt to 
its environment. This means finding ways to circumvent the anti-money 
laundering mechanism.72

A very modest assessment is that this modern regulatory era consti-
tutes a significant improvement upon its predecessor. Trite though it may 
seem, the previous era posed no barriers to an exchange of suitcases of 
dollars for anonymous gold bars. No reporting norms affixed to the 
architects of financial wizardry. Tainted money sailed smoothly from cor-
rupt official to foreign shores. Secrecy obscured drug trafficking profits, 
invisible to the prying eyes of law enforcement. Moneys destined for ter-
ror were not detected. Criminal resources vanished. Taxable resources 
absconded. Slaves were bought and sold while traders feasted on the prof-
its of human trafficking. Anti-money laundering law is a marked improve-
ment on a chaotic era that posited no risk of prosecution and little risk of 
detection. Given anti-money laundering’s manifestly worthy ambitions, 
some degree of structural interference is better than the preceding highly 
permissive era.

That this fortress of norms appears to solidify defenses invites a caveat. 
Glimpses inside the money laundering universe are rare. The universe 
covets murkiness and the unknowable. To effectively launder money is to 
remain out of sight, to avoid detection, to quietly conceal and cleanse. 
Scant glimpses into this netherworld are somewhat chilling.

In 2008, the US Senate conducted lengthy hearings into tax evasion.73 
In that year, a massive investigation into alleged tax evasion was triggered 
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by information disclosed by a Swiss private banker.74 His disclosures pre-
cipitated criminal actions against UBS, a bank headquartered in 
Switzerland, for its role in facilitating tax evasion.75

The hearings reveal the complicity of UBS employees in laundering, 
work with US clients, and others, to evade US taxation laws. Letters from 
UBS to clients bluntly asserted that they would not disclose Swiss 
accounts held by US citizens even though UBS knew fully well that citi-
zens were taxable under US law on those accounts. UBS bankers repeat-
edly traveled to the United States in search of wealthy clients, attending 
events known to attract ‘High Net Worth’ individuals, and stated on 
their US customs declarations forms that the travel was non-business 
related. While the bankers were in the United States selling securities 
without the proper licenses required under US law, company guidance 
advised employees that while on US soil, they should not use email, tele-
phones, conclude agreements, issue reports or deliver documents, each of 
which is a substantive indicator of selling securities and investments. 
Bankers went to extraordinary length to encrypt or disguise account 
information, including reliance on numeric codes rather than any proper, 
formal client identification.76

The Senate hearings are instructive, and at the same time chilling, as they 
demonstrate the extent to which financial insiders, in this case bankers, 
were willing to assist in evading United States’ tax laws. Some describe the 
actions of the Swiss bankers as ‘routinely selling tax evasion services to 
Americans and other wealthy individuals’.77 This depiction echoes wider 
sentiments about the legitimacy of financial institutions’ interest in prevent-
ing money laundering.78 The very institutions whose integrity anti-money 
laundering law seeks to protect diligently strive to elude those norms.

The glimpse highlights a relatively unexplored piece of money launder-
ing terrain. Laundering constraints pre-suppose that the villains are drug 
traffickers, corrupt officials, traders in illegal arms, traders in human mis-
ery, terrorists and criminal tax evaders. Financial institutions are unwit-
ting victims, caught in the vortex of money laundering. Leaks from 
insiders offer a twist on the narrative. Malignancy emanates from within 
the financial sphere. Receptiveness to servicing the money laundering 
creature, a degree of complicity in navigating legal constraints, exists 
within the financial industry.
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It is a perspective that unsettles. While norms of old may have ceded 
to a new order money launderings continues to breed accomplices. 
Despite the disciplinary sting of regulation, the coveting of profit still 
reigns. An apparently mature and robust regulatory apparatus cannot 
reduce the risks of money laundering if its ambitions are under assault 
from within.
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6
Market Abuse and the Risk 

to the Financial Markets

Andrew Baker

6.1	 �Introduction

Information is key in a wide variety of circumstances. Those that possess 
information are placed at a significant advantage over those that do not 
possess the same information (Baker 2011). This has been a particular 
point of debate with respect to the market for securities and now in a 
wider financial services context following the LIBOR (London Inter-
Bank Offered Rate) and FOREX (Foreign Exchange) scandals. In the 
securities market information is one, if not the, most valuable commodity 
that a trader can possess and use. The interpretation of information can 
allow traders to make significant profits or avoid significant losses depend-
ing on the nature of the information, and the speed with which informa-
tion can be obtained amplifies the outcome from the information. This is 
why some market participants are willing to use what is termed “inside 
information”, that is information of a privileged nature that is not avail-
able to all participants, and therefore, such information places advantage 
on those in whose possession the information resides. The fact that this 
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information is not publicly available makes it privileged and prohibited 
from use; this is insider dealing and is a form of market abuse.

While insider dealing is a form of market abuse, market abuse is sig-
nificantly wider term and covers a broader range of activities. A useful 
descriptor of market abuse can be gleaned from the UK’s provisions deal-
ing with such activity, namely Part VIII of the Financial Services and 
Markets Act 2000 (FSMA 2000), where in addition to insider dealing the 
legislation advances five other prohibited activities in relation to misuse 
of information, manipulation and distortion.

6.2	 �History and Background

Market abuse is an umbrella term that can be used to describe a range of 
activity and behaviour associated with market conduct, or maybe more 
accurately conduct on a market or in respect of securities traded on a 
market. The primary activity associated with market abuse has been 
insider dealing; however, improper market conduct goes much further 
than merely trading securities using non-public privileged information. 
The traditional approach has been to deal with such activity under the 
criminal law, through specific offences of insider dealing, misleading 
statements or fraud generally.

The UK’s regime against insider dealing and market abuse is a relatively 
recent addition to measures dealing with financial aspects of criminal behav-
iour. The first real measure criminalising insider dealing was contained in 
the Companies Act 1980 later into the Company Securities (Insider 
Dealing) Act 1985. The evolution of the UK’s approach to this offence came 
in the shape of Part V of the Criminal Justice Act 1993. In addition to the 
specific offence of insider dealing, misconduct by market participants was 
also dealt with via Section 47 of the Financial Services Act 1986 (FSA 1986), 
which made it an offence to make misleading statements, alongside the 
broader deception offences contained in the Theft Acts.

The real momentous change came with the enactment of the FSMA 
2000 (Alcock 2007) when in addition to the criminal offences already on 
the statute book a civil remedy for market abuse was introduced. The civil 
offence covered a broader range of activities than the existing regime, mov-
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ing beyond the mere use of information into market manipulation and dis-
tortion and to a wider range of actors, not just individuals, but corporate 
entities as well, and without the requirement of intent to commit the offence.

6.3	 �The Management of Risk

Regulation is undoubtedly a process of managing risk and the contempo-
rary approach to regulation is to operate a risk-based approach. Baldwin 
et  al. (2012: 281) note that this demands that “the regulator should 
clearly identify its objectives and the risks that the regulated organiza-
tions may present to the achieving of those objectives”, and has become a 
“significant organising principle of government and a distinct unit of 
governance” (Black in Baldwin et al. 2010: 302). Risk-based approaches 
to regulation reflect the need to prioritise regulatory activity, that any 
authority tasked with control will have finite resources to meet the objec-
tives set and therefore needs to target those resources in a way most likely 
to achieve set objectives. A second clear advantage to risk-based regula-
tion is noted by Simonova (2015) who notes that risk-based regulation 
refers to “flexible regulation” (Ibid.) allowing rules to be tailored to fit the 
particular risk profile presented by a particular industry. It is clear to see 
the attraction of risk-based approaches in complex areas requiring regula-
tors with finite resources with which to regulate.

The original FSMA 2000 created specific statutory objectives to be 
considered by the regulator, the FSA, a key objective being to reduce 
financial crime (Section 6 FSMA 2000). This objective and indeed all the 
objectives are at the core of managing risk and the risk of financial crime 
undermining positive economic activity received high priority in the for-
mulation of the financial services regulation following the New Labour 
Election victory in May 1997. Section 6 of the FSMA clearly articulated 
the financial crime risk profile being targeted, focusing the regulatory 
authority on the three classes of financial crime that pose the greatest 
danger to the financial wellbeing of the UK, namely fraud or dishonesty 
(Section 6(3)(a)), misconduct in, or misuse of information relating to, a 
financial market (Section 6(3)(b)), or handling the proceeds of crime 
(Section 6(3)(c)). The second of the triumvirate has arguably proven to 
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be the most novel of the measures dealt with by the FSMA 2000, and 
identifies the risk evident in unclean financial markets.

The global financial crisis that emerged during 2007/8 has profoundly 
impacted the nature of regulation and has seen wholesale reform of the regu-
latory structure. The focus on principles-based regulation has made way for 
greater focus on outcomes of regulatory activity; however, the application of 
a risk-based approach remains central. Finite resources dictate that regula-
tory authorities cannot have eyes everywhere and so are forced into focusing 
those resources where risk is greatest. The previous statutory objectives pro-
vided for in the FSMA 2000 have made way for more focused objectives 
relevant to the regulatory roles of the new regulators, the Prudential 
Regulation Authority and the Financial Conduct Authority (FCA).

With regard to the old financial crime objective and in particular the 
control of market abuse the FCA is now the lead authority with the FSA’s 
responsibility in this area transferring on the 1 April 2013. The FCA 
operates under a strategic objective of ensuring that the relevant markets 
function well, and is supported by operational objectives of ensuring con-
sumer protection, market integrity, and competition, with a continuity 
objective added later.

The elements of the section are now operationalised within the integ-
rity objective that states that the aim of the objective is protecting and 
enhancing the integrity of the UK financial system and includes that sys-
tem not being used for a purpose connected with financial crime and not 
being affected by behaviour that amounts to market abuse. It is clear that 
that these elements pose significant risk to the orderly operation and 
integrity of the UK financial markets and thus require significant resources.

The FCA “expects the financial sector to manage risk” (FCA 2013), 
but that it is a key function that it manages risks as well, stating that they 
“will detect and act on risks” (Ibid.) and “identify potential problems 
early” (Ibid.) in order to meet their statutory objectives. With respect to 
this was the objective of the previous regime under the FSA, and the dif-
ference is that the FCA will intervene at an earlier stage and will generally 
be more intrusive now that the era of light touch regulation is over 
(Turner 2009). This move highlights the failure of regulators to apply 
regulations in the period preceding the global financial crisis.

The risks inherent in market abuse are clearly shown in the case of 
Fleurose v The Securities and Futures Authority [2001] EWCA Civ 2015. 
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To avoid payment under an options contract, traders at JP Morgan had 
engaged in large-scale selling of securities to move the market in a down-
ward direction by 38 points in the last 6 seconds of trading. This was in 
breach of the London Stock Exchange rules, which prohibit a member 
firm from engaging in conduct, the sole intention of which is to move the 
value of the index in question, and is a clear example of market abuse.

By setting standards, the market abuse regime as contained in the 
FSMA 2000 and administered by the relevant authority is tasked with 
ensuring that such risk is reduced and that the markets are free from abu-
sive practices, open and available to all users. The very real risk is that 
unclean markets will discourage investors into the market with signifi-
cant impact on economic activity generally, and by setting the offence in 
broad terms it allows the regulatory authority to ensure that behaviour is 
that expected from market participants, leading to clean and efficient 
markets (Alexander 2013).

6.4	 �The Philosophical Difficulties

One of the key issues in relation to the wider subject of market abuse in 
particular has been the debate as to whether there should be an offence of 
insider trading in the first place. It is not universally recognised that the trad-
ing of securities on the basis of non-public privileged information should be 
prohibited, and to some it should be encouraged as a way of improving the 
information flow, and of remunerating insiders (Bainbridge 2008).

While the arguments against the prohibition have not found favour 
among law makers, there is a strong persuasive strand to the proposition. 
The seminal work on this was Professor Henry Manne’s 1966 book Insider 
Trading on the Stock Market (Manne 1966). The argument is posited on a 
number of strands. A key element of his argument is that insider trading 
is a victimless crime (Manne 1985), that where insider dealing occurs 
there is no impact on the firm, the shareholders or wider groups; how-
ever, this is rebutted by others (Kripke 1985), and termed by others as an 
“abominable fraud” and “cheating” (Rider 2010). His other primary 
argument states that the price of a security will move in the same direc-
tion whether or not there is insider trading as the information has the 
character to move the security price up or down irrespective of the date 
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of information disclosure. In fact it is argued that insiders trading on 
inside information will in effect improve the flow of information to the 
market allowing other market participants to make more informed deci-
sions in respect of a company’s securities therefore “stimulating efficiency” 
(McGhee 1988). This undermines a major argument in favour of the 
prohibition that insider dealing creates information asymmetries with 
insiders at a distinct advantage over outsiders, further undermining argu-
ment that insider dealing is a risk to the financial system, the securities 
markets and those that use them. If it actually provides better informa-
tion flow to markets, how can it add to the risk profile?

To illustrate his point Manne refers to the landmark US insider deal-
ing case of SEC v Texas Gulf Sulphur where the shares in TGS were trad-
ing at around the US$18 per share, rising to US$31 per share following 
disclosure and jumping to US$58 per share thereafter. This would sug-
gest, and as Manne’s argument posits, that securities traded on the basis 
of inside information will move in the same direction as it would if the 
information were public, and that it would move in a more steady pat-
tern instead of spikes associated with securities prices following informa-
tion disclosure; thus, insider dealing actually improves information flow 
to the market (Bainbridge 2008).

While the arguments against the absolute prohibition are strong in 
certain respects and refuse to go away, it is clear that the arguments in 
favour of prohibition are stronger and have prevailed. From a shaky start 
the prohibition of insider dealing has developed through a proactive 
securities regulator and a general willingness of the US courts. From ini-
tial doubts as to whether the Securities and Exchange Act 1934 prohibited 
insider dealing, the US courts through a series of cases from SEC v 
Capital Gains Research Bureau, Re Cady Roberts, through Texas Gulf 
Sulphur and on to Chiarella and Carpenter, and subsequently Dirks and 
O’Hagan supported by the Securities and Exchange Commission ensured 
that the prohibition is clearly articulated to market participants in the 
United States (Sifuna 2012).

The fierce debate in this area suggests that, at least in cases of insider 
dealing, the risks to the financial sector are exaggerated and that allowing 
the use of information by insiders in advance of disclosure will provide an 
efficient method of disseminating such information to market partici-
pants. This, however, fails to get round the argument that trading on 
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restricted information is at its base unfair and is morally unacceptable 
(McVea 1995), that some market participants will be using information 
as a result of privileged positions with regard to the securities in question, 
such as in Texas Gulf Sulphur. A better approach could be to alter disclo-
sure rules to encourage quicker release of price-sensitive information.

A further issue is that Manne’s position can only really apply to pure 
insiders, those that are able to access or acquire the information directly 
through their position within the issuer of the security. Manne’s position 
is arguably correct in respect of the entrepreneurs who generate the price-
sensitive information themselves; however, the argument seems to weaken 
further away from the information originator when the trading takes 
place, and is weakened further when the entrepreneur passes that infor-
mation to outsiders. The argument is eroded completely when that infor-
mation is misappropriated in some way rather than acquired in the usual 
pursuit of their association with the security issuer.

6.5	 �The Criminal Provisions

After decades of piecemeal provisions to deal with insider dealing (see 
Davies 2015a), the legislation dealing with the offence in the UK is now 
contained in Part V of the Criminal Justice Act 1993, which gave effect 
to EU Directive 89/592. In essence the legislation creates three offences 
of insider dealing, punishable with a maximum sentence of seven years 
on indictment, namely an “insider” who deals in price-affected securi-
ties, encouraging another to deal in price-affected securities and an 
offence to disclose inside information to another otherwise than in the 
performance of their employment. The offence is relatively narrow in 
that the prohibition only applies to “insiders” who are in possession of 
“inside information” with the important point that the “inside informa-
tion” has not yet been made public, and that they know that the infor-
mation is inside information and that the information is from an inside 
source. It is arguable that keeping the required components of the offence 
within narrow confines showed a concern regarding the potential scope 
of the offence and a potential worry that an over-officious offence would 
negatively affect trading on the market. Alternatively the narrowness of 
the offence could indicate a worry that insider dealing was “rampant”  
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(Alexander 2013) and a comprehensive offence would catch a lot of 
market participants.

The key elements in respect of market abuse and inside information 
are the information itself, its possession and use. In Spector Photo Group 
NV v Commissie voor het Bank C-45/08 [2010] 2 CMLR 30, 822, 
CJEU the European Court of Justice gave judgement that a person in 
possession of inside information and deals in financial instruments cre-
ates a presumption that they use that information to commit the offence, 
subject to the ability to rebut the presumption (Ashe 2010). As noted 
above, information needs to be “inside information”, meaning that the 
information has particular characteristics that bring it within the offence. 
The information needs to be in relation to particular securities or to a 
particular issuer or issuers of securities, excluding a more general approach. 
In addition, the information has to be specific or precise and has not been 
made public and if it were made public the nature of the information 
would have a significant effect on the price of the relevant securities. This 
is reinforced by the requirement that the information is “price sensitive 
information and the securities are ‘price affected securities’”.

Both the issues of specific and precise and made public are interesting. 
In respect of the former the use of “or” suggests an either/or position to 
be adopted and as such provides the prosecutor with a wider application 
where the inside information is not sufficiently specific, but is precise 
enough to form the offence. Lomnicka (1994) notes that this would 
allow an offence to succeed on the basis that information indicates that 
profits will exceed expectation and yet lacks the specificity of by how 
much, to focus on the latter would have placed too high a burden on the 
offence.

The offence is not committed where the information has been made 
public. The specifics are set out in Section 58 CJA 1993 in some detail 
and as such provide guidance on this issue. Timing is key in the context 
and it is not hard to understand why the offence has suffered some prob-
lems in terms of success when an assessment of this issue is made. To be 
made public, information does not have to be announced in a statement, 
and a better way is to see the information as being available to the public 
or in the public domain, which suggests that the information could be 
buried in a report, even an obscure report on a website of a company, and 
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picked up by a single investor, who on the strength of the reports content 
deals in the securities of the firm. In this respect the legislation does not 
penalise quality of research or quality of the researcher, as long as the 
information is available to everyone by some form of research then the 
offence will not be committed.

6.6	 �The Civil Regime and Market  
Abuse as a Wider Concept

It is clear from the preceding discussion that the criminal offences con-
tained in the CJA 1993 are quite narrow and this resulted in few success-
ful prosecutions (See Davies 2015a). Davies (2008) notes that the 
large-scale use of the criminal provisions “proved impossible” (Ibid.), 
with the criminal standard of proof required to prove the elements of the 
offence overly burdensome for prosecutors.

The answer lay in a new and innovative approach to the issue of the 
misuse of information and more generally in the actions and behaviour 
of market participants, although Davies (2015b) notes that civil actions 
were mooted prior to the enactment of the CJA 1993 and were an option 
open to US authorities for some time (Rider 2010). The action to “fill the 
regulatory gap” (Filby 2004) left by an unsuccessful criminal prosecution 
regime was the introduction of a wholly civil regime based on 
administrative sanctions rather than criminal ones, with a sanction of an 
unlimited fine for a breach of the provisions (Haynes 2007), designed to 
run in parallel and complement the existing criminal regime (Sykes 
1999). The regime was contained in the FSMA 2000, Part VIII, and to 
be administered by the FSA. The new “regime” and the focus on the lan-
guage of market abuse create a wider ambit of activity to be covered than 
the narrow offence of insider dealing, notwithstanding that the first ele-
ment of the market abuse regime is insider dealing. What is clear is that 
the market abuse regime was created to provide the relevant authority a 
high degree of flexibility in respect of dealing with the risks that improper 
use of information and now improper actions of market participants 
could have on the market and wider economy. To achieve this, the  
FSMA 2000 gave significant rule-making powers to the FSA and more 
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significantly reduced the standard of proof to the civil standard for actions 
brought under Part VIII. It is therefore not surprising that the regime has 
attracted much attention described as “novel” (Linklater 2001), “contro-
versial” (Alcock 2002) and a “new witchcraft” (Alcock 2001), at least in 
respect to the civil standard approach; maybe a more accurate description 
in respect of the use of powers in this area is a new alchemy in respect of 
market behaviour, although the idea of civil measures has been around 
for some time (Davies 2015a).

The provisions of the Act set the “outer limits” (Alcock 2002) of the 
regime; however, to support the primary provisions and the standard-setting 
rationale of the regime, the FSMA 2000 requires the relevant authority to 
create and maintain a Code of Market Conduct (MAR), a detailed list of 
rules and guidance that sets out the specifics of the regime, allowing market 
participants to clearly understand the aims and expected outcomes of the 
market abuse regime. The code is not exhaustive but does lay out a wide 
range of guidance in its attempt to set the required standard. MAR is argu-
ably the embodiment of the risk-based approach regulation as it provides 
detailed guidance on what is expected of market participants, placing the 
burden on those individuals and firms to act in an appropriate manner.

The market abuse regime is much more focused on managing the risk 
profile of market abuse as compared to that of insider dealing as a crimi-
nal measure. The elements of the market abuse regime are essentially 
focused on dealing with those issues that present a risk to the integrity 
and proper functioning of the market and for the participants in the 
market (Hayes 2010). The civil market abuse regime concentrates on set-
ting and managing the behaviour of market participants and the markets 
on which they participate (FCA 2008), thus allowing the market abuse 
regime to sit within a civil process, but not without controversy.

The original iteration of the market abuse regime focused on three cat-
egories of abuse (Burger & Davies 2005), namely misuse of information 
(S.118(2)(a)), creating false and misleading impressions (S.118(2)(b)) and 
distorting the market (S.118(c)(c)). It would seem clear that these three 
issues represent the most significant risk profile in respect of behaviour 
that could impact securities and securities markets. Indeed the FSA’s suc-
cessor the FCA specifically notes that they “work to reduce the risks posed 
by the spreading of false information that misleads the market” in addi-
tion to those posed by insider dealing (FCA 2013). The behaviour to 
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which the provisions apply needs to occur in relation to qualifying invest-
ments admitted to trading or requested for admission to trade on a pre-
scribed market, with a very wide interpretation to this provision given by 
the Financial Services and Markets Tribunal in Jabre v FSA [2006] FSMT 
035, where trades made on the Tokyo Stock Exchange were still held to 
amount to market abuse, focusing on the behaviour of Jabre (Alexander 
2013), again proving the standard-setting nature of the legislation.

To support the application of the provisions, the market abuse regime 
introduced the regular user approach to assessing whether the behaviour 
amounted to market abuse so that the behaviour in question had to fall 
below the standards expected of a “regular user of that market who is 
aware of the behaviour as a failure on the part of the person or persons 
concerned observe the standard behaviour reasonably expected of a per-
son in his or their position in relation to the market” (S.118 (1)(c)) (Swan 
2004). The regular user test set a hypothetical and objective test based on 
the hypothetical market participant, a sophisticated version man on the 
Clapham Omnibus, against which the relevant authority and market par-
ticipants can judge behaviour.

It is worth noting at this point that the language of the market abuse 
regime attempts to deliberately avoid connotations with criminal activity. 
The word behaviour is used to describe activity in contrast to the word 
“offence”; however, it is arguable that this is merely a matter of semantics 
as ultimately in at least one case the behaviour that is under scrutiny is 
insider dealing, which exists on both sides of the criminal/civil market 
abuse divide.

In 2005 the three original behaviours became seven (Conceicao 2006) 
by virtue of entering into force on 1 July 2005 of the Market Abuse 
Directive (MAD) given effect by the FSMA 2000 (Market Abuse) 
Regulations 2005 (SI2005/381). The broad elements of the original three 
forms of behaviour, misuse of information, false and misleading impres-
sions and market distortion, are still identifiable; however, MAD outlines 
some specific issues in its recitals.

Under the banner of misuse of information the first of the behaviours 
caught by the regime is insider dealing and improper disclosure. The for-
mer catches an “insider” who deals, or attempts to deal, on the basis of 
inside information (Section 118(2)) with the latter catching the insider 
who discloses information to another person without some form of 
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permission (Section 118(3)). These provisions closely mirror the criminal 
provisions contained in the CJA 1993, but are broader in their overall 
remit.

The third behaviour (Section 118(4)) that was covered by the market 
abuse regime was relevant information not generally available (RINGA). 
This was an interesting provision as it is not one provided for by MAD 
and was one of the provisions retained by UK authorities when MAD was 
implemented. The provision goes further than the Directive requires and 
potentially catches a wider range of activity, referring to relevant informa-
tion not generally available; this suggests that unlike the first two provi-
sions the information need not be precise or have a significant effect on 
the price of a security, and it only needs to be relevant to the investor to 
form the offence; however, this is subject to the proviso that it is only 
usable where the MAD equivalents do not apply and is subject to the 
regular user test. This provision is termed super-equivalent and has been 
subject to a sunset clause originally to end on 30 June 2008 but has been 
extended on a number of occasions (see Sheikh 2008); however, the provi-
sion was repealed by statutory instrument effective on 31 December 2014.

It is arguable that the repeal of the provision weakens the available 
tools in respect of the misuse of information and increases the risk of 
abusive practices from slipping through the net. At the time the FSA 
noted that the retention of the RINGA provision gave the UK a flexible 
approach and “enabled action to be taken in relation to behaviour based 
on information which would be taken into account by investors but is 
not sufficiently precise to be inside information” (FSA 2004), and that 
this flexibility is now lost.

In common with the criminal provision under CJA 1993 the definition 
of inside information is key, needing to be information that is of a precise 
nature not generally available, relates to one or more issuers of qualifying 
investments or investments, and would, if generally available, be likely to 
have a significant effect on the price of those qualifying investments 
(S.118C FSMA 2000). The regulators’ approach to this element was 
unsuccessfully challenged in Massey v Financial Services Authority [2011] 
UKUT 49 TCC, where Massey questioned whether the behaviour he was 
accused of had a significant effect on the price of a qualifying investment, 
and even though the Tribunal struggled with the interpretation of the stat-
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ute in places, particularly in relation to the issue of precision, it still found 
that the information was “of a kind which a reasonable investor would be 
likely to use as part of the basis of his investment decisions” (Para 41), and 
therefore, Massey dealt on the basis of inside information (Para 42). It 
would seem clear from the Tribunal’s decision that the legislation, while 
not perfect, is being applied in a manner that broadly supports the stan-
dard-setting and integrity maintenance aims of the promoter’s intentions, 
although the decision in Massey is not universally popular (Davies 2015b).

The next behaviour classification caught by the regime moves away 
from the misuse of information elements and focuses on manipulating 
behaviour so as to give a false and misleading impression. The first deals 
with manipulating transactions (Section 118(5)) that give a false or mis-
leading impression as to supply or demand of investments and the second 
deals with the use of manipulating devices (Section 118(6)) such as the 
employment of fictitious devices designed to deceive, for example giving 
false and misleading information following the purchase of shares with a 
view to increasing the value of those shares, thus giving a false impression 
to other investors regarding the true value of the shares.

The next behaviour caught by the regime is improper dissemination 
where false or misleading impressions (Section 118(7)) are presented 
regarding a security or issuer of security in the full knowledge that the 
information is false.

The final behaviour is the second of the super-equivalent measures 
retained from the Pre MAD market abuse regime making a breach to give 
false and misleading impressions of either the supply or demand of secu-
rities or behaviour that distorts the market in securities (Section 118(8)). 
This measure is subject to a sunset clause, which was to trigger on 30 June 
2008 but has been extended on a number of occasions; it will now cease 
to operate when the Market Abuse Regulation enters into force on 6 July 
2016. Like the now repealed super-equivalent provision in relation to 
RINGA, this measure utilises the regular user test to assess whether mar-
ket abuse has been committed.

An interesting element of the civil market abuse regime is that the pro-
vision makes the definition of using and possessing inside information a 
subjective (Horan 2011) exercise and that no intent on the market partici-
pant is required unlike the obvious requirement for the criminal offence of 
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insider trading, suggesting that market abuse could be committed negli-
gently, this being the case to ensure the focus is on the integrity of the 
markets (Ibid.). A challenge on this issue was dismissed by the Court of 
Appeal in Winterflood Securities v The Financial Services Authority 
[2010] EWCA Civ 423, and follows the line of argument posited during 
the FSMA 2000 transit through Parliament where the Law Society’s con-
cerns about the severity of outcomes as a result of no mental element but 
answered with reassurances that the proposal was not to prosecute persons 
for accidental breaches of the regime, emphasising that the rationale 
behind the measure is to set standards and not to make judgement on the 
“moral culpability of individual players in the market” (JCFSM 1999: 
Para 265), emphasising that “markets can be affected by the effects of a 
player’s conduct even if this is not the players intention” (ibid.).

It is worth noting as a discussion point here the decision of Massey v 
Financial Services Authority where the Upper Tribunal struggled with the 
interpretation of the statute, and where it would seem that there is debate 
regarding the intention of Massey in committing market abuse.

6.7	 �The Difficulties of the Civil Regime

Just by calling something civil does not necessarily make it civil in nature, 
and this difficulty has proved problematic for the market abuse regime 
from the start, prompting Rider (2010) to call the introduction of the 
civil regime “half baked” and its implementation a “compromise”. The 
rationale for the regime was to provide a workable alternative to the crim-
inal regime, which was facing significant challenges in proving the ele-
ments of the crime to the criminal standard. A move to a civil standard 
will allow the regulatory authorities much more flexibility in cleaning up 
securities markets, setting higher standards and avoiding the types of 
scandals that emerged under predecessor legislation. However, the move 
to a lower standard of proof is replete with controversy, especially as the 
first of the civil offences is insider dealing.

The argument revolves around whether the bringing of an action in 
respect of insider dealing within Part VIII FSMA 2000 is the equivalent 
of bringing a new criminal charge. If this is the case then the defendants 
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will be able to avail themselves of the protections afforded under Article 
6 of the European Convention on Human Rights (ECHR) as incorpo-
rated in the Human Rights Act 1998 (HRA98), which at its heart pro-
vides that anyone charged with a criminal offence has the right to a fair 
trial and due process of law. There is little difficulty with Article 6(1) 
ECHR which is clearly engaged; however, more difficulty is inherent 
with Articles 6(2) and 6(3).

This issue has caused considerable uncertainty in the application of the 
regime and continues to prove the greatest challenge, as it does for sibling 
legislation in respect of confiscation of criminally obtained assets. The 
primary challenge to this point came in the case of R (On the application 
of Fleurose) v Securities and Futures Authority [2001] EWCA Civ 2015, 
where the Court of Appeal dismissed a claim by Fleurose for judicial 
review of the decision of the disciplinary appeal tribunal of the forerun-
ner of the FSA in respect of securities markets, the Securities and Futures 
Authority, holding that the proceedings had not involved the determina-
tion of a criminal charge and that proceedings against him were not 
unfair. The case affirms that the process under Part VIII is civil in nature 
and that the civil standard of proof is to be applied. A problem, however, 
emerged from the application of that civil standard in the Financial 
Services and Markets Tribunal, which seemed to struggle with how to 
actually apply the standard to specific market abuse cases (Alcock 2007).

In the Tribunal decisions in Davidson and Tatham and particularly in 
Parker the tribunal seemed to lay down a sliding scale standard of proof, 
concluding that while there is a single standard of proof, the balance of 
probabilities, it is flexible in its application so that where the more serious 
the alleged market abuse is the “stronger must be the evidence before we 
should find the allegation proven on the balance of probabilities” 
(Davidson and Tatham) with the Tribunal in Parker noting that “it is dif-
ficult to draw a meaningful distinction between the standard we must 
apply and the criminal standard” (Parker). This confusion in application 
creates a significant challenge for the regulator in that a simple interpreta-
tion of the two cases brings the conclusion that, depending on the sever-
ity of the alleged market abuse, the prosecuting authority may need to 
effectively prove to a criminal standard that the offence has been commit-
ted, notwithstanding that the allegation is brought under the Part VIII 
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provisions. If the civil market abuse regime was intended to act as a gap 
filler to complement a failing criminal regime, then the tribunal’s deci-
sions put significant restrictions on the regime to achieve its goals.

The issue of the standard of proof has now been resolved in the Upper 
Tribunal decision of Hannam v The Financial Conduct Authority [2014] 
UKUT 0233 (TCC), which reviewed the authorities on this issue includ-
ing the House of Lords decisions in Re B [2009] 1 AC 11. In light of 
these authorities the Upper Tribunal concluded that “the approach which 
allowed for a ‘sliding scale’ in the civil standard, by which it varied accord-
ing to the seriousness of what has to be proved, has been exposed as a 
heresy” (Para 153). The decision of the Upper Tribunal, citing binding 
authority, is a significant victory for the prosecuting authority. The deci-
sion in Hannam arguably resets the requirements placed on the FCA to a 
much more manageable limit, thus allowing the authority to implement 
the regime as intended, and the standard is the civil standard on the bal-
ance of probabilities.

6.8	 �The Market Abuse Regulation and MAD II

That European Union legislators are convinced that market abuse remains 
a significant risk to markets is evidenced by the upcoming legislative 
changes, and reflects the evolving nature of securities trading (Baber 
2013), and shows a determination of the Commission to get tough on 
market abuse (European Commission 2011) and by framing the reforms 
with a Regulation shows a commitment to ensure European-wide har-
monisation of anti-abusive practices. This Market Abuse Regulation along 
with other reforms (MiFID II, MiFIR and EMIR) evidence the concern 
that market abuse poses risks to the efficient running of the markets across 
the European Union and to ensure against regulatory arbitrage creeping 
in. The Market Abuse Regulation will come into force on 6 July 2016 
across the member states of the European Union and will widen the scope 
of the market abuse regime to new trading platforms that had developed 
since the original directive. It is interesting that the original draft of the 
regulation contained a proposal that was very similar to the RINGA 
provisions contained in the pre-MAD UK regime, in which the necessity 
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of precision was significantly watered down; however, this did not make it 
through to the final version, ultimately narrowing the scope of the regime, 
but at the same time providing some greater levels of certainty.

In addition to the regulation the Commission has brought forward a 
second MAD implementing a range of criminal sanctions alongside the 
civil regime of the 2005 Directive; however, the UK government has 
taken the option to opt out of MAD II, more accurately termed Criminal 
Sanctions MAD, presumably on the basis that the UK already has a 
mature criminal sanctions regime in respect of market abuse.

6.9	 �Market Abuse Outside the CJA1993 
and Part VIII FSMA 2000

As noted above, market abuse is an umbrella term for activity that covers 
a broad range of behaviour that is considered to pose risk to the efficient 
operation and integrity of securities markets. Prior to the enactment of 
the FSMA 2000 provisions the concept of a wider approach to market 
abuse existed beyond the scope of the insider dealing provisions within 
the CJA1993. It was an offence under Section 47 of the Financial Services 
Act 1986 to make misleading statements or give misleading impressions 
in order to induce others to deal in investments. This section clearly deals 
with a more general market abuse than insider dealing and looks much 
more into the general integrity of investments, and is clearly designed to 
tackle the same issues as the contemporary market abuse provisions, 
namely to protect market integrity (Barnett 1996). The section was rep-
licated in the FSMA 2000 Section 397 to run parallel with the civil 
regime contained in Part VIII with sporadic use following enactment 
(Callaghan and Ullah 2013), and is now contained in Sections 89–90 of 
the Financial Services Act 2012.

The LIBOR manipulation scandal arguably placed the market abuse 
regime in the spotlight, and it is surprising that manipulation of a bench-
mark interest rate was not included either in the Section 397 offence or 
within the civil market abuse regime; presumably the prospect of manip-
ulating such a fundamental (Callaghan and Ullah 2013) benchmark was 
not thought to be a risk factor during the debate and drafting of the 
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original provisions or following updates, but was dealt with as a breach of 
principles. The Wheatley Review (Wheatley 2012) into the LIBOR scan-
dal identified a number of failings and presented recommendations to 
avoid repetition. On the sanctions side of the LIBOR scandal the lacuna 
presented by the lack of criminal or civil offences available against indi-
viduals was corrected by the addition of a criminal offence to manipulate 
a benchmark contrary to Section 91 of the Financial Services Act 2012, 
and while this was originally to apply only to the LIBOR benchmark, it 
has been subsequently expanded to cover a wider range of benchmarks 
(Anon 2015). This is in addition to the use of the common law conspiracy 
to defraud offence, which has been the only avenue of sanction against 
individuals in respect of LIBOR manipulation (Telegraph 2015).

6.10	 �Getting Tough

The global financial crisis has resulted in a refocus (Anon 2011) of the 
regulatory approach to financial services and financial markets. Adair 
Turner as Chairman of the FSA noted an “end to light touch regulation” 
(Turner 2009), and while the cross-hairs of this statement were aimed at 
the regulation of banks, the scope of the new regulatory engagement 
extended to the wider financial services sector. During the period since 
the enactment of the FSMA 2000 the focus had been on using the civil 
regime to clean up the markets, using the range of enforcement mecha-
nisms to deal with abusive practices. Following the emergence of the 
banking crisis the FSA turned to its criminal prosecutorial powers increas-
ingly to meet its financial crime objective and this has been continued by 
the FCA in meeting its integrity objective. In R v McQuoid [2009] 
EWCA Crim 1301 the FSA secured its first conviction under the CJA 
1993 and since then the FSA and FCA between them have secured a 
further 26 convictions, the latest on 15 March 2016, with a number of 
further prosecutions yet to be tried (FCA 2016). Arguably the switch 
back to the criminal process is based on three primary assertions, firstly 
the whole regulatory process for financial services was stung by the 
breadth of the global financial crisis, and the public clamour to reign in 
the excesses of the financial services sector, in particular criticisms of the 
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FSA’s approach (Haines 2008; Bosworth-Davies 2013). Secondly, the 
emergence of technology in the securities trading industry exploded in 
the latter part of the 1990s and into the twenty-first century. The use of 
electronic means of exchange and algorithmic trading has arguably made 
the task of the enforcement authority easier to track trades and then fol-
low them back into the hands of the trader. The explosion in trading 
technology has made it harder for insiders to remain inside. Finally, it is 
arguable that the application of the sliding scale of proof resulting from 
decision in the Financial Services and Markets Tribunal forced the FSA 
and now FCA into using the criminal process on the basis that if they are 
going to have to prove guilt to a criminal standard they may as well try 
and get the criminal sanction as well. The rejection of the sliding scale in 
Hannam may now see the options open to the regulator widen in the 
future.

6.11	 �Conclusion

The subject of market abuse has generated much debate since the FSMA 
2000 came into force. The creation of a civil regime to complement the 
existing criminal regime has added several layers of flexibility to the 
armoury of regulators in dealing with the risks posed by market abuse. 
The real issue is how that flexibility is applied in practice. The headline 
offence remains insider dealing supported by the other market abuse 
offences within Part VIII FSMA 2000 and the other offences both within 
the FSMA 2000 and within other Acts, such as The Financial Services 
Act 2012, The Fraud Act 2006 and the Proceeds of Crime Act 2002. 
With respect to insider dealing the application of the offence has seen 
changing priorities affect the way in which the offence is prosecuted from 
a wholly criminal processes until the FSMA 2000 came fully into force, 
followed by an almost wholly civil regime between 2000 and 2009, 
where, partly stung by the global financial crisis, the criminal process has 
again found favour. Hopefully following decisions in the Upper Tribunal 
and Court of Appeal, the regulatory authorities will embrace both pro-
cesses in the future to ensure a flexible approach to the risks posed by 
market abuse so that they are eliminated to the fullest possible extent.
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7
Competition Law and LIBOR in Three 

Jurisdictions: The United States 
of America, the United Kingdom 

and the European Union

Richard Ball

The London Interbank Offered Rate, better known as LIBOR, has rid-
den turbulent times over the last decade. Major banks, either through the 
collusion of individual traders operating on a discrete basis or on the 
instructions from more senior personnel, but always trading across 
national borders and on a global level, fixed the rate for at least four 
years.1 This resultant rigged market worked to limit competition and led 
to massive profits for the banks and individual traders. Furthermore, it 
enabled banks to be insulated from the shocks of the market during the 
financial crisis of 2007–2008 and the consequences of that crisis.

The USA and UK are currently the largest and most important financial 
markets in the world, markets where most of the LIBOR manipulation 
took place, with the EU setting competition law standards for the European 
region. Therefore, this chapter will investigate this market manipulation 
through the lens of competition law, and specifically price fixing, from the 
perspective of the three jurisdictions of the USA, the EU, and the UK. Part 1 
will describe the LIBOR system and the manipulation that took place 
before Part 2 details the competition law requirements for each jurisdiction 
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for enforcements at the public level, both civil and criminal, and at the 
private level. Part 3 will document the competition actions in the three 
jurisdictions that have taken place so far. Finally in Part 4, the effectiveness 
of these actions will be examined, identifying problems and solutions for 
competition regulation of banking practices and questioning the current 
philosophical basis for competition regulation in general.

7.1	 �LIBOR and Manipulation

The London Interbank Offered Rate (LIBOR) was established in 1986 
when the British Bankers’ Association (BBA), the UK’s trade association 
of banks, recognised that banks were trading with each other in many 
new financial instruments without any reference rate against which these 
trades could be assessed. It was considered that in a market of floating 
interest rates, the underlying principle of which was to allow the market 
to determine the borrowing costs,2 a benchmark rate would allow banks 
to trade with one another with relative market certainty thereby ensuring 
the stability of the global interbank trading system. LIBOR is the bench-
mark interest rate as determined in London, which over time became the 
average market rate, against which the largest and ostensibly safest banks 
in the world can borrow from, or lend to, each other on the global mar-
ket. This London interbank market has enabled banks in need of cash to 
obtain US Dollar deposits (known as Eurodollar deposits) either over-
night or for fixed terms from banks with excess cash. Consequently 
LIBOR, over time, came to be utilised by major banks as a tool to enable 
large corporate loans to be referenced to a collective interest rate objec-
tively accepted by multiple banks and parties in such deals. These LIBOR-
based interest rates were incorporated into financial contracts, the value 
of which grew significantly until LIBOR was eventually given the dubi-
ous epithet as the “world’s most important number”.3

At the time of the LIBOR scandal, the rate was constructed under the 
umbrella and ownership of the BBA, though it was Thomson Reuters who 
gathered the information, calculated the rate and published it. During the 
scandal time period, each day LIBOR was set for 15 maturities in 10 differ-
ent currencies. Banks were selected by the BBA to make up panels of banks 
for each currency (known as Contributor Banks), on the basis of the scale 
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of market activity, credit rating and perceived expertise in the currency con-
cerned. Purported rules for the conduct of LIBOR and Contributor Banks 
were published by the BBA,4 to which Contributor banks had to agree in 
order to remain on the LIBOR panels. Each Contributor Bank had to sub-
mit its contribution by answering the question, “At what rate could you 
borrow funds, were you to do so by asking for and then accepting inter-
bank offers in a reasonable market size just prior to 11 am?” and without 
reference to rates contributed by other Contributor Banks, determined by 
the Contributor Bank’s staff primarily responsible for management of that 
bank’s cash rather than its derivative trading book, without reference to the 
pricing of any derivative financial instrument, and that represented the rates 
it could borrow unsecured inter-bank funds in the London money market.5 
These rates were tabulated, the top and bottom sections (normally between 
the top and bottom 15–25%) excluded and the remaining figures averaged 
to create a mean rate published as the LIBOR fixing at about 1130 each day.

Regulation of the LIBOR setting process by the BBA and Thompson 
Reuters was highly limited. As a consequence LIBOR manipulation could 
be instigated by one of two different levels of market players, for two dif-
ferent purposes. The first market player was at the trader level, where indi-
vidual traders could collude with other traders for Contributor Banks to 
submit rates conducive to the individual traders stock and trade portfolios 
(known as “trader manipulation”6). The purpose here was to fix prices with 
the sole motivation of profit by seeking to benefit the bank’s trading posi-
tions. When the bank was operating alone to manipulate LIBOR then the 
bank and traders involved benefitted materially by this misconduct at the 
expense of other traders, banks and market participants. Where the bank 
colluded with other market operators, profit was maximised at the expense 
of those banks and traders that were not a party to this collusion.

The second market player was at more senior management level, where 
instructions were given to traders to submit artificially lower LIBOR sub-
missions (known as “lowballing”7). The purpose here was to fix prices in 
order to increase market confidence in the banks and thus either sustain 
or increase profits. Liquidity of banks was a central concern during the 
2007–2008 financial crisis and it was considered that if a bank over a 
period of time submitted higher than average assessments for LIBOR 
then this indicated an issue with liquidity and an inability to raise funds. 
This would then be reported in the media, undermining confidence in 

7  Competition Law and LIBOR in Three Jurisdictions: The United... 



166 

the bank and its trading position on the market, and thereby reducing 
bank profits. A further problem could occur if it became clear that some 
Contributor Banks were submitting higher than expected rates for 
LIBOR, thereby leading to claims that these banks were afraid to lend to 
one another, reducing confidence in those banks and diminishing profits. 
Therefore manipulation of submission rates, and consequently LIBOR 
itself, through collusion between banks would again fix prices at the 
expense of other market operators.

7.2	 �Competition Law Provisions and Regimes 
of the United States of America, the 
European Union and the United Kingdom

Competition law is a relatively simple concept,8 although the policy that 
underpins it is more complex and vague. In a perfectly competitive mar-
ket, there are a large number of buyers and sellers with perfect informa-
tion, producing homogenous goods and services, and with no barriers to 
entry or exit to or from the market.9 The market under perfect competi-
tion provides optimum allocative and productive efficiency,10 with con-
sumer welfare maximised, a measure aimed specifically at the limited 
group classified as consumers rather than the wider society in general.

Unfortunately perfect competition and the resultant perfect market 
are for the most part illusions, never to occur in the real world. The 
assumptions are theoretical and unlikely to be replicated practically,11 
where human intervention and behaviour can lead to distortions in com-
petitive conditions leading to market failure and imbalance, and subse-
quently concerns over fairness and harm to consumer welfare. It is at this 
point of failure of the market that the law steps in. The result of leaving 
the market to function devoid of legal and regulatory control is clearly 
demonstrated by the “Robber Barons”12 of the nineteenth century that 
led to the adoption of the Sherman Act in the US.

There are three possibilities for the law to regulate competition through 
legal regimes and enforcement: civil public; criminal public; and, civil 
private.

  R. Ball



  167

7.2.1	 �The United States of America

7.2.1.1  �Civil Public Enforcement

In the USA the principal legislative instrument dealing with price-fixing 
is Section 1 of the Sherman Act 1890, which states, “Every contract, 
combination in the form of trust or otherwise, or conspiracy, in restraint 
of trade or commerce among the several States, or with foreign nations, 
is declared to be illegal.” To establish infringement four elements must be 
proved: an agreement, between separate parties, an unreasonable restraint 
of trade, and that operates inter rather than intrastate. The Antitrust 
Division of the Department of Justice (DoJ (AD)) has exclusive jurisdic-
tion to enforce Section 1 of the Sherman Act, although the Federal Trade 
Commission (FTC) can investigate non-hard core cartel violations under 
Section 5 of the FTC Act 1914.13

The most important element of any Section 1 infringement is the 
establishment of an agreement.14 This can be formed either horizontally, 
between competitors or vertically, between companies operating on dif-
ferent levels of economic activity. At the horizontal level, it must be estab-
lished that there was a meeting of minds between the parties,15 which can 
be proved by either primary, direct proof or secondary evidence, made up 
primarily of circumstantial evidence from which an agreement can be 
inferred.

The second element comes into play when a corporate entity trades 
with a subsidiary. If that subsidiary is whole owned by the corporation, 
then there is not enough separation between the two entities for there to 
be meaningful trade on which Section 1 can bite, and so the parent and 
subsidiary companies are a single enterprise.16 However, the Supreme 
Court in Copperweld left open the situation where the subsidiary was less 
than wholly owned by the parent company. As such the legal position of 
parent and subsidiary remains ambiguous, not helped by equivocal 
Supreme Court judgments on the matter.17

The unreasonable restraint of trade requirement has been split up into 
two possible categories by the courts—agreements deemed per se illegal 
and agreements considered to be unreasonable after examination under 
the rule of reason principle. It is enough for present purposes to state that 
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horizontal price fixing is the classic per se Section 1 violation,18 which 
requires no further investigation once proven.

Finally, the need for intrastate violation requires the Sherman Act, like 
all federal statutes, to comply with the Commerce Clause of the US 
Constitution.19 Section 1 does so explicitly but also provides for an inter-
national dimension by including agreements that restrain trade with for-
eign nations.

7.2.1.2  �Criminal Public Enforcement

The latest updated version of Section 1 of the Sherman Act 1890 contin-
ues with, “Every person who shall make any contract or engage in any 
combination or conspiracy hereby declared to be illegal shall be deemed 
guilty of a felony, and, on conviction thereof, shall be punished by fine 
not exceeding US$100,000,000 if a corporation, or, if any other person, 
US$1,000,000, or by imprisonment not exceeding 10 years, or by both 
said punishments, in the discretion of the court.” The DoJ(AD) has 
exclusive authority for criminal enforcement at the federal level.

The effect of Section 1 is that all abuses of the antitrust laws are crimi-
nal violations. However, in practice, the DoJ only instigates criminal 
action against hard-core cartels, which includes price-fixing, and will pri-
oritise criminal enforcement for these activities over civil enforcement.20

In September 2015, the Deputy Attorney General, Sally Quillian 
Yates, sent a memorandum21 to all DoJ attorneys instigating a DoJ initia-
tive to hold individuals responsible for corporate misdeeds, both criminal 
and civil. Although it was suggested that this was a new initiative, it actu-
ally simply reinforced previous policy, and this was emphasised by Deputy 
Assistant Attorney General Brent Snyder of the Antitrust Division in a 
conference speech at Yale School of Management in February 2016.22

7.2.1.3  �Civil Private Enforcement

The third strand of antitrust enforcement is that by private litigants. 
Section 4 of the Clayton Act 1914 allows the recovery of damages by “any 
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person injured in his business or property by reason of anything forbid-
den in the antitrust laws,” with a successful litigant being able to claim 
three times the damage (treble damages) and costs. Section 4A enables 
the US to act as a private litigant and to also claim treble damages. To 
prove a claim, the claimant must establish both constitutional and anti-
trust standing. For the former, a mere showing of harm will establish the 
necessary injury. The latter, however, is more complex.

Two strands must be proven for antitrust standing. The first is an 
infringement of the antitrust laws, which follows the principles above 
(antitrust violation). The second is the actual establishment of antitrust 
standing. This antitrust standing itself contains two requirements: that 
the claimant suffered a special type of antitrust injury; and, the claimant 
is a suitable candidate to pursue the alleged antitrust violations and thus 
is an ‘efficient enforcer’ of the antitrust laws.23 In Brunswick Corp. v. 
Pueblo Bowl-O-Mat, Inc.,24 the Supreme Court held that for the claimant 
to prove an antitrust injury then it must be an “injury of the type the 
antitrust laws were intended to prevent”25 and that the antitrust laws were 
designed to protect competition rather than competitors. As such this 
question is one of causation26 in which the claimant must prove the par-
ticular injury was caused by the proven anti-competitive activity of the 
defendant. In Illinois Brick Co. v. Illinois,27 the Supreme Court identified 
a number of factors when considering this issue including inter alia: the 
causal connection between the alleged antitrust violation and the plain-
tiff’s harm; the defendant’s motive; the nature of the alleged injury; and, 
“the directness or indirectness of the asserted injury.” For the efficient 
enforcer, a number of factors are taken into account: the directness or 
remoteness of the violation and cause of injury; the identifiable other 
class of persons whose self-interest would normally lead them to sue for 
the violation; the speculative nature of the injury; and, the possibility to 
identify further claimants who could recover duplicate damages and the 
difficulty in apportioning damages to actual and potential victims.

A party suffering an antitrust injury as the result of an antitrust 
infringement that is a per se violation, such as price-fixing, would be 
highly likely to satisfy the necessary elements to establish liability.
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7.2.2	 �The European Union

7.2.2.1  �Civil Public Enforcement

The EU equivalent to Section 1 of the Sherman Act is Article 101(1) 
TFEU. This holds that “The following shall be prohibited as incompati-
ble with the internal market: all agreements between undertakings, deci-
sions by associations of undertakings and concerted practices which may 
affect trade between Member States and which have as their object or 
effect the prevention, restriction or distortion of competition within the 
internal market, and in particular those which: (a) directly or indirectly 
fix purchase or selling prices or any other trading conditions…”. To 
establish infringement there are three elements: an agreement between 
undertakings, decisions by associations of undertakings or a concerted 
practice; the impact of which affects trade between Member States; and, 
has the object or effect to prevent, restrict or distort competition within 
the internal market. The Directorate-General for Competition of the 
European Commission is responsible for investigation and enforcement 
of the competition law provisions.28 Any agreements or decisions found 
to infringe Article 101(1) TFEU are automatically void.29

The first, and most important, element is the requirement for an agree-
ment, a decision of an association of undertakings or a concerted prac-
tice. For an agreement, there must be “the existence of a concurrence of 
wills between at least two parties, the form in which it is manifested being 
unimportant so long as it constitutes the faithful expression of the parties’ 
intention”.30 As with the situation in the US, agreements can be either 
horizontal or vertical with the Court of Justice of the European Union 
(CJEU) holding that the standard of proof, as set out above, is applicable 
to both.31 If a cartel is coordinated through decisions of a trade agreement 
then these can also come within the scope of Article 101(1) TFEU in so 
far as their own activities or those of the undertakings affiliated to them 
are calculated to produce the results which the association aims to sup-
press.32 The third situation that comes within the scope of Article 101(1) 
TFEU is that of concerted practices. The aim of the term “concerted 
practices” is to extend the prohibition of Article 101(1) TFEU to “a form 
of coordination between undertakings which, without having reached 
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the stage where an agreement properly so-called has been concluded, 
knowingly substitutes practical cooperation between them for the risks of 
competition”.33 The CJEU further developed this so that Article 101(1) 
TFEU strictly prohibits “any direct or indirect contact between such 
operators, the object or effect whereof is either to influence the conduct 
on the market of an actual or potential competitor or to disclose to such 
a competitor the course of conduct which they themselves have decided 
to adopt or contemplate adopting on the market.”34

The second element requires inter-Member State trade, which defines 
“the boundary between the areas respectively covered by [EU] law and 
the law of the Member States”.35 With the introduction of Regulation 
1/2003,36 the “Europeanisation” of most Member States’ competition 
laws and the introduction of the European Competition Network37 this 
delineation takes on greater importance with the Commission issuing 
“Guidelines on inter-State trade.”38

The third and final element requires there to be an object or effect of 
preventing, restricting or distorting competition. As the CJEU has made 
clear, this is to be read disjunctively rather than conjunctively.39 Article 
101(1) TFEU provides a non-exhaustive list of examples of hard-core car-
tels, one of which is price-fixing. This effectively means that price fixing is 
a per se violation and the Article 101(3) TFEU defence would not apply.

7.2.2.2  �Criminal Public Enforcement

Competences of the European Union are outlined in Title I, TFEU and do 
not include criminal enforcement of EU laws. Therefore the Commission 
has no powers to bring a criminal enforcement action against a cartel.

7.2.2.3  �Civil Private Enforcement

As with criminal enforcement, once again there is no option for individu-
als to bring an action for damages in the CJEU or General Court. However, 
the CJEU has given guidance over private actions in national courts for 
the enforcement of rights under the competition laws when the national 
courts are acting as European courts. Indeed as Articles 101 and 102 
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TFEU are directly applicable and thus produce direct effects, any indi-
vidual can bring an action in a domestic court to enforce the right to dam-
ages.40 In Manfredi,41 the CJEU stated that to ensure the total effectiveness 
of Article 101(1) TFEU “any individual can claim compensation for the 
harm suffered where there is a causal relationship between that harm and 
an agreement or practice prohibited under Article [101(1) TFEU]”.42 The 
difficulty though is to determine whom to include as “any individual.” In 
the 2014 Damages Directive43 Article 3 requires Member States to ensure 
that “any natural or legal person who has suffered harm caused by an 
infringement of competition law is able to claim and to obtain full com-
pensation for that harm.” Full compensation must be available for direct 
and indirect purchasers from an infringer,44 although the infringer may 
claim a partial defence of the passing on of overcharge compensation.45 
However, the injured party must still be fully compensated and so this 
provision seeks to regulate compensation levels between multiple parties, 
with full compensation being equated with actual damage and devoid of 
augmentation by “punitive, multiple or other types of damages.”46

7.2.3	 �The United Kingdom

7.2.3.1  �Civil Public Enforcement

The central provisions of the UK’s Competition Act 1998 were designed 
to mirror two central competition laws of the EU, namely Articles 101 
and 102 TFEU.  As such the Chapter I prohibition47 in section 2(1) 
matches the wording of Art 101(1) TFEU albeit applicable just to the UK 
with similar elements to those outlined above for Article 101(1) TFEU. At 
the time of the LIBOR scandal, the UK’s national competition enforce-
ment agency was the Office of Fair Trading (OFT), although this has now 
been replaced by the Competition and Markets Authority (CMA).

7.2.3.2  �Criminal Public Enforcement

In 2002, the UK introduced the Cartel Offence48 into criminal law in 
section 188 of the Enterprise Act 2002, with a maximum sentence of five 
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years imprisonment on indictment.49 For the Cartel Offence to be suc-
cessful, it must be proved that an individual dishonestly agreed, the 
agreement being necessarily reciprocal,50 with one or more other persons 
that undertakings would engage in conduct as specified in the legisla-
tion.51 That conduct includes direct and indirect price-fixing52 but only 
for horizontal agreements,53 with proceedings only able to be conducted 
by the Director of the Serious Fraud Office or the OFT.54

7.2.3.3  �Civil Private Enforcement

The UK has been at the forefront of the drive in the EU to enable indi-
viduals to claim damages for harm caused by infringements of Articles 
101 and 102 TFEU.55 Although the Competition Act 1998 does not 
specifically provide for a right to bring an action to claim damages under 
the Act, there is no doubt that damages are available.56 A claimant can 
either bring a direct standalone action in the High Court, without a pre-
vious anticompetitive finding by the Commission or OFT, or a follow-on 
action where there has already been a decision finding of  competition 
infringement.

For the former, the claimant would have to prove anticompetitive 
infringement. As there is no specific measure enabling a private action, 
the cause of action must be founded in tort, be that breach of statutory 
duty57 or conspiracy,58 and as such the rules of the specific tort must be 
followed. Unfortunately these tortious rules can be restrictive and, 
according to the CJEU in Courage v Crehan,59 procedural rules of a 
domestic tortious action must not be employed to prohibit a party suffer-
ing damages to be able to recover. However, the right to damages is purely 
compensatory with no possibility of restitutionary damages being 
awarded60 where compensatory damages would be sufficient,61 thereby 
prohibiting the possibility of double or treble damages. Indeed as 
Longmore LJ notes, restitutionary damages can be awarded outside of 
the regular categories in exceptional cases but cartels are not exceptional 
as it would be difficult to see how one cartel could be more exceptional 
than another.62 This does not mean that exemplary damages for particu-
larly serious anti-competitive behaviour cannot be awarded,63 so long as 
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no penalty had already been ordered by a public competition authority.64 
These are in addition to compensatory damages and are only awarded if 
the original sum is not adequate to punish the defendant.65

Follow on actions are regulated by section 47A and 47B of the 
Competition Act 1998, with the procedural aspects of such regulation, at 
the time of the LIBOR scandal, set out in Part IV of the Competition 
Appeal Tribunal’s 2003 Rules (CAT Rules).66 Follow on actions can be 
started in the CAT or High Court, with individual action covered by sec-
tion 47A and collective actions through specified consumer bodies on 
behalf of consumers by section 47B.

7.3	 �Competition Law Actions

7.3.1	 �The United States

7.3.1.1  �Civil Public Enforcement

The DoJ has focused on criminal public enforcement rather than civil pub-
lic enforcement, especially over infringement of the Sherman Act. However, 
the Commodity Futures Trading Commission has fined six banks a total of 
US$2605 million and two interdealer brokers a total of US$66.2 million 
for non-antitrust infringements of the Commodity Exchange Act 2006.67

7.3.1.2  �Criminal Public Enforcement

The DoJ has been proactive in enforcing section 1 of the Sherman Act 
against the banks involved in the LIBOR scandal with prosecutions of five 
banks. The DoJ accepted a guilty plea agreement for both Royal Bank of 
Scotland Plc (RBS) and Deutsche Bank AG for one count of wire fraud and 
one count of price fixing, which led to deferred prosecution agreements 
(DPAs) and fines totaling US$15068 and US$77569 million, respectively. 
UBS, Barclays and Rabobank pleaded guilty to one charge of wire fraud and 
in their DPAs were fined US$500,70 US$16071 and US$32572 million, 
respectively. UBS were subsequently found to have violated their DPA and 
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were fined a further US$203 million.73 The total fines against banks for 
LIBOR manipulation now amounts to US$2113 million. Although the ele-
ments of the antitrust action were not tested in court, it can be inferred that 
there was an agreement between banks, their employees or traders operating 
under their instructions, operating as individual corporate entities on the 
international stage by price fixing, that antitrust practice being a per se illegal 
restraint of trade. However, this only applied to RBS and Deutsche Bank.

The DoJ has also been proactive in bringing criminal proceedings 
against individual bank employees and traders, but these are for wire 
fraud rather than for price fixing. The first two Rabobank employees, 
Anthony Allen74 and Anthony Conti,75 were convicted on 5 November 
2015 after a jury trial. After an unsuccessful appeal to the District Court 
on Fifth Amendment grounds,76 they were sentenced to 24 months and 
12 months and a day of imprisonment, respectively in March 2016. They 
have both petitioned the US Court of Appeals for the Second Circuit 
appealing both their conviction and sentence. A further three defendants, 
Paul Robson, Lee Stewart and Takayuki Yagami, pleaded guilty through 
a plea bargain arrangement and await sentencing in June 2017, whilst a 
further two, Tetsuya Motomura and Paul Thompson, await trial.77

7.3.1.3  �Civil Private Enforcement

Unsurprisingly customers of the banks involved in LIBOR manipulation 
and other parties suffering subsequent losses have commenced actions to 
claim damages for antitrust actions. These antitrust claims focused on 
losses through contracts for interest rate swaps that were tied to LIBOR, 
debt securities that paid interest tied to LIBOR (mainly individual pen-
sion accounts), futures contracts where the price paid at the settlement 
date was again fixed to LIBOR, and individuals who purchased or held 
LIBOR-based financial instruments (frequently mortgages where loans 
were overpaid). The first court case came before the Southern District of 
New York District Court in 201278 but Buchwald J did not allow the case 
to progress far. She first correctly identified the need for an antitrust 
injury for there to be antitrust standing,79 but then found that a per se 
violation of section 1 of the Sherman Act would not necessarily establish 
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antitrust injury.80 For that to happen, she claimed, there would need to 
be competition. However, LIBOR itself was a benchmark standard, not 
intended to be competitive and not itself tradable.81 In effect this narrowly 
defined the market where an antitrust injury needed to occur as LIBOR 
was, by its very definition, without a competitor.

Buchwald J went on to find that the claimants could have suffered 
harm under normal conditions of free competition.82 She based this find-
ing on two judgments of the US Supreme Court. The first, Brunswick 
Corp v Pueblo Bowl-O-Mat Inc.,83 involved a bowling equipment com-
pany purchasing failing bowling centres, which rival centres claimed 
caused losses through antitrust injury. The Supreme Court held that even 
if rival bowling centres were injured by the continued operation of the 
failing centres after the takeover, that injury was not by reason of any-
thing forbidden in the antitrust laws. In the second, ARCO,84 the defen-
dant oil company supplied petrol to its own dealers and franchised dealers 
that operated under its name. It conspired with these dealers to imple-
ment a vertical price-fixing scheme, setting below-market prices and forc-
ing many independent discount dealers out of business. The Supreme 
Court found that cutting prices to above cost price would not involve 
anti-competitive activity but was in fact the very essence of competitive 
activity. Only by cutting prices below cost price and therefore engaging 
in predatory pricing would there be a possibility of antitrust injury. These 
cases demonstrated that injury suffered under normal conditions of free 
competition was not antitrust injury.85 In the LIBOR situation, Buchwald 
J found the harm could have occurred under normal conditions of free 
competition because banks acting independently could have rationally 
submitted manipulated LIBOR figures.86 The rationality of these submis-
sions lay in the fact that the LIBOR submission-process was not competi-
tive.87 Therefore collusion would not have allowed them to do anything 
that they could not have done already.88 Indeed Buchwald J found that in 
both Brunswick and ARCO there was more harm to competition than in 
the LIBOR situation.89

This judgment came under sustained criticism from academic and 
judicial sources. Foster90 identified the root of the problem to be Buchwald 
J’s holding that manipulating LIBOR was not a competitive process, 
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which is not a recognised antitrust injury requirement. The authority 
used to support this finding, namely Brunswick and ARCO, were not 
horizontal price-fixing cases, whereas the LIBOR manipulation situation 
was straightforward horizontal price-fixing, with consumers rather than 
competitors suffering harm.91 Indeed as Foster noted,92 the LIBOR sce-
nario is analogous to a situation where competitors with significant mar-
ket power set and manipulate unregulated industry standards. This results 
in harm to competition and harm to consumers, which establishes anti-
trust injury without any need to consider whether the benchmark setting 
constituted a competitive process.

In the same District Court of the Southern District of New York, but 
with different judges, two cases have commented on In re LIBOR. In In 
re FX,93 a number of major banks had colluded to manipulate benchmark 
rates in the foreign exchange markets but this benchmark rate, distin-
guished from In re LIBOR, was not a cooperative endeavour but set by 
transactions in the foreign exchange market.94 Schofield J in an obiter 
dictum went out of her way to disagree with the findings of Buchwald J 
in In re LIBOR, predominantly on the basis of the difficulties with 
Brunswick and ARCO described above.95 In the more recent Alaska 
Electrical Pension Fund, et  al. v Bank of America Corp., et  al.,96 the 
benchmark being manipulated was the US Dollar ISDAfix, a benchmark 
interest rate incorporated into a broad range of financial derivatives. 
Furman J declined to follow In re LIBOR for two reasons.97 The first was 
that although the two situations were similar, in that the ISDAfix was 
formulated in a similar way to LIBOR, the traders in this case also con-
spired to move prices for swaps in the inter-dealer market by acting as a 
trading bloc, so distinguishing the cases. This was the very essence of 
anticompetitive behaviour that the antitrust laws were intended to pre-
vent.98 Second, it was found that a lack of competitive process in a coop-
erative endeavour did not insulate otherwise competing entities from 
antitrust liability to parties harmed by that manipulation. Furman J gave 
four reasons for this. First, the Supreme Court had long held that the 
machinery employed by a combination for price-fixing is immaterial to 
the antitrust laws. Competing entities acting together as part of a coop-
erative endeavour meant that there should be greater scrutiny not less, 
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and was definitely not a basis for absolute immunity from antitrust liabil-
ity.99 Second, the gravity and level of harm alleged was on the basis of a 
horizontal price-fixing conspiracy, the quintessential antitrust injury.100 
Third, courts had long held that collusion in the setting of a benchmark 
rate (or its functional equivalent) that was then used as a component of 
price, resulted in antitrust injury.101 Finally, most antitrust collusions 
involved misrepresentations or deliberate falsehoods and it would be per-
verse to grant such parties immunity from liability merely on the basis of 
taking steps to conceal such activity, as well as engaging in it.102

The rejection of the antitrust claims of In re LIBOR was appealed to 
the Second Circuit of the Federal Courts of Appeal but was itself rejected 
before arguments were heard on the grounds that the case was ongoing 
and a final order had not yet been made.103 The Supreme Court ordered 
the Second Circuit to hear the cases as the rejection of the claims in their 
entirety left the claimants with no recourse of action.104 In May 2016, 
the Second Circuit overturned Buchwald J’s judgment.105 They were 
critical of her approach, finding that she had blurred the necessary pro-
cedural distinction of first determining antitrust violation, before then 
considering antitrust standing, which requires consideration of antitrust 
injury and an efficient enforcer inquiry.106 The court found that horizon-
tal price-fixing constituted a per se antitrust violation with the claimants 
alleging that LIBOR was an inseparable part of the price, and the fixing 
of a component of price violated the antitrust laws.107 Examining anti-
trust injury the court held that a claimant did not need to plead harm to 
competition, or any further inquiry made, as horizontal price fixing was 
per se unlawful.108 This was because of, as the Supreme Court empha-
sised in Socony-Vacuum, horizontal price fixing’s actual or potential 
threat to the economy,109 particularly one based on the free market’s 
interaction between supply and demand.110 Thus a consumer who paid 
a higher price on account of that horizontal price-fixing suffered anti-
trust injury. The case was remanded to the District Court to determine 
the efficient enforcer element of antitrust standing, which had not been 
considered by Buchwald J at first instance, with considerable guidance 
provided.111
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7.3.2	 �The European Union

7.3.2.1  �Civil Public Enforcement

The Commission conducted surprise investigations of banks to com-
mence the investigation into manipulation of the European equivalent to 
LIBOR, the Euro Interbank Offered Rate (EURIBOR) beginning on 18 
October 2011.112 This resulted in full investigations by the Commission 
into the manipulation of Swiss Franc LIBOR (and the market for Swiss 
Franc interest rate derivatives (CHIRDs)) and of Yen LIBOR (and the 
market for Yen interest rate derivatives (YIRDs)), along with the market 
for European interest rate derivatives (EIRDs). Currently, only three 
Decisions have been published.113 The first involved anti-competitive 
activity on Swiss Franc LIBOR (CHF LIBOR) which then impacted on 
the CHIRD market, addressed to RBS and JPMorgan with the latter 
being fined €61.676 million and RBS granted leniency immunity under 
the Leniency Notice114 for total cooperation with the Commission’s inves-
tigation. In the second and third Decisions, Barclays, Deutsche Bank, 
RBS and Société Générale (EIRD cartel) and UBS, RBS, Deutsche Bank, 
Citigroup, JPMorgan and the broker RP Martin (YIRD cartel) were fined 
a combined total of €1.494 billion after agreeing a settlement over the 
operation of two cartels to fix the EURIBOR, Yen LIBOR and Euroyen 
TIBOR (Tokyo interbank offered rate) which then impacted on the mar-
ket for interest rate derivatives where prices were also fixed. The 
Commission continued proceedings against Crédit Agricole, HSBC and 
JPMorgan under the standard, non-settlement, cartel procedure,115 which 
is ongoing. Third RBS, UBS, JP Morgan and Crédit Suisse were fined 
€32.355 million for operating a cartel on bid-ask spreads of CHIRDs116 
but this did not involve any benchmark interest rate manipulation. Finally 
in connection with the YIRD cartel, the broker Icap was fined €14.9 mil-
lion117 but a Decision has yet to be published and Icap has appealed.118

In the benchmark cartels, the Commission established that there were 
agreements or concerted practices between the parties from direct evi-
dence, notably through online chat rooms messages, emails and phone 
contacts. The collusive arrangements constituted an interrelated string of 
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occurrences united by the common objective of the restriction and/or 
distortion of competition that constituted a single and continuous 
infringement of Article 101 TFEU. That common objective meant that 
there was no need to demonstrate the anticompetitive effect of the agree-
ments. As the benchmark interest rates were utilised extensively on the 
international money markets by international banks, brokers and traders 
then the anticompetitive practices were capable of appreciably affecting 
trade between Member States.

7.3.2.2  �Criminal Public and Civil Private Enforcement

Neither of these two options were open to either the Commission or 
private parties at the EU level. It should be noted, however, that the 
Commission’s press releases invited and encouraged private parties to 
bring actions for private redress in their domestic civil courts.

7.3.3	 �The United Kingdom

7.3.3.1  �Civil Public Enforcement

The OFT first became aware of concerns over LIBOR rigging and 
anti-competitive practices in November 2008.119 Indeed both the 
OFT and the Competition Commission expressed their opinion to 
the FSA of possible collusive activity by submitting banks that could 
be harmful to consumers and other banks.120 The OFT was urged not 
to launch an investigation into LIBOR manipulation by the head of 
the FSA as it was felt that the BBA was already improving the process 
of LIBOR setting and an investigation could pose potential risks to 
the stability of the financial markets.121 The result of this is that no UK 
public authorities investigated any manipulation of LIBOR for anti-
competitive practices and even though the FSA and its successor, the 
Financial Conduct Authority (FCA), have penalised banks, traders 
and brokers with significant financial penalties, none of these were 
found in competition law.
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7.3.3.2  �Criminal Public Enforcement

There have been three prosecutions of traders involved in the LIBOR 
scandal. The first was successful with the UBS and Citibank trader sen-
tenced to 14 years for fraud,122 reduced to 11 on appeal.123 In the second, 
six traders were found not guilty of fraud. In the latest case, four Barclays 
traders were given sentences ranging from two years and nine months to 
six and a half years for fraud,124 with a further two traders facing retrial, 
and eventually being acquitted.125 It should be noted that no action was 
brought under the Cartel Offence.

7.3.3.3  �Civil Private Enforcement

Just as in the USA, clients and customers of the banks involved, and third 
parties economically affected by the LIBOR manipulation, sought to 
recover damages in the UK courts. Before the cases began, the claimants 
were already facing some difficulty as any action, unless based upon the 
Commission’s Decisions examined previously, would have to be stand-
alone as the OFT had not conducted a cartel investigation and so they 
would need to prove all the elements of Article 101 TFEU or a Chap. 1 
Prohibition of the Competition Act 1998.

The only case so far to come before the courts is Deutsche Bank v 
Unitech.126 Here Unitech argued that the anticompetitive manipulation 
of LIBOR meant that the contracts for the bank loan of US$150 million 
and interest rate swap of US$11 million should be void as they were cal-
culated on the basis of LIBOR. Before Teare J at first instance and in the 
Court of Appeal, with Longmore LJ delivering the judgment of the court, 
it was held that the agreement was vertical between bank and customer. 
As such although the customer could obtain damages for anticompetitive 
infringement, following Courage v Crehan,127 the contracts could not be 
held void. Indeed misrepresentations as to Deutsche Bank’s submissions 
to LIBOR could not lead to an implied term excluding such LIBOR 
manipulation being read into the contracts, although Teare J appeared to 
be sympathetic to this if dishonesty could be proved. If the contracts had 
been between banks then these would have been horizontal agreements 
and thus capable of being declared void.
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7.4	 �Competition Law’s Impact on LIBOR 
and Post-LIBOR

7.4.1	 �How Effective Was Antitrust Regulation 
of Banking Activity?

In the aftermath of the LIBOR scandal, it was claimed that competition 
law could undergo regulatory scope creep and surpass specific financial 
sector regulation.128 However, it must be questioned how effective com-
petition law has actually been in regard to the LIBOR price-fixing collu-
sion. The UK’s Independent Commission on Banking, established to 
provide recommendations for banking regulation after the 2008 global 
financial crisis, contained a significant section on competition law.129 
However, although recommendations were made to improve supply- and 
demand-side competitiveness in the sector, and to create a primary duty 
of the new FCA to promote effective competition, no mention was made 
of the LIBOR scandal. There is now a primary mandate in the Financial 
Services and Markets Act 2000 (FSMA2000)130 to promote competition, 
such that the FCA must act in a way that is compatible with its strategic 
objective and advances one or more of its three operational objectives. 
The strategic objective is to ensure that the relevant markets operate 
well,131 and the operational objectives are consumer protection, integrity 
and competition.132 The FCA now has a competition duty to discharge 
its general functions in a way, which promotes effective competition in 
the interests of consumers.133 The FCA’s competition duty is empowered 
through the provisions in the FSMA s234I-O,134 though it is notable that 
the cartel offence is not part of its remit.

The result of this in the UK so far has been minimal use of competition 
law against the banks. Despite numerous investigations, identifying dis-
honest behaviour by banks,135 bank traders136 and brokers,137 no competi-
tion law enforcement action has been instigated by the FCA or the 
CMA. This can also be seen on the criminal side, with no prosecution of 
any banks or brokers, and no use of the cartel offence against individuals 
involved in LIBOR manipulation. Furthermore, after the clear and pre-
cise decisions of the European Commission finding horizontal price-
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fixing in the benchmark cartels, UK courts have been reluctant to allow 
private parties to advance their cases.

There are some parallels with the situation in the USA. Although indi-
viduals have been found criminally liable for LIBOR manipulation, the 
prosecutions have been for wire fraud and not antitrust violations. This is 
mirrored in the criminal actions brought against financial institutions, 
with only RBS and Deutsche Bank pleading guilty to a charge of price 
fixing. For private antitrust actions, there are considerable hurdles yet to 
overcome before any actions can claim success.

It may have been that enforcement agencies were communicating 
effectively with one another to ensure that over enforcement was avoided, 
be that within a single, overarching or global jurisdiction as suggested by 
Huizing.138 However, the wholly ineffectual enforcement of competition 
law provisions to police the blatant horizontal price fixing of the LIBOR 
benchmark by financial institutions and their employees cannot be 
explained by this fear of over protection. There must therefore be policy 
reasons for a lack of antitrust action by the competition authorities, with 
the notable exception of the European Commission, and a reluctance to 
allow private antitrust enforcement.

7.4.2	 �Why Was the Cartel Offence Not Used 
in the United Kingdom?

It is clear from the actions of the public regulatory authorities that the US 
criminal enforcement of antitrust is stronger than that in the UK, with 
the EU having no competence in this area. There are a number of reasons 
for this. The first is that section 1 of the Sherman Act is centred on the 
crime of cartel activity, and prosecution is reinforced in such instruments 
as the Yates Memo. This can be compared to the Cartel Offence in the 
UK that was an ‘add on’ to the main competition provisions in the 
Enterprise Act 2002. The second is the length of time of the existence of 
the two criminal competition regimes. The UK’s regime is considerably 
younger than that in the USA and therefore the culture of antitrust crim-
inalisation will need time to take hold. Indeed competition culture is a 
relatively new aspect to enterprise in the UK, beginning with a highly 
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politically controlled regime in the 1950s and only developing into a 
modern and effective system from the start of the twenty-first century.139 
The third is the perceived weakness of the UK’s Cartel Offence. When it 
was introduced, it was necessary to prove that an individual had acted 
with dishonesty, which commentators considered to have introduced a 
moral element into competition law.140 The test for dishonesty was the 
normal criminal two-stage test set out in Ghosh,141 consisting of both an 
objective and subjective standard, both of which were jury questions. 
First was the defendant acting dishonestly according to the standard of 
reasonable and honest people and then, if the answer to the first question 
was in the affirmative, did the defendant realise that what she or he was 
doing was dishonest according to those standards. Unfortunately, since 
the introduction of the Cartel Offence there has only been one successful 
prosecution,142 and one failed prosecution,143 where the prosecution 
offered no evidence due to issues concerning disclosure of evidence. As a 
result, the Cartel Offence was amended, through the Enterprise and 
Regulatory Reform Act 2013, by removing the dishonesty requirement,144 
reducing the scope of the Cartel Offence by outlining circumstances 
when the Cartel Offence would not be applicable,145 and by introducing 
three specific defences.146 The result is a seriously diluted action, which 
has yet to be tested before the courts, but with defences so easily satisfied 
that liability should be easily avoided.147 Indeed in the case of the LIBOR 
manipulation offences, prosecution under the Cartel Offence was not 
even considered. As Michels points out, this is almost certainly the result 
of a lack of both public support, particularly over the moral wrongdoing 
of cartel formation, and political support.148

The difficulties with the UK’s Cartel Offence mean that we must ques-
tion the policy considerations behind it. However, this should not just be 
reserved to the UK, as there appears to have also been significant reluc-
tance in the USA to utilise criminal law to bring the white-collar crime of 
the financial institutions and their employees to account. Indeed the 
question of policy goes further, questioning why the financial institutions 
were not investigated for competition law violations swiftly and with 
zeal. It is further suggested that the very basis for competition law itself 
needs investigating, with an attempt to establish the philosophical under-
pinning of the concept.
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7.4.3	 �What Policy Considerations Led to Limited 
Antitrust LIBOR Regulation?

The policy considerations behind antitrust or competition legislation as 
set out earlier are relatively straightforward149 and indeed Steuer spells 
them out as combatting bullying and ganging up. Underneath that 
though there are, as set out in this chapter, three specific enforcement 
regimes to ensure compliance—civil public, criminal public and civil pri-
vate. It could be argued that each of these enforcement regimes has its 
own set of policy considerations but this ignores the fact that all three are 
directed at serving the public interest, and as Yeong points out,150 compe-
tition law is a form of public law that aims to protect that public interest. 
It is how that public interest is defined that determines the policy consid-
erations. Since the late 1970s, the Chicago School of Economics has 
come to dominate the debate over competition law’s public interest, with 
the sole aim being the protection of consumer welfare as determined 
through a mathematical analysis of the economic data, and the justifica-
tion for consumer welfare being economic efficiency.151 This has resulted 
in a narrow and very strict containment of antitrust focused almost 
entirely on markets and consumers operating in those markets, to the 
exclusion of the wider society. This is most clearly stated by Hovenkamp 
that “antitrust is an economic, not a moral, enterprise.”152 That wider 
society is also affected by antitrust activity, as clearly demonstrated in the 
LIBOR manipulation scenario, but the neoliberal Chicago School 
account does not take this into consideration when investigating anti-
competitive activity. From this perspective, the market is mainly self-
righting and as such the State should intervene only on specific and rare 
occasions.

If consumer welfare was the sole aim of competition law then the com-
petition authorities and financial regulators totally abrogated their 
responsibilities over the LIBOR scandal as consumers were undoubtedly 
damaged by financial institutions’ horizontal price fixing. What interests 
then overruled those of consumer welfare? Two can be identified. The 
first was the interests of the banks as drivers of national economies. 
Following the financial and economic crisis of 2008, it was undoubtedly 

7  Competition Law and LIBOR in Three Jurisdictions: The United... 



186 

in the banks and bankers’ interests to avoid a deep antitrust inquiry and 
subsequent criminal convictions. The lowballing behaviour of the banks 
was certainly influenced by the financial crisis, though the true motiva-
tion may have been personal profit rather than the larger picture of safe-
guarding a bank’s existence. This interest then, although possibly wider 
than consumer welfare as a public interest, appears weak and undermined 
by the financial institutions’ self-interests and trader manipulation. The 
second was the national interest that meant that full prosecution of com-
petition law violations could have significantly impacted on the bank’s 
ability to survive and strive competently in the global market following 
the financial crisis. If this full antitrust prosecution had resulted in the 
collapse of a bank then this could have had significant national and global 
consequences. This appears at first blush to be a valid interest but on 
closer inspection is shallow and lacks justification. The US Second Circuit 
has raised the possibility of triple damages creating such a problem for 
the banks153 but the evidence would suggest that it is rare for triple dam-
ages to apply154 and that the banks are likely to settle civil private 
actions.155 This then undermines the national interest argument.

So the limited competition law investigation remains unjustified, par-
ticularly for the UK. In the EU, benchmark manipulation was prosecuted 
to the maximum effect by the Commission, but in the USA, and even 
more in the UK, there has been very limited action. It could possibly be 
explained by an over-complicated and over-crowded regulatory environ-
ment where the competition law violations took place within multiple 
jurisdictions. As such, liaison between different agencies and across bor-
ders meant that competition matters slipped between the investigatory 
cracks. This would appear to be supported by the lack of LIBOR com-
mentary in the UK Independent Commission on Banking’s Report, and 
the lack of competition law commentary in the Wheatley Report on 
LIBOR.156 However, the use of DPAs and limited antitrust criminal 
charges in the USA, coupled with no horizontal price fixing investigation 
or Cartel Offence charges in the UK, suggest that the financial service 
industries were regarded as being too delicate for further competition law 
scrutiny.
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7.4.4	 �Justifications for Competition Law

The final part of this chapter is to consider briefly157 the philosophical 
underpinning of antitrust on a broader spectrum. It is clear from the 
discussion above that the weak competition regulatory response to 
LIBOR manipulation did not protect consumer welfare. If consumer 
welfare was not protected then it must be questioned if it can satisfacto-
rily underpin an antitrust regime.158 A number of commentators have 
started to question this consumer welfarist, constricted approach with the 
quite significant emasculation of competition law as a tool of public pol-
icy. Black159 suggested in 2005 that he would analyse competition law 
through a philosophical approach, but on closer inspection this was 
merely based on economics and not philosophy. Atkinson160 has sug-
gested that antitrust policy should be adjusted to include objectives based 
on distributive justice. This is an interesting approach but has yet to be 
further developed. Whelan161 investigates the justificatory theory of the 
Cartel Offence, but this is more directed towards the philosophy under-
pinning criminal punishment rather than competition law per se. 
Similarly, Wardhaugh162 uses the philosophy of JS Mill and John Rawls 
to establish a normative liberal justification for criminal law as it applies 
to antitrust, rather than as a justification for competition law. This dem-
onstrates much of the literature where philosophy is used to justify part 
of the enforcement mechanism of competition law, descends into an 
alternative disciplinary justification of antitrust, or makes a suggestion 
for change without any justificatory argument.

One of the more interesting attempts to fashion a new theory of anti-
trust justification is that of Ayal163 in which he identifies societal goals,164 
economic efficiency predominantly, and individual goals, based on fair-
ness.165 Fairness comes into play, as there has to be a balancing exercise166 
conducted between the rights of victims of monopolists, predominantly 
consumers,167 and the rights of monopolists.168 Consumer welfare there-
fore is an element of the balancing exercise and not the justification for 
competition law. That is the idea of fairness, built on the notion of dis-
tributive justice and considered through the lens of Rawls’ Theory of 
Justice,169 which is probably the moral underpinning of antitrust, though 
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this is never fully spelt out. This is a credible attempt at an alternative 
approach to that of consumer welfare but it is submitted it only goes 
partially to the heart of the question, with only a spartan consideration of 
the tools of legal philosophy to justify a legal discipline.

How then may a rational justification for antitrust be established, that 
cuts across jurisdictions and gets beyond the shallow skirmishes relating to 
the purpose of competition law, to provide a deeper and defensible anchor-
ing of competition law? The starting point must be that the law only steps 
in when conditions of perfect competition fail and the impact of that 
failure falls on society and natural or legal persons in that society.170 Legal 
enforcement then is a public interest as it ensures the protection of societal 
interests, where those interests also reflect relationships between individu-
als. Those societal interests could be limited to economic efficiency and 
fairness, as suggested by Ayal, but it is submitted that the public interest 
must extend further than this as competition law impacts other interests, 
rights and public policies.171 These areas include the environment, intel-
lectual property, consumer protection, employment, industrial policy, 
non-discrimination and human rights. With such impact on different 
public interests, and the interaction of antitrust law on relationships 
between natural and legal persons, then the value-laden nature of the law 
means that any justification needs to go further than just consumer wel-
fare. It is here that we have to turn to legal philosophy but this is outside 
the constraints of a book chapter and will be a matter for future research.

7.5	 �Conclusion

The LIBOR manipulation scandal was a deeply shocking event, in which 
market-players manipulated the self-regulated market, and where outside 
regulation, particularly over competition law concerns, failed to ade-
quately investigate and prosecute the blatantly infringing banks and trad-
ers. This serious white-collar crime undoubtedly has significant 
implications for financial institutions, their regulation and competition 
law in general, some of which have been examined by the authorities and 
changes implemented. It is clear, as the Bank of England’s Governor, 
Mark Carney, has recently stated in a letter to the G20 Meeting in 
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Hangzhou,172 “financial sector misconduct has risen to a level that has the 
potential to create systemic risks by undermining trust in both financial 
institutions and markets.” The institutional, systemic, procedural and 
jurisdictional failings by USA and UK national competition authorities 
to investigate financial institutions’ antitrust violations undoubtedly had 
a negative impact on the welfare of consumers, and thus calls consumer 
welfare into question as the basis for competition law. It is hoped that in 
the UK especially, where competition law violations were not investi-
gated by any regulatory authority, the new competition law duties and 
powers for the FCA will see a significantly more robust approach by FCA 
investigators in any future similar scenario.173
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8
The Financial Crisis 

and Digital Currencies

Clare Chambers-Jones

8.1	 �Introduction

Digital currencies are mainly known for their part in illegal activities such 
as money laundering or terrorist financing. However, the purpose of this 
chapter is to explore whether digital currencies could have a potential ben-
efit for countries that are in financial crisis. Since 2007, the global financial 
crisis has affected many different countries and no more so than Greece, 
where austerity measures and fiscal issues have caused an enormous social 
and political upheaval. The global economy has been hit by the lack of 
trust and confidence the ordinary person has for banks, financial intu-
itions and in some countries, the governing body. Banks were created in 
the 1400s in Florence to ensure that society could trust that their money 
or currency at the time would be safe. Following the global crisis, this trust 
and confidence in banks and financial institutions has been eroded. This 
chapter considers whether a digital, decentralised cryptocurrency, where 
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peer-to-peer transactions and lending takes place, could replace the trust 
and confidence that was once found in banks.

The chapter is therefore divided into several parts. The chapter begins 
by examining what digital currencies are and how they differ from other 
platform-based currencies, which could not be used at the present time as 
a form of currency within countries. The chapter then moves onto explore 
Bitcoins and how they are the leading digital currency currently and 
whether they have the potential to act as a States’ currency. This then 
leads the chapter into discussing the financial crisis and digital currencies 
as an alternative to the sovereign currency of a State. In particular, the 
chapter uses Greece’s tumultuous journey through the financial crisis as 
an example of a State exploring advantages and disadvantages of a cryp-
tocurrency as an alternative currency. The chapter concludes by opining 
whether digital currencies have a future in financial crisis management 
and whether the law or State can intervene.

8.2	 �Digital Currencies

The financial crisis of 2007–9 demonstrated how, we as a global society, 
rely on money, access to, and the supply of money. However, when we 
really sit and think about what money is, we are often left confused. Is 
money the coins and papers in your purse or pocket? Is money the cash 
we deposit in the banks? Is money the card we hand over in the shop to 
purchase our morning coffee? Or is money just something that we 
exchange for something else, something that we collect and amass either 
tangibly or intangibly? Money, or the legal tender in a country, is deter-
mined and controlled by the country or governing body in the case of any 
monetary unions, such as the European Union. However, money’s evolu-
tion has demonstrated that money in its truest form could be anything. 
It could be the grain that is bartered to get the turnips your family wants. 
It could be the gold that you use to buy property; it could even, in this 
modern technological society, be codes within a computer which allows 
you to purchase goods to facilitate your modern life. Money therefore 
could be considered to be a digital currency and if a digital currency is 
money, a parallel currency to the national currency within a country, it 
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could be used as an alternative economy. The question to ask if digital 
currencies are money is what is their value?

A piece of computer code which makes up a Bitcoin has no intrinsic 
value unlike gold. However, the bank notes in your pocket are not valu-
able in their own fungible right, but they are the promise of the sum of 
gold (cash) on the front of the note. As Casey and Vigna denote, “in the 
broadest sense money is… an all-encompassing, society-wide system for 
keeping up with who owns or owes what”.1 Does this make Bitcoins less 
valuable than gold? The essence of value is linked to the trust between 
transacting parties and also the state and its people, if the money is state 
controlled. As will be discussed later in this chapter, Bitcoins are a decen-
tralised currency with no central authority regulating or controlling them 
per se. This is not to say there is no structure to the currency, but rather 
it is controlled by those people who mine code to release Bitcoins and the 
developer who has set a definitive number of Bitcoins to be mined. 
Bitcoins are digital obligations2 much like paper notes are physical obli-
gations. For each of these to be worth any value, the person receiving or 
holding the money needs to trust that the obligation will be fulfilled. If 
this is the case, then as Keopsell states, “Bitcoins are as real as money in 
banks”.3 In order for each form of money as discussed above to be useful 
within a country, the people of that country needs to trust that their 
intangible commodity representing money will be honoured once pre-
sented. What has happened in many countries during the financial crisis 
is that the states cannot fulfil their obligations and therefore the money 
that is held by the person is now worthless. The trust has gone. Alternative 
solutions to ensure solvency within a country and for its people needs to 
be sought. Digital currencies may just be able to bridge the gap.

Digital currencies have received a lot of negative attention since its 
creation. There are different digital currencies and some of which will be 
considered within this chapter. However, the main emphasis within this 
chapter is on the use of the digital currency, Bitcoin as a medium of 
money within a financial crisis–hit country, and whether this could be a 
potential way forward for these countries.

A digital currency is one which has been defined by the Financial 
Action Task Force in 2014 as:
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[A] digital representation of value that can be digitally traded and functions 
as (1) a medium of exchange; and/or (2) a unit of account; and/or (3) a 
store of value, but does not have legal tender status (i.e., when tendered to 
a creditor, is a valid and legal offer of payment) in any jurisdiction. It is 
neither issued nor guaranteed by any jurisdiction, and fulfils the above 
functions only by agreement within the community of users of the virtual 
currency. Virtual currency is distinguished from fiat currency (a.k.a. “real 
currency”, “real money”, or “national currency”), which is the coin and 
paper money of a country that is designated as its legal tender; circulates; 
and is customarily used and accepted as a medium of exchange in the issu-
ing country. It is distinct from e-money, which is a digital representation of 
fiat currency used to electronically transfer value denominated in fiat cur-
rency. E-money is a digital transfer mechanism for fiat currency—that is, it 
electronically transfers value that has legal tender status.4

A digital currency as mentioned above can also encompass other virtual 
currency, such as platform-based currency, which will be discussed below. 
Digital currency and virtual currencies are often used interchangeably5 
and will also be done within this chapter. There are more than 500 differ-
ent digital currencies but Bitcoin is by far the most used and common.6

Digital currencies are either convertible or non-convertible, meaning 
whether they can be converted from the virtual world into the real world 
and into real legal money, or not. Digital currencies are also classified as 
either being centralised or non-centralised. All convertible currencies are 
centralised and are administered by one central body. Decentralised cur-
rencies are not regulated by one administrative body but are rather peer-
to-peer, open-source, math-based currencies. These are also known as 
cryptocurrencies.7

8.3	 �Countries’ Regulation of Digital 
Currencies

It is interesting to note how different jurisdictions view and deal with 
digital currencies. For some countries, digital currencies should be regu-
lated and deemed part of the financial system, others take the view that 
they should be banned and excluded from financial regulation. Within 
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the section below, jurisdictional oversight of Bitcoins and other virtual 
currencies in a few selected countries will be discussed.

Since 2013 until 2015, Bitcoins and other digital currencies were 
examined by the Australian Tax Office and as such, issued no guidance or 
regulation. In October 2013, the Australian Bitcoin bank was hacked, 
causing a loss of over US$1 million of Bitcoins.8 Following this criminal 
activity, Australia issued a guidance paper, which stated that Bitcoins are 
not money or a foreign currency, but rather it is similar to the barter sys-
tem and will be treated as such in terms of tax compliance.9 Australia in 
2015 has deemed that Bitcoins and other digital currencies will be for all 
intents and purposes considered “money” under Australian law.10

Although Canada does not view Bitcoins or digital currencies as money11, 
they have taken a view that Bitcoin transactions will fall under the countries’ 
taxation regime.12 Similarly in 2014, the Government decided that Bitcoins 
and other digital currencies would be subject to anti-money laundering and 
anti-terrorist financing regulations. These came into effect under Bill C-31, 
including an amendment to the Proceeds of Crime (Money Laundering) 
and Terrorist Financing Act. This amended law regulates Bitcoins through 
the definition of “money service providers.”13

China has taken a robust approach to digital currencies and has issued 
a Notice on Precautions against the Risks of Bitcoins.14 The notice informs 
the people of China that Bitcoins do not possess the characteristic of legal 
tender and does not have real meaning as currency.15 The notice continues 
to say people may not use Bitcoins as a means of payment or pricing for 
goods or services. Furthermore, the notice indicates that if websites or 
exchanges are operating with Bitcoins, they need to register, according to 
the Telecommunications Regulations of the People’s Republic of China, 
and the Internet Information Services Managing Guidelines, register with 
the Telecommunications Bureau.16 Additionally, they must also comply 
with the country’s Anti-Money Laundering regulations.17

Cyprus, a country which has suffered economically during the most 
recent financial crisis, does not regulate the use of Bitcoins or digital cur-
rencies in the country. However, the Central Bank of Cyprus has issued a 
statement stating that the use of virtual currencies is dangerous as it is not 
regulated.18
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The European Union has passed no specific regulations or legislation 
that confirms the status of Bitcoins or virtual currencies. The report Virtual 
Currency Schemes in 2012 explores the possibility of whether virtual cur-
rencies are money,19 with some debate as to whether it falls under the 
Electronic Money Directive 2009/110/EC.  Under this Directive, elec-
tronic money is categorised as being: (a) electronic storage; (b) issuance 
upon receipt of funds; and (c) acceptance as a means of payment by a legal 
or natural person other than the issuer.20 The report finds that Bitcoins 
meets the first and third criteria but not the second.21 Similarly, the 
Payment Services Directive 2007/64/EC was also seen as a possible legal 
avenue for Bitcoins but the EU report rejected this claim as it does not 
deal with electronic money.22

Greece has issued no legal definition of Bitcoins or virtual currencies and 
there have been no statements from the National Bank of Greece. Currently 
Greece has taken no legal stance on the legal status of Bitcoins. Yet during 
the recent financial crisis, Bitcoins aided the financial infrastructure.

Another country which suffered during the latest financial crisis is 
Iceland, which prohibited the use of Bitcoins, and the Central Bank of 
Iceland has stated that trade in the currency is prohibited as trade may be 
violating the Foreign Exchange Act.23

Russia has no legislation which regulates the use of Bitcoins but the use 
of the currency can be restricted under article 140 of the Russian Civil 
Code. This code only recognised the Rouble as a legitimate currency in the 
country. However, in 2014, the Central Bank of the Russian Federation 
stated that virtual currencies and the use therefore is considered a “dubious 
activity” associate with money laundering and terrorist financing and that 
the people of Russia should not engage in the use of virtual currencies.24 
Developments during 2014 and 2015 see that the Russian Government is 
working to ban the use of Bitcoins completely within the country.25

Within the United Kingdom, there has been no official statement 
from the Bank of England as to the status of Bitcoins.26 In 2013, a review 
was undertaken and determined that Bitcoins would remain unregulated.27 
Although they may be unregulated in 2013, Her Majesty’s Revenue and 
Customs office has deemed Bitcoins to be subject to Value Added Tax of 
10–20%28 as Bitcoins could be “single purpose vouchers”.29
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The United States’ approach to digital currencies is based on state not 
federal laws, although federal regulators are issuing guidance on Bitcoins. 
In 2013, the Financial Crimes Enforcement Network (FinCEN) pub-
lished guidance30, which stated when Bitcoin users could be considered as 
money services businesses. These businesses have to follow anti-money 
laundering and know your client regulations. Two other government regu-
lators, the US Commodity Futures Trading Commission (CTFC) and the 
US Securities and Exchange Commission (SEC), have not published 
guidance but both have indicated that it is not thinkable that guidance 
would be issued.31 State guidance has been much more forthcoming with 
New York issuing business licences to Bitcoin exchanges in 2015. Similarly, 
New Jersey has followed New  York’s steps and has also tried to push 
through legislations which will regulate the use and taxation of Bitcoins.32

As with the decentralised nature of the currency, its regulatory guidance 
is also gaining attraction from the decentralised sphere. Coin Centre33 
issued in 2015 a State Digital Currency Principles and Framework guide, 
which outlines the basic elements of sound digital currency laws to aid law 
makers in the work.34

Globally, regulators are opposed to providing legislation focused on 
the use of digital currencies but more and more governments are realising 
that the use of Bitcoins could and will generate taxable income for their 
countries. As such, most of the legislation which is coming into play is 
based on the regulation of taxation and also anti-money laundering and 
counter terrorist financing regulations. As Emery & Stewart state, “there 
is a legal basis to treat digital currencies as money based on their function 
as a medium of exchange”.35

8.4	 �Platform-Based Digital Currencies

Platform-based digital currencies (PBDC) are those which are connected to 
centralised currency systems such as the pound or dollar, unlike digital cur-
rencies, such as Bitcoins, considered above. PBDC are issued by internet-
based companies such as Facebook,36 Amazon37 or Linden Labs.38 Within 
these platforms, digital currency can be bought or exchanged for central-
ised currency through credit card or PayPal transactions. PBDC are not 
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normally centred on a physical unit of money such as a pound or dollar but 
have their own unit of value. Although digital currencies are gaining some 
traction, in terms of legislative oversight, PBDC have not appeared on 
legislator’s agendas. Due to the nature of PBDC being able to be moved 
from the internet platform into the physical world, its potential for crimi-
nal misuse is enormous.39 However, little is being done to monitor and 
regulate the increase of the market place use of PBDC. Their use outside 
the internet platform for non-criminal activity is minimal and therefore 
within the remit of this chapter, not a pertinent currency to discuss for 
financial crisis hit countries.

8.5	 �Bitcoin

Houben argues that Bitcoins are already a “social phenomenon with legal 
relevance”40 but to what extent can it be used for social good rather than 
the negative connotations that it attracts in the media? Bitcoin is a decen-
tralised digital currency and came into existence in 2009, following the 
financial crisis. Bitcoins are divisible to eight decimal places41, meaning 
that they can take part in any financial transaction regardless of value. 
The Bank of England describes how the process of Bitcoin works:

A user, wishing to make a payment, issues payment instructions that are dis-
seminated across the network of other users. Standard cryptographic tech-
niques make it possible for users to verify that the transaction is valid—that 
the would-be payer owns the currency in question. Special users in the net-
work, known as “miners”, gather together blocks of transactions and compete 
to verify them. In return for this service, miners that successfully verify a block 
of transactions receive both an allocation of newly created currency and any 
transaction fees offered by parties to the transactions under question.42

Each Bitcoin transaction is linked to an address which is traceable and 
therefore the notion that Bitcoin transactions are always anonymous is not 
factually correct. These addresses are added to the public ledger (block-
chain) itemising the expenditure of Bitcoins.43 Transactions are anonymous 
when users conduct transactions via Bitcoin exchanges, which require no 
proof of identification.44 Bitcoin transactions are also irrevocable and users 
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do not need to identify themselves to each other or a third party. This then 
also leads to an issue of anonymity.45

Bitcoins, being a decentralised monetary system, are also characterised 
by deflation. Bitcoins have been programmed so that it cannot generate 
in total more than 21 million Bitcoins. They increase geometrically by 
21,000 blocks roughly every four years. During this time span, Bitcoins 
will encounter deflation due to a lack of new supply.46

If a person wanted to create new Bitcoins rather than purchase them 
through a Bitcoin exchange, then, given that their computer was powerful 
enough to allow the running of the free downloadable software to generate 
Bitcoins, the process is relatively simple. Mined Bitcoins must be stored in 
a virtual wallet, whether this is either on the hard drive of the computer or 
within a Bitcoin exchange, located outside of the person’s computer.

Bitcoin has been at the forefront of people’s minds recently due to its 
links with illicit crime. However, Bitcoins are not just used in illegal ways 
and Bitcoin’s unidentified creator or the consortium of creators depend-
ing on what theory you adhere to,47 released the document which 
described the coding and theory behind Bitcoin in the aftermath of the 
financial crisis. The financial crisis caused an enormous amount of dis-
trust among consumers, states and bankers. The potentially unidentified 
creator,48 Nakamoto, provided a unique solution to this lack of trust ema-
nating from the financial crisis. Nakamoto provided a decentralised cur-
rency which lacked state interference or third party interactions. The 
currency is peer-to-peer with the aim of cutting out the distrust of banks 
and financial intermediaries. However, in 2015 Warren Buffett stated 
that people should “stay away” from the digital currency due to its asso-
ciation with criminal activity.49

The value of Bitcoins fluctuates greatly,50 and its lack of identity checks 
allows criminals to use the currency via third party currency exchange for 
illegal means. However, the idea and the technology provide a safe, unhack-
able (due to its blockchain ledgers)51 currency, which could be used in  
situations where the national or state currency has become unusable. As  
Casey & Vigna state, “No digital currency will soon dislodge the dollar, 
but Bitcoin is much more than a currency. It is a radically new, decentral-
ised system for managing the way societies exchange value. It is, quite 
simply, one of the most powerful innovations in finance in 500 years”.52 
Houben states that Bitcoins are virtual currency and a virtual currency is 
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defined by the European Central Bank as a form of unregulated digital 
money, usually issued and controlled by its developers and used and 
accepted among the members of a specific virtual community.53

Koepsell also argues that Bitcoins should be treated like money despite 
the lack of intuitional guarantees. He states that “a Bitcoin is as own-able 
as a dollars are when they are deposited in a bank…Bitcoins exist by vir-
tual of their representations in a ledge in cyberspace”.54 Koepsell links 
money and digital currencies by the trust the consumer places with the 
banks and the digital exchanges or wallets that keep their money. There is 
an obligation in terms of physical or digital records that the customer has 
X amount of currency deposited in the bank, exchange or wallet. He 
therefore concludes that “Bitcoins are as real as money”.55

Houben, like Koepsell, also argues that Bitcoins are currencies because 
people have accepted them to be as such. Houben states that “this shows 
that money is a concept that evolves along with an evolving society”.56 
Houben further opines that “from a dogmatic point of view Bitcoins 
seems to comply with all of the components of the legal concept of 
money”.57 However, he also points to an interesting Dutch case58 which 
decided that Bitcoins were not money from a legal perspective due to the 
fact that the Dutch Civil Code does not apply to Bitcoins.59

Contrary to this Dutch decision, Bitcoins were considered to be legal 
tender in an America Case, where an East Texas federal judge60 decided 
that the currency could be regulated under American law.61

It is therefore still unclear in any given jurisdiction as to whether 
Bitcoins are money, regulated or part of the legal financial system. What 
is pertinent legally speaking is that Bitcoins have been used as part of 
criminal activities and have also been used for social benefits. The next 
part of this paper will consider the benefits of using digital currencies in 
countries that have suffered economic crisis.

8.6	 �Financial Crisis and Digital Currencies

Within Bitcoins, in some instances being credited as being money, it is 
interesting to explore how Bitcoins or other digital currencies could be 
used for the social benefit of the world. Bitcoins, it is argued, have their 
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origins linked to the financial crisis of 2007–9.62 Commentator Negurita 
has orated that the existence of Bitcoins could be linked to the global 
economic crisis, promulgated by many challenges to the stability of 
national banking systems.63 Negurita continues to explain why the 
growth of Bitcoin is related to the global economic crisis, and states that 
the natural occurrence of Bitcoins is understandable when central gov-
ernments are causing ordinary people to lose deposited or investment 
money in safe and centralised financial intuitions.64

Similarly, Sablik also highlights the importance of the role of the global 
financial crisis on the creation of the Bitcoin. He states that “some 
individuals looking for alternatives to government-issued currencies”.65 
Discussing the idea of the perception of money, Sablik opines that as long 
as people believe that the currency being exchanged for goods is a real 
currency, then it is money and useable as money.66 However, he continues 
to look at the issue of regulation and argues that digital currency is like 
the inception of the internet. Legislators and policy makers are unsure as 
to how to legally treat it. On one hand, we could apply existing laws or 
we could come up with new laws which would fit better.67 What is clear 
is that it offers social potential but that there are legal obligations which 
must be addressed such as money laundering rules to ensure the safe and 
legal use of the currency.68

Former Greek finance minister, Yanis Varoufakis, has been a vocal sup-
porter of using Bitcoins as an alternative for national currency, where 
financial crisis has crippled economies. On his website,69 he believes that 
Bitcoins “can be used profitably in order to help the Eurozone’s member 
states create euro-denominated electronic payment systems that help 
them…overcome the asphyxiating deflationary pressures imposed by the 
Eurozone’s Gold Standard-like auterian design”.70

8.7	 �Greece

The Great Financial Crisis of 2007–9 affected most countries around the 
globe. However, within the Eurozone, several countries were affected 
greatly. These countries, Greece, Ireland and Iceland, saw enormous strain 
on their domestic economy due to the crisis. Greece is, some six years after 

8  The Financial Crisis and Digital Currencies 



214 

the crisis, still struggling to maintain solvency. the former Greek finance 
minister, Yanis Varoufakis, is an advocate of using a digital currency as a 
parallel to the Euro to help “delay the moment of default on the loans”. As 
Mason opines about the Greek financial problem,

The Greek debt is unpayable; the austerity required to pay it down is 
socially unbearable. So whether it’s this week or in six months’ time, there 
will come a point when Athens cannot meet conditions acceptable to the 
European Central Bank. Then, the normal sequence would be: bank clo-
sures, capital controls, an angry standoff and ultimately a Greek default.71

Varoufakis’s idea is that the digital currency would be similar to 
Bitcoins but it would be issued by the state and would, like Bitcoins, be 
exchangeable for Euro’s. The other difference would be that if, once you 
had the new digital currency, you retained it for more than two years, you 
would get a profit back on it paid for by taxes. Varoufakis termed the idea 
a “future-tax coin”.72

The reasoning behind Varoufakis’ proposal was that Greece would have 
a currency, which was outside the reach of Brussels and that it would give 
the people of Greece an opportunity to live within the reaches of austerity. 
Varoufakis is seen as an anti-establishment economist and should a digital 
currency actually come into being in Greece, it would support his, and 
many others’, ideas, that it should be the state and not markets that create 
money.73

The argument is further developed by the anti-establishment econo-
mists stating that taxing and spending creates money and not buying and 
selling in the market place. By the state taking an active role in regulating 
and taxing money within their system, they can create more money. This 
modern monetary theory is as Mason argues, not a theory any more.74

This belief in the state and that the state will exist in the future is what 
drives this modern monetary theory forward. If people believe in the cur-
rency, then it is real and the economy can regain its cogs once more. If 
this happens, the state can pay people, and it can create more jobs and 
can ensure the economy is running despite running at a deficit. In other 
words, a state that controls its own monetary system will always be sol-
vent as it can always create more. This is an inherent problem for countries 
within the Eurozone which do not have control over their national 
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monetary systems and as we can see from the Greek problem, can lead to 
severe monetary solvency issues for countries.

During the financial crisis when ATM machines were running out of 
cash, there was a rise in the use of Bitcoins and in fact the first Bitcoin ATM 
was set up in one of the Greek Islands so that people could access money.75 
On the island of Agistri, a test case for the digital currencies, a local loyalty 
scheme has been created (drachmaeconnect.com) which allows people and 
tourists to use a digital currency when conducting financial transactions on 
the island.76 It has been argued77 that the use of the digital currency can be 
likened to the use of M-Pesa in Africa, which is a mobile phone-based 
money transfer and micro-financing initiative.78

The Greek financial crisis and the use of digital currencies by ordinary 
people, as a short term means of accessing money, demonstrated the social 
benefit of the decentralised peer-to-peer system. The Eurozone has been 
severely disabled during the recent financial crisis and its people turned to 
non-government-controlled money. It allowed people to have access to the 
basic necessities that money facilitates. However, the appeal and awareness 
of what Bitcoins or other digital currencies could offer people in austerity 
or financial crisis, is limited. By regulating the digital currency, awareness 
would rise but with regulation comes governmental control. The people of 
Greece have demonstrated throughout the years since the financial crisis, 
their mistrust of those in charge of their financial system. Regulation by the 
government or national banks may not be the right legal and social position 
but it would enable the digital currency to become more mainstream and 
facilitate an economic growth, which the Euro is not able to do currently. 
Regulation, in some shape or form, would allow for the currency to be used 
in a legal way and to ensure the safety of its users, but perhaps it would 
diminish the appeal of its maverick nature.

8.8	 �Advantages and Disadvantages of Using 
a Digital Currency for a Crisis-hit Country

The financial crisis has allowed economists and legal academics to look 
into the benefits and disadvantages of using Bitcoins, or other digital cur-
rencies as a means of alternative finance. In the next section of this 
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chapter, an exploration of these will be undertaken to argue whether an 
alternative currency could be beneficial to those countries inflected by 
global financial crisis measures.

8.8.1	 �Disadvantages

There are many disadvantages to using Bitcoins or other digital currencies 
but these are not insurmountable. One of the issues with Bitcoins is the 
lack of a financial institution’s involvement and therefore it falls outside 
the legal remit of banking.79 There are no safeguards in place to protect 
the consumer if a digital currency is not linked to a bank. If the digital 
currency stops being in existence or suffers a financial crisis, then it is not 
backed by the bank and government, and the customer will not have any 
recourse.80 Digital wallets and also credit and debit cards used in financial 
transactions of digital currencies will also not recompense a customer 
who has suffered a loss through the use of digital currencies.

Bitcoins are very volatile and customers can lose vast amounts of money 
very easily and quickly without government or institutional backing and 
safeguards.81

Another disadvantage is that there are a limited number of goods and 
services available for exchange of Bitcoins or digital currencies.82 The 
digital currency phenomenon is relatively new and not all vendors accept 
digital currencies as a means of payment. This is changing however, and 
in cases of financial crisis, evolution and development are quick to set in 
to accommodate supply and demand.

There is a lack of national and international regulation, which means 
that any unregulated digital currency can be used for criminal purposes, 
such as money laundering and terrorist financing.83 However, more 
countries are now viewing the financial transactions of digital currencies 
as being applicable to national anti-money laundering rules. Although it 
does not protect the currency itself, it can protect the consumer and soci-
ety in general.

Tax evasion is also a disadvantage (or advantage) of using digital cur-
rency and has been seen as a means of avoiding paying national taxation.84 
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In light of this, the USA and Germany has taken the stance that Bitcoins 
are subject to capital gains tax and retail transactions are subject to sales 
tax. In Denmark, casual sales of Bitcoins are not subject to taxation but 
Norway follows the German taxation system.85

Bitcoins themselves have issues, where they have been stolen or lost, thus 
rendering the owner unable to seek recompense or recourse for their return. 
Virtual wallets can be hacked with the result of the theft of Bitcoins86; they 
can also be lost or erased from an owner’s computer.87

Bitcoins can also be used to pay for unregulated gaming activities on the 
internet. Consumers using unregulated gaming sites have a mistrust of 
mainstream financial providers and as such use alternative means of financ-
ing for their activities. This can lead to the increase of criminal activities 
stemming from gaming.

8.8.2	 �Advantages

One of the most notable advantages for countries within a financial crisis 
is that Bitcoins are non-governmentally controlled. Thereby government, 
unless through legislation, cannot control the use of the currency, if the 
country is gripped in a financial crisis. People would be able to access their 
finances through the internet, thus allowing spending and consumption 
of goods. In countries such as Greece, Cyprus and Iceland where banks 
saw enormous runs on their deposits, people with access to Bitcoins would 
still be able to have access to their accounts.

The cost and speed of the transaction is also a benefit to the currency. 
The irrevocable transaction is faster than a normal electronic transfer as it 
does not need to go through a third party for authentication. The process 
is peer-to-peer lending.88 This also means that the cost of the transaction 
is considerably lower, depending on the type of transaction being made. 
This will also benefit and encourage the growth of micropayments, thus 
increasing the number of people who have access to finance globally.89

Financial privacy is both an advantage and a disadvantage of the cur-
rency system.90 Although transactions are not completely anonymous due 
to the Bitcoin unique address being recorded in the blockchain ledger, 
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there is more privacy associated with the financial transaction than with 
traditional payment systems. A disadvantage would be that the levels of 
anonymity create a criminal undertone where criminal activities can be 
traced back to.91

Access is also a huge advantage of a digital currency.92 A digital currency 
is based on the internet and therefore can be accessed by any population 
that has access to the internet but perhaps does not have access to other 
systems of finance. This may the case not only in rural developing coun-
tries but also in countries where financial crisis has led to the collapse of 
the traditional banking system.

8.9	 �Conclusion

In this chapter the idea that Bitcoins or other new forms of digital cur-
rency can be used as a new form of currency in economies is discussed. In 
particular it is discussed agsainst the background of financial crisis in 
countries where the digitial currency is used as a means of continuing 
commerce. Also witihn this chapter it is discussed that these unregulated 
digitial currencies can pose serious criminal issues. There is much merit 
in the idea that a parallel digital currency could mean a lesser effect of 
austerity measures in times of financial crisis. A digital currency may also 
mean that more of the unbanked population being bought into the 
financial environment through an alternative mechanism. To regulate the 
digital currency in comparison to the traditional forms of finance would 
mean that the possibilities of the currency are curtailed. Not regulating 
digital currencies in light of traditional crimes effecting finance will allow 
the criminal underbelly of society an avenue to flourish. A bespoke set of 
national and international laws directing legislation and guidance to 
where digital currencies can achieve benefits are greatly sought after. This 
is only achievable through a careful and considered debate between pol-
icy makers and users/developers of digital currencies. Digital currencies 
can offer much hope for a fairer and more equal financial system but if 
the regulators get it wrong, they will be forever confined to criminals and 
those who are rich enough to dabble in innovative finance.

  C. Chambers-Jones
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9
Financial Crime in the Twenty-First 

Century: The Rise of the Virtual Collar 
Criminal

Alan S Reid

In the twenty-first century, individuals, corporations and governments are 
becoming increasingly exposed to the risk of becoming victims of financial 
crime. The rise in white collar crime can be largely attributed to modern 
society’s increasing reliance on electronic communications systems to con-
trol, monitor and deliver fundamental services. Schools, hospitals, compa-
nies, governments and households all rely on electronic communication 
networks to function properly. The exponential rise in ownership of pow-
erful smartphones, tablets, portable gaming consoles, wearable computers 
and smart TVs, allied with the growing availability of Wi-Fi hotspots and 
the phenomenon of the Internet of Things, have coalesced to revolutionise 
mobile computing and internet access. People are accustomed to working, 
playing, relaxing and socialising remotely and, as such, are constantly 
exposed to the danger of financial cybercrime.

Beyond the present, the future offers infinitely more opportunities for 
financial crime, as people’s lives will be lived increasingly in the ether, 
through ubiquitous computing. The general phenomenon of cybercrime, 
although a relatively recent occurrence, is undergoing a paradigm shift in 
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its modalities. Cybercrime is rapidly evolving to encompass increasing 
virtuality. Virtual money and financial systems, virtual representatives 
such as avatars, virtual memory and virtual imagery are just some exam-
ples of the increasing dimensions of electronic communications. Virtual 
money can be stolen or used to launder real-world money, avatars can be 
attacked, destroyed or controlled by others and virtual intellectual prop-
erty can be misappropriated. Further, virtual imagery that is illegal or 
offensive may be used and distributed for the purposes of blackmail and 
extortion. Virtual memory and resources hosted in the cloud can be sto-
len, modified or erased. Such virtual operations are often conducted 
anonymously or at least semi-anonymously and thus they embolden the 
perpetrators of these white collar crimes that they can remain hidden in 
cyberspace, thus fuelling the preponderance of this type of crime. Thus, 
virtuality is promoting the rise of a new phenomenon, coined by the 
author as virtual collar crime.

This chapter outlines the rise of opportunities for virtual crime directed 
at individuals, corporations and governments, and discusses what can be 
done to counter virtual financial cybercrime.

9.1	 �Introduction: White Collar Crime

The notion of white collar crime is well established and well documented. 
However, its definitional scope is incredibly fluid, porous, changeable and 
contestable. Historically, its classic exposition was espoused by the American 
criminologist Edwin Sutherland, in his famous book from 1949.1

For Sutherland, the defining features of white collar crime were the 
nature of the perpetrator and of the crime. It was a

crime committed by a person of respectability and high social status in the 
course of his occupation.

The perpetrators invariably relied on their high occupational status, 
exemplified by the wearing of a white collar2 and business suit, to inveigle 
their victims into suffering financial losses. The crime required a high 
level of trust dependency on the part of the victim towards the perpetrator 
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and directly resulted in a loss of money or money’s worth. The trust 
would be ‘earned’ by the perpetrator on account of their occupation, high 
position in society or high level of experience and skills and thus extended 
to business people, politicians and celebrities and not just middle and 
higher management employees of an organisation. This position of high 
status, high skill or high reputation enabled the perpetrator to engage in 
sophisticated abuses of that trust and position, without resorting to vio-
lence or threats of violence.3 In terms of victims, the notion of white 
collar crime encompassed both individual victims who were overcome by 
the skills, position and reputation of the supposed trustworthy white col-
lar operative and multifarious collective, innominate and diffuse victims 
such as legal corporations, local and national government, taxpayers and 
even abstract incorporeal notions such as the environment.

Traditional white collar crime encompassed financial crimes such as 
bribery, embezzlement, money laundering, unfair competition, obstruc-
tion of justice and perjury, tax evasion and regulatory violations in fields 
like health and safety law, environmental law and food safety law.

Sutherland’s definition came under increasing attack as being too sim-
plistic, over-broad and undefined.4 Nevertheless, the phenomenal rise in 
internet use globally has breathed new life into the general phenomenon 
of white collar crime.

The growth in general and specific cybercrimes, intellectual property 
infractions and novel crimes like health care fraud have required a new defi-
nitional approach to white collar crime. Further, the author posits that the 
growth of the internet has even created the possibility of a new definitional 
paradigm, that of virtual collar crime.

9.2	 �The Lure of the Internet

Criminologists have argued that criminal offenders typically base their 
decision to engage in criminal activity on five variables: The effort that 
needs to be expended in committing the crime; the risk of detection; the 
rewards of the crime; the conditions that provoke criminal action; and 
the ease of justifying or rationalising their behaviour.5
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Thus cyberspace is a particularly attractive criminal space. For virtual 
collar criminals, cyberspace is an important enabler, which reduces these 
barriers and helps to promote criminal behaviours and activities. The effort 
to be expended in committing crimes on the internet is low. Perpetrators no 
longer need specialised computing skills to perform cybercrimes, the crime 
can be conducted from the comfort of your own home, workplace or 
office anonymously and the crime can be conducted at any hour of any day, 
any day of the year. The rise of Virtual Private Networks (VPNs), TOR6 
browsers and end-to-end encryption mean that the risks of being identified 
during and after the cybercrime have been lowered. The rewards in cyber-
crime are potentially substantial, although the increasing incidence of cyber-
crime has had a deflationary effect on the price achievable for stolen 
identities and other easily traded digital information. The atomised nature 
of online communications and crime allow for individuals to be actively 
encouraged to commit crime and thereafter to easily rationalise it as a vic-
timless, small-scale crime.

Academics have identified four locations around which criminal activ-
ities coalesce. According to Felson, Hammer, Madensen and Eck,7 crimi-
nals obviously require a crime site itself, in order to perform the crime. 
This is the first place for crime – the crime site (locus delicti). Frequently, 
criminals will require the assistance of fellow conspirators in order to 
commit the crime and thus require a space to both interact with fellow 
criminals (Zone 2, identified as the convergence space setting) and a site 
to hide in and prepare for future criminal enterprise (Zone 3, the comfort 
space). The fourth zone is the corrupt spot, namely the place where fur-
ther crime is encouraged from elsewhere.

In the real world, the locus delicti would be the home, the office, the 
workplace, the bank. Zones 2 and 3 would be the pub, the home, the 
gym or the car. Zone 4 would be places like recycling centres that incen-
tivise the theft of valuable scrap materials.

The nexus of virtual collar crime is cyberspace itself and as such lends 
itself to a wide range of activities. Indeed, virtual collar crime is so appeal-
ing because all four zones of opportunity can be situated in cyberspace. 
The locus delicti (Zone 1) of the crime is the internet: for example, stolen 
e-money, online services not paid for or theft of intellectual property. 
Zones 2 and 3 are similarly positioned in the ether: the e-games hub, 
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social media sub-groups, special interest sites and the Dark Web. Zone 4 
Corrupt Spots may also occur online: members of social media sub-
groups, special interest sites and populations of the darkest reaches of the 
web may facilitate, support, encourage and create a market for the acqui-
sition of illicit goods and materials and commission of online crime.

9.3	 �The Power Balance and the Changing 
Conception of White Collar Crime

The concept of white collar crime is predicated upon an imbalance in 
power between the perpetrator and the victim. In particular, the trust the 
victim places in the perpetrator rests on a certain level of ignorance and/
or dependence on the part of the victim and a particular skill or attribute 
of the offender. The recent history of cybercrime has closely matched this 
white collar paradigm: the virtual victim has tended to be middle aged or 
older, be a newcomer to technology and thus under-skilled and under-
prepared to defend themselves against the online threat; the virtual per-
petrator has tended to be young, male and an enthusiastic adopter and 
user of new technologies and thus inordinately tech savvy and the online 
crime could only be committed by deploying specialist software or tech-
nological skills, for example, through the creation and execution of mal-
ware, ransomware or computer viruses.

In the second decade of the twenty-first century, this paradigm no lon-
ger holds true. Victims of online crime are getting younger as technology 
becomes an established, all pervasive fact of life at an earlier and earlier 
age; victims in their teens or in their early twenties are digital natives and 
therefore tech savvy, not ill-prepared and unskilled in the digital environ-
ment; malware, ransomware and computer viruses are no longer bespoke, 
targeted complex computer programme codes beyond the reach of all but 
the best computer experts; generic programmes can be purchased off the 
shelf, via an online marketplace, or as an online crime application for 
smart phones and tablets; perpetrators no longer need a degree in com-
puter science to create or execute online crime programmes and applica-
tions; in short, the imbalance between the victim and the perpetrator has 
narrowed considerably.
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This phenomenon is documented as ‘Crime as a Service’.8 Thus, the 
specialist skill required can now be outsourced and cascades downwards to 
the lower levels of criminals, who would have traditionally been thought 
of as blue collar criminals.

Blue collar crime is known as street level crime, frequently perpetrated 
by low-skilled males and encompasses physical attacks, threats of physical 
attacks and is highly visible and impactful. This type of criminal activity 
has a more direct bearing on people’s quality of life, particularly physical 
attributes and as such society has tended to prioritise its resources on this 
type of overt criminal activity. White collar crime, by contrast, was rela-
tively hidden, from the point of view of the victim, the harm caused and 
its societal impact and as such was given a much lower priority by law 
enforcement and the machinations of the state.

The future challenge for society is the increasing democratisation of 
white collar crime, such that these crimes can be committed by an increas-
ing range of unskilled individuals and organised criminal gangs.9

9.4	 �Future Virtual Collar Crime

In common with cybercrime generally the move to an online life has revo-
lutionised the opportunity for criminal activity. Old crimes can be com-
mitted with increasing frequency and novel crimes are proliferating. Both 
the scale and scope of cybercrimes is increasing. Indeed the notion of ‘crime 
as a service’ means that the ability to successfully engage in online criminal 
activity is lucrative in itself, that is the virtual collar criminal can monetise 
his skills and knowledge in the virtual marketplace, selling his expertise to 
the online criminal masses. The greater propensity for humans living their 
lives online generates greater opportunities for virtual collar crime, as exem-
plified by a number of examples discussed below.

9.4.1	 �The Internet of Things

Internet-connected laptop computers, tablets and smartphones are ubiq-
uitous in the twenty-first century, featuring in millions of homes, offices, 
factories and retailers across the globe. As such, the public is aware of the 
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risks of going online and thereafter becoming a victim of cybercrime. 
However, the Internet of Things10 looks set to magnify this risk by many 
factors in the coming years. As an example, within the European Union, 
research conducted by the European Commission estimates that there 
will be over 6 billion Internet of Things connections in Europe by 2020.11

The term ‘Internet of Things’ refers to the widespread deployment of 
Radio Frequency IDentifier ‘RFID’ enabled devices, products and furni-
ture. RFID technology allows inanimate objects, previously seen as simply 
passive accoutrements of life, to actively collect and communicate informa-
tion about their environment, position and status, remotely to servers and 
computers located anywhere in the world. Wide scale deployment of this 
technology posits an intelligent, ambient, fully controllable future. Thus, 
these passive objects are transformed into smart, active, technological com-
puter devices and in so doing, liberate the internet, freeing it from its com-
puter-based shackles. In so doing, the car, the fridge, the lightbulb, the oven, 
the toilet seat, the shower, the carpet, the cupboard, the desk, the door, the 
clothes on your back, the pacemaker and cybernetic enhancement12 devices 
become receptors and repositories of valuable information.

This integrated seamless automated nirvana belies a serious criminal 
undercurrent, with this valuable information ready to be intercepted, 
modified, stolen or withheld by the virtual collar criminal. The risks asso-
ciated with this technology are well documented.

At present, the increasing use of internet-enabled apps to control vehi-
cles or indeed to order taxis13 mean that personal transportation is already 
vulnerable to criminal attack. The electronic systems that control battery 
and engine power, heating and air-conditioning and the alarm and the 
door openings could be controlled remotely and therefore could be con-
trolled by someone other than the driver or owner. Drivers or owners of 
electric cars could amend the power supply software so that they are 
charged less for their energy when plugged into the grid. Power to the 
engine and the controls could be switched off, making the car inherently 
dangerous, with the speed being increased to dangerous levels. Records of 
vehicle journeys could be made readily available online, much to the cha-
grin of the adulterer, the drug seeker or skiver.

In the future, autonomous vehicles14 will negate the need for humans 
to be in control of a vehicle at all, with every aspect of the car being 
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controlled via artificial intelligence software. The car will select the most 
appropriate route and navigate through streets and motorways indepen-
dently, avoiding other road users using anti-collision software.

Such ability to access critical information about the vehicle and to 
assume control of critical decision making software leaves the vehicle 
owner, the driver and passengers and the car manufacturer vulnerable to 
financial crime such as theft, blackmail, extortion and spurious personal 
injury claims.15

In the medical field, pacemakers, defibrillators or ventricular assist 
devices can be interrogated remotely by medical devices or can transmit 
their data via Wi-Fi, notifying the physician that it or the heart are not 
working properly. In the future, cybernetic enhancements such as bionic 
limbs, exoskeletons16 and even brain augmentation implants will enable 
people to run and walk faster, lift and carry very heavy objects and receive 
and process information in the brain faster than is possible at present. In 
the field of entertainment, virtual reality games will increasingly rely on 
EEG17 headsets to allow players to control the movement of avatars and 
control vehicles.18

The risk of a Wi-Fi enabled cyber-attack against a pacemaker, defibrilla-
tor or ventricular assist device, making the heartbeat or blood flow danger-
ously irregular, is not just a fantastical storyline for television drama, it is a 
realistic threat vector for opportunistic virtual collar criminals.19 In a simi-
lar vein, in the future, bionic limbs and exoskeletons could be susceptible 
to hacking attacks, rendering them inoperable or working at levels danger-
ous to human health. The deployment of brain augmentation implants 
may leave individuals vulnerable to the threat of psychological trauma. As 
the technology to read brainwaves through EEG headsets advances, hack-
ers, using specialist algorithms, may even be able to accurately guess the 
passwords used by e-gamers to access the site, leaving them vulnerable to 
online theft and blackmail.20

Everyday items are and will be transformed by increasing deployment 
of the Internet of Things. The smart lightbulb, the smart carpet and smart 
heating thermostat controls can inform building owners of the number 
of people left in the building and alter the heating, lighting and security 
requirements of the building according to the fluctuating levels of occu-
pancy over the course of the day in real-time, thereby achieving efficiency 
gains by saving energy, resources and money. Increased reliance upon 
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software means that the building itself becomes vulnerable to hacking 
and remote control21 by unauthorised individuals and groups, who can 
gain easy access to the building to steal or cause damage to the building.

More specifically, the ramifications for the power station,22 air traffic 
control,23 nuclear submarine defence,24 care homes, water treatment plant 
or hospital25 are immense. Critical infrastructure can be held to ransom, 
services can be disabled and utility services can be contaminated.

Smart fridges can interrogate RFID-enabled food and drink receptacles 
inside, notifying the owner that the milk has gone off or that the stock of 
white wine is critically low. The smart fridge can place an online order for 
milk or wine to be delivered, interrogate the smart door lock, causing the 
door lock to the house to open, ready for the supermarket delivery driver to 
enter and restock, all under the watchful eye of the CCTV. The internet 
retailer Amazon has even invented the Amazon Dash button, a Wi-Fi 
enabled button allowing the replenishment of toilet rolls, razor blades and 
beer, which, in the future, could be delivered by drone.26 This level of con-
sumer immediacy and simplicity is a boon for busy households but could 
also be a mechanism for fraud. Smart fridge owners may hack the system to 
gain more supplies than they are actually invoiced for and neighbours may 
intercept deliveries by drone.

9.4.2	 �The Sharing Economy

The phenomenal rise in online commerce, particularly consumer to con-
sumer transactions (C2C) has resulted in a significant rise in the risk of 
opportunistic online financial crime. The twenty-first century has also seen 
the rise of what has been called the Sharing Economy.27 The Sharing 
Economy28 refers to People to People (P2P) networks whereby people con-
nect over the internet to share human, physical and intellectual resources, 
typically on a reciprocal, non-monetary basis.

Sites like AirBnB,29 Uber,30 eBay,31 Amazon Marketplace32 and Craigslist,33 
have revolutionised commerce conducted via cyberspace. They have dis-
rupted traditional commerce models such as Business to Business (B2B) and 
Business to Consumer (B2C). They are based on the principle of connecting 
buyers and sellers on a many to many basis. As such, they reduce the 
professional and commercial links of traditional B2C business and replace 
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this with a horizontal transactional relationship between private individuals. 
This change in relationship promotes riskier behaviour and a greater expo-
sure to fraudulent activity. The main laws on consumer protection do not 
apply to C2C transactions.

Consumer to consumer fraud is multifarious. Examples include online 
sellers sending their products to the buyer, only for the buyer to claim 
that no such product arrived.34 It appears that unscrupulous sellers are 
able to substitute the real goods with other inferior or cheaper objects and 
then claim that the goods never arrived or were damaged in transit. Under 
the contractual terms of eBay, the buyer is arguably more strongly pro-
tected than the seller under the terms of the Money Back Guarantee35 
and therefore unscrupulous buyers can invoke the redress system before 
the seller has had an opportunity to tell their side of the story and there-
fore receive reimbursement from eBay, which then seeks recompense 
from the seller.36

9.4.3	 �Cryptocurrencies

The exponential rise in interconnected computer networks and the con-
comitant rise in online transactions globally, created a desire for a truly 
online method of payment, freed from the shackles of the traditional 
banking system. Thus, the past few years has seen the rise of alternative 
payment systems like PayPal but also the creation of virtual currencies, 
based on peer-to-peer technology.37 The most famous crypto-currency is 
that of Bitcoin. These decentralised systems of exchange offer tremen-
dous advantages over traditional transfers of money’s worth that require 
the involvement of financial service providers acting as third party inter-
mediaries, which charge a fee and inevitably cause a delay in transferring 
the funds, adding to the overall cost of the transaction. Involving a third 
party in the transaction also increases the risk of the underlying transac-
tion not being fulfilled, due to delay, misplacement of the funds or the 
financial service provider refusing to authorise the transfer.38

Nevertheless, reliance on crypto-currencies is not without significant 
risk of becoming a victim of virtual collar crime. In the case of new, 
emerging currencies, there is always a nascent phase in their development 
in which the currency is pre-mined, in order to generate enough critical 
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mass of the currency to trade in.39 Once the currency is established, users 
of cryptocurrencies face the risks of extreme volatility in the real world 
value of currency, the lack of convertability into real world currencies, 
and the general cybercrime risks of malware, ransom requests and theft.

9.4.4	 �The Dark Web (and the Light Web)

The anonymous dark web has now entered the public consciousness and 
is utilised for both legal and illegal means. The privacy afforded by the use 
of technology such as TOR emboldens internet users, in a positive sense, 
to criticise their repressive government, expose illegal activity of their poli-
ticians, organise legitimate protests and demonstrations and to communi-
cate with like-minded individuals, free of governmental surveillance.

This privacy is clearly also highly attractive for more negative applica-
tions over the internet. The Dark Web facilitates significant trade in contro-
versial products and services such as legal and illegal drugs, child abuse 
imagery, weaponry,40 pirated intellectual property, endangered animals and 
their by-products41 and looted art and artefacts, of dubious provenance.42

However, even the World Wide Web itself is a vector in the sale of such 
prohibited goods and services. The sheer scale and scope of the membership 
of social media sites43 means that like-minded individuals and organisations 
can easily find one another and arrange the exchange of contraband across 
borders, with the management of social media sites simply overwhelmed 
with the task of identifying, monitoring and enforcing criminal law viola-
tions taking place on their networks.

9.4.5	 �Online Dating, Companionship 
and Revenge Porn

In the cash rich, time poor twenty-first century, the quest for love and 
human companionship has gone virtual, with a tremendous uptake of 
social media sites and apps like Tinder,44 Ashley Madison45 and Grindr46 
and online dating sites like match.com47 and eharmony.com.48 Naturally, 
the scope for falsity in virtual/remote relationships is immense, since in 
order to improve the prospects of successful dating and friendship, people 

9  Financial Crime in the Twenty-First Century: The Rise... 



242 

will invariably want to paint themselves in the best light and may decide 
to cut corners by posting pictures of other people on their profile, embel-
lishing their interests and achievements or creating absolute falsehoods.49 
There is also an enhanced risk of becoming the subject of blackmail, extor-
tion, identity fraud and identity theft. Blackmail and extortion are a real 
risk where the individual is in a long-term relationship of marriage or civil 
partnership and actively seeking sexual partners outside of that long-term 
relationship or where the individual is seeking a sexual partner online, who 
is different to their known sexual preference(s). Identity fraud and theft are 
a risk simply because the dating apps and sites, by definition must collect, 
retain and use sensitive personal data of their users in order to provide the 
dating service itself. The hacking of the Ashley Madison site, exemplifies 
the range and nature of this risk.

The atomised, distant nature of online interaction facilitates such behav-
iour. However, recent developments have augmented this activity. The pro-
cess of relationship finding online can now be outsourced for a fee, with 
companies and individuals offering to organise and operate an individual’s 
online dating account.50

If finding a real-life partner is too complicated, or a person is under 
familial pressure to be in a long-term relationship, technology offers a 
solution in the shape of a virtual girlfriend or boyfriend. Apps like Virtual 
Girlfriend and KARI, allow people to interact with an artificial intelli-
gence computer system. The virtual companion will respond to the user’s 
communications and can even send messages to friends and family that 
convincingly appear to come from a real person.

Internet connectivity in the bedroom may result in a loss of libido and/
or physical intimacy in a relationship, however adult toys that are Wi-Fi 
enabled can lead to more serious problems of a legal nature. Beyond the 
obvious privacy concerns51 that may arise from usage data being stored in 
the cloud by the toy manufacturer, users may be susceptible to hackers 
resorting to blackmail or extortion.

The video capture technology in the palm of everyone’s hand has led 
to the modern phenomenon of revenge porn. The ability to easily record 
high-quality images and sounds in a compact smartphone or tablet 
means that amateur pornography has gone mainstream. Self-made por-
nography, consensual recording of intimate bodily areas or activities or 
surreptitious non-consensual filming of such activities, all share one 
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characteristic: the ability to be uploaded and shared online by the ex-lover, 
the stalker, the voyeur and the hacker. The phenomenon of revenge porn 
does not squarely fall within the broad definition of white collar crime. 
Nevertheless, the consequences of such actions do clearly fit the defini-
tional matrix. An online industry has developed whereby, for a not 
inconsiderable fee, websites hosting this material will gladly take down 
the offending images.52 Indeed, the commercialisation and professional-
ism of the websites exhibit the classic white collar paradigm.

9.4.6	 �Algorithms

This utopic (or dystopic) online environment relies heavily upon complex 
algorithms to work. At present, individuals are accustomed to automated 
decision making, particularly when they apply for a loan or a mortgage. 
Artificially intelligent entertainment services already allow people to talk 
to devices that can suggest recipes to cook, TV shows and films to watch, 
games to play and music to listen to. Social media sites use algorithms to 
direct content to users that is exciting, entertaining and enticing, accord-
ing to their demographic. In the future, algorithms will control the driver-
less car and the conversation with a virtual assistant will be indistinguishable 
with interactions with humans.

Altering the algorithm offers significant scope for financial crime. The 
applicant could secure a better loan rate for themselves or hackers or 
financial service employees could force the applicant to accept an artifi-
cially worse loan rate, with the virtual criminal pocketing the monetary 
difference. Entertainment service and social media algorithms could be 
modified by individuals to direct and monetise traffic to content and 
websites controlled and operated by that individual or their associates.

9.5	 �Virtual Collar Crime Solutions?

As this overview of the near future provides, increased online living is accom-
panied by an increased risk of being a victim of virtual crime. The UK’s 
National Audit Office has recently grappled with this phenomenon and 
has highlighted significant deficiencies in the country’s preparedness.53
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The report found that in 2016, in England and Wales, there was 
estimated to have been 1.9 m separate cyber-related fraud events, equat-
ing to 1  in 6 adults experiencing fraud, making online fraud the most 
commonly experienced crime.54 However, recorded fraud incidents for 
the same period only totalled 623,000, indicating a massive problem with 
under-reporting.55 Collectively, these individual cyber-frauds are calcu-
lated to cost individual victims a loss of £10 bn and businesses £144 bn.56 
Crime of this magnitude, scale and scope should be one of the highest 
priorities for law enforcement within the UK. However, according to the 
National Audit Office, only 1 in 150 police officers have, as their main 
function, the investigation of economic crime.57 Further, more than a 
third of Police and Crime Commissioners in England and Wales omitted 
to mention online fraud at all in their annual plans for 2017.58

Individuals and organisations, who wish to be proactive and minimise 
their exposure to online fraud, are faced with a bewildering array of 
advice sites, creating the risk that the educational message is lost, contra-
dictory or out of date.59

The fragmented, disparate and individualised nature of virtual collar 
crime means that it is difficult to coordinate, plan and enforce the law in 
a coherent way. The victims, offenders, modalities, scale and effect of 
virtual collar crimes are extremely heterogeneous. Thus, a one-size-fits-all 
approach to tackling the phenomenon will not work. This diversity is also 
replicated in the approach taken to these crimes by the police in England 
and Wales, exacerbating the discrepancy in approach across the country, 
with pockets of best practice not being rolled out across the entire 
UK. The City of London police, with their geographical location in the 
heart of the UK’s financial district, are in a privileged position to take the 
lead in the fight against online crime, alongside the National Fraud 
Intelligence Bureau and the National Crime Agency.60 However, even 
with only three bodies involved, there is scope for gaps to appear, contra-
dictory approaches, for best practice to remain localised and for duplica-
tion of effort. The international nature of many virtual collar crimes 
means that cooperation between law enforcement, prosecuting authori-
ties and the judiciary needs to be maintained and enhanced with the 
UK’s partners both within the EU and with the rest of the world. At the 
level of prosecutions and sentencing, there is also wide divergence in the 
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rate of prosecutions and the sentences handed out across England and 
Wales.61 In the past, these discrepancies could be dismissed as being the 
result of crime being a localised or regional phenomenon that did not 
take place uniformly across the country and sentence diversity simply 
reflected the multifarious permutations of fraud. However, in the twenty-
first century, no village, hamlet, town or city is immune from the risk of 
virtual collar crime and the diversity of the typologies of virtual collar 
crime do not justify a corresponding diversity in sentencing. Stolen inti-
mate photographs, the theft of a Bitcoin, inflated loan repayment sched-
ules or a non-existent holiday apartment booked and paid for online all 
share the same basic white collar characteristics: a betrayal of trust and 
significant financial and non-financial damage to the victim and as such, 
sentencing should reflect the level of individual and societal harm caused, 
societal opprobrium of the conduct and a proportionate deterrent effect.

9.6	 �Conclusion

A perfect storm of increased internet penetration and pervasiveness, 
reduced complexity in the creation and operation of internet apps and 
services, and the growing realisation of the profitability of the ‘Crime as 
a Service’ model and of assisting criminal activity online, has transformed 
the concept of white collar crime.

The history of white collar crime is replete with examples of techno-
logical developments being used to incorporate facets of what can now be 
termed virtuality. The telegraph, the phone, the cheque, the fax, the 
credit and debit card and the computer, all provided increasing physical 
distance between the white collar criminal and the victim. However, 
twenty-first century technology has been truly transformative. Digitisation 
means that virtually all physical and non-physical crimes classified as 
being of the white collar genus can be committed in cyberspace. The 
defining characteristic of white collar crime has been that it is committed 
by a person who is in possession of technical expertise or skills and is 
therefore in a position of trust. That trust forms the basis of an imbal-
anced power relationship, which is then abused to commit financial 
crime. However, white collar crime has transcended these limitations. 
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The expertise and skill of the white collar criminal is now easily obtainable 
and sophisticated computer programmes and algorithms offer the authen-
ticity, professionalism and competence required to engender trust.

The growing usage of online horizontal commercial, business, social 
and professional platforms, the rise of the Internet of Things, the simpli-
fication and ease of access of internet apps creation and their deployment 
and the development of the ‘Crime as a Service’ model has created the 
phenomenon of Virtual Collar Crime.

The law needs to be more attuned to these dangers. Small scale, individ-
ual virtual crimes must be aggregated to highlight the collective, cumulative 
danger to society. As developed societies are driven towards ever more online 
dependency, these virtual risks will only increase exponentially. Legal devel-
opments also need to go hand in hand with an upscaling of digital skills for 
the general population so that individuals and organisations can better 
defend themselves and prevent them from becoming victims. Otherwise, 
the society faces an unprecedented reversal of technological advancement as 
we lose all semblance of trust in the internet: A Winter of Disconnect.
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parts of the body or to enhance the functionality of existing body parts. 
See for example the discussion of this topic in; The Future of Human 
Augmentation and Performance Enhancement, Tracinski, 4th April 2017, 
Real Clear Science, http://www.realclearscience.com/articles/2017/04/04/
the_future_of_human_augmentation_and_performance_enhancement.
html

13.	 Via companies such as Uber, available at www.uber.com
14.	 That is driverless cars, controlled by artificial intelligence software. See, 

Street Wars 2035: can cyclists and driverless cars ever co-exist? Laura Laker, 
14th June 2017, https://www.theguardian.com/cities/2017/jun/14/
street-wars-2035-cyclists-driverless-cars-autonomous-vehicles

15.	 See for example: Nissan Leaf electric cars hack vulnerability disclosed, Leo 
Kelion, BBC News, 24th February 2016, http://www.bbc.co.uk/news/tech-
nology-35642749; Mitsubishi Outlander hybrid car alarm ‘hacked’, BBC 
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News, 6th June 2016, http://www.bbc.co.uk/news/technology-36444586 
and http://www.bbc.co.uk/news/technology-35841571

16.	 Exoskeletons are external skeletons that are attached to human bodies. 
They allow disabled people to walk and pick up objects and for soldiers 
and other professionals to carry heavy loads over a distance. See for 
example, Rise of the human exoskeletons, Neil Bowdler, BBC News, 4th 
March 2014, http://www.bbc.co.uk/news/technology-26418358

17.	 The term electroencephalograph, or EEG, refers to a machine placed on 
the head which can record electrical activity in the brain.

18.	 See for example the commercial website of Neurosky, available at; http://
neurosky.com/2015/09/eeg-games-top-5-list-playing-with-your- 
brainwaves/

19.	 The ex-vice president of the United States, Dick Cheney, reportedly 
requested that his pacemaker have no Wi-Fi capability after watching an 
episode of the American TV show Homeland: Dick Cheney feared assas-
sination by shock to implanted heart defibrillator, Richard Luscombe, 
Guardian News, 19th October 2013, https://www.theguardian.com/
world/2013/oct/19/dick-cheney-heart-assassination-fear

20.	 See for example, Study Finds Hackers could use brainwaves to steal pass-
words, Tiffany Westry Womack, June 29, 2017, Phys.org, available at; 
https://phys.org/news/2017-06-hackers-brainwaves-passwords.html

21.	 Tomorrow’s Buildings: Help! My building has been hacked, Jane Wakefield, 
BBC Technology reporter, 20th April 2016, http://www.bbc.co.uk/
news/technology-35746649

22.	 See the discussion in; Hackers behind Ukraine power cuts, says US report, 
BBC News, 26th February 2016, http://www.bbc.co.uk/news/
technology-35667989

23.	 Remote and Virtual Tower control allows air traffic to be controlled 
remotely rather than from the control tower at the end of a runway. National 
Air Traffic Services, Press Release, 19th May 2017, available at; http://www.
nats.aero/news/london-city-airport-and-nats-to-introduce-the-uks-first-
digital-air-traffic-control-tower/. However, it could be argued that such a 
system may be more susceptible to hacking than pre-existing computer 
navigation systems.

24.	 See the report, Hacking UK Trident: A Growing Threat, Stanislav Abaimov 
and Paul Ingram, British American Security Information Council, 1st June 
2017, available at; http://www.basicint.org/publications/stanislav-abaimov-
paul-ingram-executive-director/2017/hacking-uk-trident-growing-threat
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25.	 The UK’s National Health System computer system was taken down 
by the WannaCry ransomware worm on the 12th of May 2017: What is 
WannaCry ransomware and why is it attacking global computers? Alex Hern 
and Samuel Gibbs, 12th May 2017, Guardian online, https://www.the-
guardian.com/technology/2017/may/12/nhs-ransomware-cyber-attack- 
what-is-wanacrypt0r-20

26.	 See the Amazon website: https://www.amazon.co.uk/Andrex-Dash-
Button/dp/B01I29IZQ6

27.	 See the definition adopted by The People who Share website: http://
www.thepeoplewhoshare.com/blog/what-is-the-sharing-economy/

28.	 For an overview of some of the contractual risks associated with the Sharing 
Economy, see Digital Revolution: Challenges for Contract Law in Practice, 
Schulze and Staudenmeyer (eds.), Nomos/Hart Publishing 2016.

29.	 The website for Airbnb is https://www.airbnb.co.uk/
30.	 The website for Uber is https://www.uber.com/
31.	 The website for eBay is http://www.ebay.co.uk/
32.	 Information on Amazon.co.uk Marketplace is available at http://www.

amazon.co.uk/gp/help/customer/display.html?nodeId=3149141
33.	 The website for Craigslist is https://www.craigslist.org/about/sites
34.	 It’s seller beware as eBay’s buyer guarantee is exploited by scammers, Anna Tims, 

25th April 2016, http://www.theguardian.com/money/2016/apr/25/ebay-
seller-beware-buyer-guarantee-exploited-scammers?CMP=share_btn_link

35.	 The Terms and Conditions of the eBay Money Back Guarantee in the 
United Kingdom are available at: http://pages.ebay.co.uk/help/policies/
money-back-guarantee.html#receive

36.	 See the discussion in the Guardian Online article: It’s seller beware as eBay’s 
buyer guarantee is exploited by scammers, Anna Tims, 25th April 2016, 
http://www.theguardian.com/money/2016/apr/25/ebay-seller-beware-
buyer-guarantee-exploited-scammers?CMP=share_btn_link

37.	 For an overview of crypto-currencies, see Chapter 9: Virtual currency in a 
virtual world: virtually unstoppable? Alan S. Reid, in Fighting Financial 
Crime in the Global Economic Crisis, Ryder, Turksen, Hassler (eds.), 
Taylor and Francis, 2014.

38.	 See Chapter 9: Virtual currency in a virtual world: virtually unstoppable? 
Alan S. Reid, in Fighting Financial Crime in the Global Economic Crisis, 
Ryder, Turksen, Hassler (eds.), Taylor and Francis, 2014, at p. 172.

39.	 See Chapter 9: Virtual currency in a virtual world: virtually unstoppable? 
Alan S. Reid, in Fighting Financial Crime in the Global Economic Crisis, 
Ryder, Turksen, Hassler (eds.), Taylor and Francis, 2014, at p. 176.
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www.theguardian.com/environment/2016/nov/14/wildlife-smugglers- 
using-facebook-sell-ivory-rhino-horn

42.	 See How Western art collectors are helping to fund Isis, Leila Amineddoleh, 
26th February 2016, Guardian News, available at; https://www.theguard-
i an .com/ar tanddes ign/2016/ feb/26/wes te rn-a r t - funding- 
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the end of 2017: Facebook is closing in on 2 billion users, Seth Fiegerman, 
1st February 2017, CNN, available at; http://money.cnn.com/2017/02/01/
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47.	 The website is available at; http://www.match.com
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49.	 Tinder nightmares: man scams two women out of $26,000, Julia Carrie Wong, 
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Lawsuit, Jeff John Roberts, March 10, 2017, Fortune, available at; http://
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10
Is ‘This Time’ Really ‘Different’?: 
Reflections on ‘Risk’ in Financial 

Impropriety and Criminal Liability Past 
and Present in Looking to the Future

Gary Wilson and Sarah Wilson

Fraud shames our financial system. It undermines the credibility of the 
economy, ruins businesses and causes untold distress to people of all walks 
of life … For too long, there has been too little understanding of the prob-
lem and too great a reluctance to take steps to tackle it.1

In attaching so much significance to the aphorism of ‘this time is dif-
ferent’, there is much which must be explained about it, and the intend-
ment of its authors in its coining, and the different ‘plays’ which have 
been made on it following the publication of Carmen Reinhart and 
Kenneth Rogoff’s now iconic text.2 This requires explaining how this 
text’s iconic qualities have arisen from the impact of the work itself, but 
also from how it has captured a mood amongst those responsible for 
managing and reconfiguring the aftermath of the global financial crisis: a 
mood purveying interconnectedness between past and present—and 
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indeed future—which had only started to reveal itself when the text was 
published in 2009. In the first instance, the significance of ‘this time is 
different’ is directed towards factual context and temporal reality. This is 
that now in 2017, a decade has now passed since the onset of the global 
financial crisis, which promoted the observation that periods of crisis 
engender insistence that ‘this time is different’. This focus on relation-
ships subsisting between the crisis, white-collar/financial crime and risk 
now adds to the multitude of different accounts of the events leading to 
the crisis and its aftermath. Here, it is well known that events widely 
regarded as a ‘once-in-a-lifetime’ crisis3 had roots in the US sub-prime 
mortgage crisis, and which then transcended into a global squeeze on 
credit, and ultimately the ‘first crisis of globalisation’.4 Whilst there are 
already numerous narratives of these events, and their aftermath, the 
premise of this analysis is very much to suggest that far more emphasis 
should be placed on the prism provided by ‘risk’, and where the proposi-
tion of ‘this time is different’ responds to this by looking at different 
dimensions which can be brought within the rubric of risk.

10.1	 �Background and Context

There are of course many more dimensions capable of being brought within 
the rubric of risk than can be considered in this analysis. And within what 
is considered, some are very obvious in the light of narratives of the global 
financial crisis and its aftermath, whilst others are less so. From what is 
firstly obvious, attention will of course be paid to how risk is regarded in key 
discourses as a central factor in shaping the high profile of the crisis, under-
pinned by its severity and longevity. This can be seen in extensive castiga-
tions of ‘extremely risky’ conduct,5 particularly on the part of financial 
institutions, most readily associated with wide-spread use of debt finance. 
The analysis explains how examining ‘extremely risky’ conduct itself also 
reveals a distinct discernible link between the crisis and what is considered 
financial impropriety regarded as ‘financial crime’. Here the analysis shows 
how the crisis is a reference point for multiple types of risk associated with 
financial crime specifically; ones which are obvious and also less so alike. 
For the former, attention is paid to the risks embodied in the prevalence of 
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financial crime in the UK, for the economy and within a wider society. 
Alongside this, the analysis also considers risks which can arise from seeking 
to ‘manage’ and actually curtail the commission of financial crime, which it 
is suggested should have greater prominence in discourse on white-collar 
crime and its associated perceptual and enforcement challenges.

There are of course complexities entailed in even defining financial 
crime in absence of an internationally agreed definition for it, and which 
alongside continuing academic and policy travails involved in aligning 
‘financial crime’ with Sutherland’s classic definition of white-collar crime6 
and his classification of activities found here into two broad typologies,7 
should not be underplayed. This is particularly so in the light of how, 
although much criticised since its introduction,8 Sutherland’s framework 
continues to provide the building blocks for respected commentaries 
which have followed for three quarters of a century. The imperative for 
continuing to acknowledge Sutherland’s work becomes more powerful 
still in the light of an evident ‘Sutherland revival’ underpinning some of 
the most influential texts of the past decade,9 positing that alternatives to 
his highly contested concepts have failed to unite disciplinary and linguistic 
practices,10 and even that Sutherland is ‘rightly remembered and vener-
ated’ for his critique of criminological theory and for highlighting the 
existence of structural inequality in criminal justice responses, and hypoth-
esising on the causes and implications of failing to address this.11 These 
classic and more novel critiques and adulations of Sutherland’s work can 
be found explored elsewhere within a deeply divided literature on white-
collar crime,12 which has become an intellectual battleground for debate 
set in motion by Sutherland’s work, and almost a century later shows little 
sign of subsiding. Indeed contention continues to prevail as to whether 
white-collar crime is deserving of its special labelling by being qualitatively 
‘different’ from (what Sutherland himself termed) ‘traditional’ crime, or 
whether purported differences have been socially constructed,13 with this 
scholarship also on occasions noting the irony of the continuing use of the 
white-collar crime ‘label’ in the light of Sutherland’s aspiration for bring-
ing the unlawful behaviour of business and professional people within the 
‘scope of the [general] theories of criminal behaviour’.14

In noting these general parameters of the literature on white-collar 
crime, and Sutherland’s initial and continuing significance within this, 
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this current exploration of financial crime and risk channels its interest 
into the concept of ‘finance crime’, which embodies ‘large-scale illegality 
that occurs in the world of finance and financial institutions’.15 Applying 
this to multiple dimensions of risk arising in the sphere of financial 
impropriety does of course involve drawing upon the significance of 
‘catastrophe’ for Ulrich Beck’s seminal work,16 and this is focused on the 
UK in particular, notwithstanding consideration elsewhere of the hypoth-
esis of a global movement of change in responding to financial crime.17 In 
Beckean terms, this requires engaging with the constructs of risk itself 
and also underpinning ones of methodological nationalism18 and the cos-
mopolitanism19 configured for his take on global communities of risk,20 
but these more theoretical aspects are considered only to the extent of 
their importance for supporting a key proposition for this analysis. This 
is that the importance of engaging with ‘risk’ in terms of how it pertains 
to the challenges presented by financial crime is highly timely, and neces-
sitates highlighting the multi-dimensional aspects of risk found in this 
context. Indeed, it will be explained that not only are there multiple faces 
of risk arising from the commission of financial crime in the twenty-first 
century, but these different facets of risk can have highly complex rela-
tionships with one another, and are even capable of conflicting with one 
another.

It is argued that looking at risk arising from financial crime in the 
twenty-first century is particularly important where financial conduct is 
actually or potentially subject to criminal sanctions. This is also what 
makes this analysis particularly timely, in the light of forces suggesting 
that a global movement towards increasing recourse to criminal enforce-
ment is currently taking hold, together with the reality that many finan-
cial wrongs subsisting as crimes also do so as non-criminal offences, in the 
UK and beyond.21 As it has been suggested elsewhere, recent policy trends 
in the UK exemplified in the criminalisation of benchmark manipulation 
and ‘reckless banking’,22 are also evident in a number of key jurisdictions, 
including the US, Australia, and Hong Kong, and are indicative of such a 
movement. And whilst other occurrences might cast doubt on this, such 
as the outcomes of the HSBC-Suisse and ‘Lux-Leak’ scandals, support for 
such a movement is also to be found in European policymaking, and in 
the publications of transnational standard-setters such as the International 
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Organization of Security Commissioners (IOSCO).23 Framing these con-
siderations with the ‘this time is different’ aphorism is undertaken for the 
most part through presenting this as a question asking ‘is “this time” really 
‘different’’? This is an interesting take on how Reinhart and Rogoff ini-
tially coined ‘this time is different’, which was how the authors framed 
humanity’s historic reaction to periods of crisis.

For Reinhart and Rogoff, this underpins breaking an 800-year cycle of 
‘financial folly’, which has been sustained by delusion. For the authors 
‘“this time is different” syndrome’ has been responsible for our inability 
to protect ourselves against future shocks by learning from periods of 
financial instability from our past, because we always find explanations 
for new instances which ignore that there are ‘usually remarkable similari-
ties with past experiences from other countries and from history’, enabling 
us to convince ourselves that ‘this time is different’.24 There are of course 
critiques which can be made of this proposition, and ones which can be 
made through the dimensions of risk which are herein explored. Here 
attention is paid to how Reinhart and Rogoff’s proposition acts as an 
entreaty to take a closer look at financial instability in Britain’s past as we 
try to assess future challenges, in this instance by drawing on primary 
research undertaken on nineteenth-century reactions to financial crises 
directly concerned with financial crime. This also draws on the perceived 
benefits of undertaking long-timeframe analyses for current societal 
challenges, as these are understood by the discipline of History. Most 
significantly, it also identifies the appeal of such approaches amongst 
regulators and enforcement communities who are formulating and oper-
ationalising ‘front line’ responses to financial crime.

10.2	 �Tackling the Time and the Aphorism 
Head On: This Time Is Different

As suggested above, the attention which is paid to Reinhart and Rogoff’s 
iconic proposition embodies its critique alongside how it might provide 
a valuable reference point for considering the financial crisis and its after-
math, and particularly the relationships subsisting between the crisis and 
current discourse on financial crime. Here a very obvious point of critique 
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is how the events of 2007–8 have attracted very highly profiled reflec-
tions on producing a ‘once-in-a-lifetime’ crisis,25 and indeed no less than 
the ‘first crisis of globalisation’, with such novelty also being alluded to in 
the Bank of England’s insistence that the global financial crisis had ‘dem-
onstrated the need for fundamental reform of the financial system’ and 
necessitated re-evaluation of the ‘underlying structure of the international 
financial and monetary system’.26 And in furthermore insisting that a 
new regulatory framework must enable ‘financial institutions to fail with-
out imposing unacceptable costs on the rest of society’,27 this reflection 
from the Bank of England also mirrors closely the view that one element 
operating to ensure that ‘this time’ is ‘different’, was how this financial 
crisis has borne witness to ‘a formerly relatively prudent banking culture’ 
being ‘replaced with a new and aggressive financial culture wholly privi-
leging profit-maximization over all other objectives’.28

That this new culture of high finance is considered to be ‘inherently 
criminogenic’—in promoting ‘harmful conduct that either is in violation 
of the criminal law or ought to be’29—is interesting for the connections 
which are now being made between the financial crisis and financial 
crime, on which more is said shortly. In the first instance this, together 
with the references above, presents a series of perspectives, which might 
point to the limited value of the ‘this time is different’ syndrome thesis. 
However, even if ‘this time’ is different, in terms of identifying the causes 
and underlying architecture of the crisis, does it necessarily follow from 
this that what we might be able to glean from it as we look to react to it 
and think to the future is also thereby limited? In thinking about why this 
might actually be a question of some importance, the essence of Reinhart 
and Rogoff’s thesis of using delusion to convince ourselves it is ‘OK’ to 
continue ‘as usual’ can be seen in early post-crisis reflections. It aligns 
plausibly with perceptions that notwithstanding continuing economic 
downturn,30 regulatory reform was advancing slowly, and where the 
opportunity for this to be extensive was already becoming obscured in a 
setting more oriented around ‘business as usual’ than putting in place a 
new agenda for framing ‘the questions about economics and what we 
value’31; and also with views that we look set to move from one ‘exhausted 
grazing pasture’ to the next,32 as it does with more recent lament that 
‘nothing has been learned’.33

  G. Wilson and S. Wilson



  261

10.3	 �Financial Crisis and Financial Crime: New 
Directions and Perspectives on ‘This 
Time’ Being ‘Different’

The nuances of the ‘this time is different’ hypothesis do not preclude it 
being both a syndrome and a truism of our time, and it is an aphorism for 
our time which is likely to remain widely used. This is likely to be so on 
account of how, ‘this time’ is arguably distinctive, in terms of how the 
events associated with the ‘global meltdown’34 have precipitated very 
extensive change in how periods of financial instability are analysed, even 
if this contrasts with perceptions of regulatory change in its aftermath. 
This includes greater emphasis being placed on a ‘conscious coupling’35 in 
which understandings of periods of crisis, in terms of cause and effect, and 
severity and longevity, are being sought through focusing on ‘financial 
crime’ specifically.36 Applying this to different perspectives on the ques-
tion of ‘is this time really different?’ this discussion also looks to open and 
explore connections which can be made between the 2007–8 crisis and 
financial crime specifically, and which can be classified in terms of likely 
consequences and causes of this period of turbulence. Here a swathe of 
academic commentary has pointed to the aftermath of these events as 
being likely to bring about new impetus and vigour in responding to 
financial crime, and has even more contentiously suggested that the causes 
of the financial crisis can be found in the commission of financial crime.37

Whilst this analysis is focused on different dimensions of risk associ-
ated specifically with financial crime, more generally much of this new 
strand of financial crisis-financial crime coupling is engaging with the 
essence of ‘this time’ being ‘different’. Alongside the proposition of an 
entirely new culture of high finance, which is ‘inherently criminogenic’,38 
as intimated above, academic scholarship has also predicted that the 
events of 2007–8 are likely to mark a ‘turning point’ in financial crime 
enforcement, such as through the widely-anticipated demand for tough 
new sanctions actioned through new regulatory bodies.39 The crisis has 
also been credited with creating the opportunity for and the conditions 
necessary to bring about ‘transformative’ understandings of crime, which 
would allow for the harms emanating from financial dealings to be 
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properly recognised through societal acceptance of financial misconduct 
as criminal behaviour.40 Beyond academic analysis, and notwithstanding 
views that post-crisis reform is widely regarded as being both painfully 
slow, and unlikely to be far-reaching, connections being made between 
the crisis and financial crime specifically in the policy sphere do point to 
an appetite for applying the ‘this time is different’ aphorism. This can be 
seen for example in the publication of a Proposal for a Directive on 
Criminal Sanctions for Market Abuse, which subsequently became the 
CSMAD 2014, which was part of a raft of new legislation seeking to 
respond to generalised concern about the enhanced opportunities for 
committing market abuse created by greater financial interconnectivity, 
increasingly porous jurisdictional boundaries, and rapid technological 
innovation. However, reference was made to the Libor scandal of 2012 
explicitly together with more generalised allusion to the novelties of the 
global financial crisis by the European Commission in framing its insis-
tence that criminal enforcement demonstrated ‘social disapproval of a 
qualitatively different nature compared to administrative sanctions or 
compensation mechanisms under civil law’.41

The connection made between financial crime and a ‘this time is differ-
ent’ configuration of the financial crisis is more direct and explicit in former 
Chancellor of the Exchequer George Osborne’s Mansion House Speech 
from 2015. In mirroring closely the sentiments expressed by Governor of 
the Bank of England, Mark Carney in his own Mansion House address of 
2015, highlighting the importance of protecting financial markets from 
instability arising from impropriety,42 Mr. Osborne explained the impor-
tance of taking a tough line on those who commit financial crime. For Mr. 
Osborne, a setting which demanded that competitiveness would not be 
achieved at the expense of propriety, required that ‘after so many scandals, 
and such cost to the country’, those who committed financial crime would 
be ‘treated like the criminals they are’.43 Notwithstanding his insistence that 
the message of intolerance for financial crime was a ‘clear one’, Mr. Osborne’s 
take on so-called ‘entrepreneurial risk’ can be added to a growing anthology 
of perspectives proposing that responding to financial crime is highly com-
plex. This can be illuminated through drawing on the maelstrom of the 
crisis and its aftermath, with this becoming more apparent still from adopt-
ing a long timeframe analysis of financial crime and risk.
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Following this very brief introduction to how different dimensions of 
‘risk’ might arise in discourse on financial crime, it will be suggested that 
risk occupies an important place within analyses of financial crime, but 
that far greater emphasis should be placed upon it within this sphere. As 
this is explored, the purported importance of risk for current discourse 
on financial crime can follow on very naturally from illuminating an ana-
lytical approach, which is very much in the spirit of the ‘this time is dif-
ferent’ aphorism as it was coined by Reinhart and Rogoff. For them our 
ability to convince ourselves that ‘this time is different’ not only justifies 
carrying on as usual, but actually renders doing so the rational course of 
action. Reference has already been made to forces attaching to the events 
of 2007–8 supporting critics of Reinhart and Rogoff who insist that this 
period of financial instability is unprecedented, and ‘this time’ is ‘different’, 
but whilst allusions to the distinctive features of this crisis—in relation to 
cause, as well as effect—can be found in UK policy discourse on what is 
required to move from ‘crisis to recovery’,44 a very different perspective is 
also readily apparent amongst regulators who are actually fashioning this.

10.4	 �Financial Crime and the Potential 
Benefits of ‘Risk’ and Long Timeframe 
Analyses

In ways which mirrored how the collapse of Northern Rock in September 
2007 marked the very arrival of the global financial crisis in the UK, it 
was the subsequent House of Commons Treasury Committee Report 
into The run on the Rock, which set in motion two key tenets for this 
analysis. Most obviously it forms part of subsequent discussion of the 
connections which can be made, and actually should be made between 
‘financial crime’ and ‘risk’. Its highly publicised insistence that the affairs 
of Northern Rock—which had necessitated the institution’s seeking of 
emergency financial assistance and resulted in it being taken into partial 
public ownership—must result in different approaches to banking regu-
lation of the future, also arguably challenged regulators to look beyond 
the temptations of stating simply that ‘this time is different’. Indeed the 
Report noted that the most notorious ‘run’ on British banks had occurred 
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a century and a half earlier following suspension of payment by the 
prominent city finance house, Overend, Gurney & Co.45 Reference made 
to ‘1866 and all that’ was part of the preamble for lessons which had to 
be learned in recognising the importance of systemic stability,46 but more 
explicit connections being made between past and present would follow 
on numerous occasions prior to recommendations made by the 
Parliamentary Commission on Banking Standards in 2013 that the Bank 
of England should institutionalise its ability to learn from the past.47

In between these points in time, in 2012, then Bank of England 
Governor Mervyn King lamented that the Bank of England should 
have paid greater attention to ‘lessons from history’ for identifying the 
likely onset of periods of financial instability,48 with key speeches from 
two further Bank of England executives earlier in 2009, also alluding to 
what we might and indeed should learn from history in building a more 
stable and resilient regulatory framework for the future.49 Arguably 
though, this sentiment was perhaps most tellingly captured by the now 
defunct Financial Services Authority (FSA), which was of course so 
heavily criticised for being ‘asleep on the job’ in regulating banks in the 
lead into the crisis.50 In 2009, then head of Wholesale Sally Dewar 
insisted quite directly that the ‘cyclical nature of scandals that continue 
to rock the financial system to its very core’, ensured that regulators 
‘must learn from the past’.51 Interestingly, these remarks were made in 
relation to financial crime directly, and in making them, Ms. Dewar 
also alluded to views that history has no relevance for the present, albeit 
in her insistence of the contrary position; namely the manifest impor-
tance of rejecting the view that, ‘If history teaches us one thing, it’s that 
history teaches us nothing’.52 Although Ms. Dewar’s comments lacked 
reference to intellectual debate, they do have a basis in the emphasis 
currently being given in the discipline of history to ‘historical 
awareness’.53

For historians, ‘historical awareness’ is a phenomenon by which a sense 
of future direction can be crafted for societies from being able to under-
stand themselves and where they have come from. Here regulators’ 
enthusiasm for ‘historical awareness’ can be aligned with receptiveness to 
it evident in discourse on white-collar crime. Here, in conceptualising 
the so-called ‘paradox of lenience and severity’—namely the tensions at 
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play in sentencing white-collar offenders—Wheeler et al.’s work regarded 
this as being part of a ‘broad cultural pattern with deep historic roots’.54 
This work has always stood out within the discipline of Criminology’s 
strong chronocentric tendencies, where a more typical approach is to 
configure that ‘we live in ‘new times’ … that demand new concepts, ideas, 
understandings’.55 Here the assertion from criminologists themselves that 
chronocentricism ‘tends to suggest a rupture with the past and hence 
effaces historic continuities’56 is very much in the vein of John Tosh’s now 
classic statement on benefits of embracing historical continuities:

Because our species depends more on experience than on instinct, life can-
not be lived without the consciousness of a personal past … As individuals 
we draw on our experience in all sorts of different ways- as a means of 
affirming our identity, as a clue to our potential, as the basis for our impres-
sion of others, and as some indication of the possibilities that lie ahead. 
Our memories serve as both a data bank and as a means of making sense of 
an unfolding life story. We know that we cannot understand a situation 
without some perception of where it fits into a continuing process or 
whether it has happened before. The same holds true of our lives as social 
beings. All societies have a collective memory, a storehouse of experience 
which is drawn on for a sense of identity and a sense of direction.57

For Tosh, history is a vital cultural resource for society, and whilst it is 
not to be regarded as a ‘blue print’ for the future, it is particularly useful in 
situations which are unfamiliar or alien to us, and in times of challenge.58

Tosh’s proposition that societies are empowered through being able to 
draw on experiences outwith their own is also attractive in the light of 
how financial crimes are considered to be ‘among the most difficult 
crimes for the legal system to deal with, let alone control’.59 Given this, 
there would appear to be much potentially to gain from exploring how 
the past can enrich our capabilities for understanding why this might be 
so, and what might be done in response. For historians, the practice of 
exploring what has been ‘thought and done in the very different contexts 
of the past’,60 is capable of generating an ‘inventory of alternatives’ from 
the multiple ways which can be found for ‘interpreting a predicament or 
responding to a situation’.61 This can now be also applied to how 
Criminology itself perceives the importance of correctives for ‘the 
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mistaken idea that white-collar crime is a product of the twentieth cen-
tury’.62 And as a small but burgeoning literature base is being developed 
within it and alongside it by Historians (of Business and Crime), empha-
sis is now placed on what research conducted on nineteenth-century 
Britain’s experiences of financial crime can reveal about the importance of 
risk for current discourses on financial crime.

Ahead of identifying and embracing continuities in perceptions of risk 
in the setting of financial crime, as signposted the meaning given to risk 
is very strongly influenced by the classic work of Ulrich Beck. For Beck 
being ‘at risk’ is ‘the way of being and ruling in the world of modernity’63 
and that being at global risk is the ‘human condition at the beginning of 
the twenty-first century’ by virtue of encounters with risk being an ‘an 
inescapable structural condition of advanced industrialization’.64 This is 
what makes the discourse of ‘risk society’ global rather than national, and 
for Beck risks are characterised as such by virtue of being ‘historically 
unprecedented in terms of their spatial and temporal reach, their poten-
tial catastrophic effects’.65 For Beck, the nexus between ‘risk’ and ‘catas-
trophe’ arises from how risk is the anticipation of catastrophe; once a 
catastrophe has occurred, it ceases to be a ‘risk’, and thereby ‘risk’ is 
shifted to a different location, such as the anticipation of further or ancil-
lary catastrophe.66 Beck’s insistence that ‘risks exist in a permanent state 
of virtuality, and become topical only to the extent that they are antici-
pated’67, illuminates how for Beck these risks are also invisible, and would 
acquire visibility through social definition within knowledge or fora 
where knowledge is developed and processed, such as science, the legal 
system and the mass media.68

Clearly Beck’s classic work clusters around risks of an environmental-
ecological nature, and centrally toxins and pollutants, but the language of 
‘catastrophe’ has been applied to the financial crisis extensively.69 Beck 
himself has also engaged with the financial crisis as it unfolded, examin-
ing how the ‘revolutionary power of global financial risks’ had challenged 
the central ideals of Anglo-Saxon laissez-faire capitalism, evident through 
how capitalist actors themselves were ‘demanding state intervention to 
support their losses’.70 Furthermore, Beck has even aligned so-called ‘eco-
logical and financial dangers’ conceptualising these as ‘side effects’, and 
which for modern civil society could be distinguished from the deliberate 
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exploitation of vulnerability by ‘intentional catastrophes’ by terrorism.71 
In this regard, the very high levels of scrutiny of finance following the 
global financial crisis—through ‘Public enquiry’, the legal process and 
mass media—suggests that in Beckean terms, ‘financial risks’ have 
acquired visibility and requisite social definition. This can and should be 
regarded as important in observing heightening awareness of financial 
crime, and potentially for increasing societal acceptance of financial mis-
conduct as criminal behaviour as envisioned in Sutherland’s hypothesis of 
the circular relationship between law and social mores and ‘mutual rein-
forcement’ achieved through enforcement,72 and more recently in 
Friedrichs’s thesis of transformation.73

But in observing this, and insisting that risk analysis is very important 
for formulating and articulating responses to financial crime, it will also 
be suggested that some risks which do arise in this setting are far less vis-
ible than others. And in suggesting the importance of balanced discus-
sion of risk in responding to financial crime, there are ways in which 
Victorian Britain can persuasively be regarded as a ‘risk society’, through 
its evident appreciation of and occupation with ‘debating, preventing and 
managing risks that it itself has produced’.74This was a time of dynamism 
and curiosity which both embraced the view ‘that nothing was impossi-
ble’,75 and also acute consciousness of the anxieties arising76 from being 
an age ‘radically different from what had come before’.77 In this setting, 
financial crime was not new when Victorian society encountered the 
‘whole new world and vocabulary of ingenious crime, which could only 
be perpetrated by business men and by large, prominent, wealthy or at 
least credit-worthy business men at that’ during the 1840s,78 but this 
would result in reactions to ‘large-scale illegality that occurs in the world 
of finance and financial institutions’ which are recognisable today.

10.5	 �Financial Crime and Risk: Perspectives 
Across Time

Victorian contemporaries did appreciate that financial wrongdoing had 
been a characteristic of life since ‘time immemorial’,79 and had a very 
strong consciousness of previous financial catastrophes arising from the 
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South Sea Bubble in the early eighteenth century, and the Tulipmania 
earlier still when reacting to ‘“High art” crime’ from the 1840s.80 
Interestingly, in the light of a strengthening financial crisis-financial crime 
‘coupling’ being developed following the 2007–8 crisis, Victorian contem-
poraries attributed this ‘whole new world’ to exposures from the 1840s 
‘railway crisis’, themselves mirroring new financial opportunities charac-
terising the burgeoning ‘enterprise economy’.81 Continuing contemporary 
interest in what was even termed ‘financial crime’82 would also be strongly 
defined by the ‘commercial distress’ of the 1850s, and the panic triggered 
by the suspension of Overend and Gurney in 1866—in a century which 
was characterised by significant economic instability on account of ‘severe 
trade cycles and a stock market crash roughly every ten years’.83 From 
these ‘mid-century’ crises, a clear narrative started to emerge that financial 
impropriety was capable of presenting risk of catastrophe, and constitut-
ing a threat to the economy and to wider society, and also to the reputa-
tion of the nation. It was from this that views that financial impropriety 
would in some instances require public rebuke started to concretise.

For instances where financial infractions were to be viewed otherwise 
than as ‘between man and man’ and as ones which could not be ‘made 
good’ out of a wrongdoer’s ‘own property’,84 Victorian society reacted 
with new legislation85 and pioneering criminal proceedings designed to 
test old laws and new in a context of rapid and extensive financial innova-
tion,86 and one where considerable reliance was being placed upon busi-
ness and commerce for generalised economic and wider societal progress 
and advancement.87Victorian criminalisation of financial misconduct 
appeared to reflect contemporary belief that this mode of enforcement 
demonstrated ‘social disapproval of a qualitatively different nature’88 from 
private law action. But this was coupled with insistence that not all 
alleged financial impropriety would amount to being unlawful let alone 
criminal, apparently underpinned by a strong belief—here expressed in 
2010—that ‘criminal prosecutions [should] be reserved for the most seri-
ous offences’.89 It is also interesting that distinguishing ‘things which are 
not crimes in themselves’90 in order to ensure punishment for ‘real frauds’ 
and not ‘… fictitious ones’91 would involve using the criminal process not 
only to castigate deliberately fraudulent conduct, but also conduct 
regarded in current parlance as ‘extremely risky’.

  G. Wilson and S. Wilson



  269

This terminology was coined in the wake of conclusions drawn in 
respect of Royal Bank of Scotland that existing law may not be capable of 
‘reaching’ behaviour resulting in RBS’s request for emergency assistance 
and in the institution being taken into partial public ownership.92 Clearly 
RBS was a very important trigger for new criminal liability premised on 
recklessness—that is taking risks considered to be unacceptable—with 
this embodied as the so-called ‘reckless banking’ offence.93 Whilst this is 
considered to be an offence of narrow application and intended to be 
used exceptionally,94 the importance of reckless behaviour for mapping 
criminal liability is manifest across time from earliest reactions to ‘“High 
art” crime’. The new offence was conceived from the attractiveness of a 
recklessness standard for financial misconduct, making liability poten-
tially easier to establish and more widely cast than in traditional 
approaches requiring dishonest/intentional conduct, and also the strong 
messages of societal determination ‘to prevent and deter’ that conduct 
communicated through the ‘egregious character’ of recklessness.95 In this 
light, the new offence can be seen as a departure from a lengthy tradition 
of attaching liability to deliberate wrongdoing, and one actually dating 
back to how nineteenth-century reactions to financial crime insisted that 
criminalisation would be confined to ‘deliberate transgressions’ from 
‘ordinary business’; namely ones accompanied by fraudulent intent.96

However, in the light of how the ‘reckless banking’ offence is regarded 
as a legal landmark, it is also the case that in seeking to punish ‘real 
frauds’ and distinguish these from ‘fictitious ones’, Victorian reactions 
sought also to discourage ‘extremely risky’ conduct. Clearly well 
acquainted with and deeply troubled by deliberately fraudulent behav-
iour on the part of business people, concern about ‘excessive’ or ‘over’ 
trading reflected contemporary understanding that temptations to engage 
in a range of transgressions from ‘ordinary business’ would arise in the 
course of prima facie legitimate activities of ‘prominent, wealthy or at 
least credit-worthy business men’.97 In ways recognisably analysed today 
as crime which is secondary in time and proximity to lawful business,98 
concerns about pressures arising from intense competition for investor 
and consumer interest leading to misrepresentations became manifested 
in castigations of so-called ‘excrescent trade’, even where liability itself 
was attached to deliberate transgression. This was on account that where 
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the ability of third parties—investors, customers, and creditors—to 
locate and assess risk was compromised, risk became inseparable from 
profit, and ‘the line between fair trade and foul’ impossible to draw.99

In 1858, directors of the Royal British Bank were convicted of offences 
relating to balance sheet falsification, where false representations made 
concerning the bank’s financial health were alleged to have originated in 
a reckless and imprudent approach to lending. In an address which could 
have been written for any one of the three UK bank scandals of the global 
financial crisis—Northern Rock and RBS and HBOS—it was alleged 
that ‘Wide-spread ruin has been scattered over the whole of the country, 
houses have been brought to destruction, families have been plunged 
from affluence into poverty, the hard earnings of industry, collected by 
long labour, have been entirely lost’.100 Indeed, if read without its very 
twenty-first-century referencing to groups of financial institutions, this 
case along with City of Glasgow Bank trial in 1879, could quite easily be 
textbook applications of the reckless banking offence created in 2013, to 
confer liability for a ‘decision causing a financial institution to fail’, where 
this decision is made by/agreed to by a senior manager of a financial insti-
tution concerning, with awareness of the risk that implementation may 
cause failure.101 Like the new offence, both these nineteenth-century 
cases can be read as warnings of the risks attendant to not responding to 
the worst instances of financial impropriety.

Closer examination of concern about financial crime across time reveals 
how perceptions of risk attach to costs which are associated with financial 
crime. For many costs to the economy and to society, both justify and 
necessitate more extensive and tougher regulation and enforcement. 
Within this, there is of course extensive referencing to pecuniary costs 
arising from this ‘invisible’102 crime, and in the UK context, this was esti-
mated as being an eye-watering annual cost of £73 BN in 2011 by the 
now defunct National Fraud Authority.103 This speaks credibly to long-
standing assertions in the academic literature of costs which ‘dwarf ’ those 
incurred as a result of ‘conventional’ crime,104 and most recently pecuniary 
risk is found effectively and succinctly presented in then Home Secretary, 
Theresa May MP’s insistence that, ‘Our economy relies on the financial 
system and everyone in this country benefits from its global success’ and 
her accompanying concern that ‘the scale and volume of financial activity 
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also brings serious risks of economic crime and real opportunities for 
criminals to defraud hardworking taxpayers of their savings and earn-
ings’.105 During the nineteenth century, the risks to the embedding of 
industrial capitalism presented by financial impropriety were also much 
appreciated and understood by contemporaries, with this articulated 
strongly in reference to high levels of investment confidence from amongst 
the expanding middle classes required to achieve this, and through the 
risks attaching to what has recently been termed ‘investment avoidance’.106 
Such considerations are evident in how responses to financial crime mani-
fested that capitalist activities must be undertaken responsibly as well as 
boldly in order to be regarded as proper and legitimate, and that what was 
regarded as ‘irresponsible venturing’ would be punished.107

Other powerful reference points for nineteenth-century insistence on 
responsible behaviour in undertaking enterprise, or in financing enterprise, 
embodied in reactions to financial crime included the risks attendant to 
individuals incurring poverty as a result of impropriety (as also observed by 
Theresa May in 2016). Indeed, in 1858, anxiety about families who were 
affluent, and by contextual implication prudent, was regarded as part of a 
calculus of ‘wide-spread ruin’, suggesting parallels with Mrs. May’s con-
cerns for the safety of the assets of ‘hardworking’ people. This concern 
across time for the risks presented to individuals’ personal finance by finan-
cial crime also resonates with how academic literature configures victims of 
a wide range of financial impropriety, including more diffuse types arising 
from market abuse and tax offending etc. as well as frauds targeting indi-
viduals more directly.108 These considerations of risks associated with not 
responding to financial crime adequately during the nineteenth century 
also drew attention to reputational risk, as is the case today. Regarding the 
UK as a ‘safe’ place to ‘do business’ is a clear theme running throughout 
domestic policy on financial crime from the last quarter of the twentieth 
century to the present, and clearly does speak to the implications of not 
doing so in an increasingly globalised world,109 but acute anxiety about 
Britain’s place as the ‘great commercial community’110 at the centre of the 
world is also evident in nineteenth-century reactions to financial crime.

Alongside these risks associated with financial crime and which can be 
identified with the economy, and with the wider societal consequences of 
economic functionality, there are also others configured as non-pecuniary 
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ones. In policy literature and academic study, financial crime is com-
monly associated with differential criminal process responses,111 and also 
policies showing disproportionate concentrations of enforcement energy 
on ‘conventional’ offending.112 Bequai’s powerful warning in 1979 that a 
society segregated on grounds of justice was as much of a segregated soci-
ety as one segregated by race113 is clearly part of the same trajectory as 
Sutherland’s assertion of differential enforcement and its capacity for 
undermining the egalitarian nature of law,114 and risks presented by 
justice-oriented divisions in society are also embedded in UK enforce-
ment discourse. Here prosecutors directly concerned with financial crime 
have long purveyed views that ‘soft options’ for ‘suits’115 are not accept-
able, with this mapping closely onto judicial insistence that ‘a man’s 
wealth and power’ must not ‘put him beyond punishment’.116 Whilst 
much in George Osborne’s 2015 Mansion House speech concerning the 
apparently ‘clear’ position of intolerance of financial crime does merit 
and require closer scrutiny, his insistence that there is public interest in 
ensuring that those who commit financial crime should be exposed to 
punishment commensurate with the fate of those ‘in any other walk of 
life’117 has arguably brought messages of the risk to social cohesion of 
segregated justice into mainstream policy discourse.

Earliest reactions to nineteenth-century financial crime also reveal the 
perceived importance of exposing those whose financial misconduct 
deserved ‘public contumely’118 to ‘condign punishment’.119 The compari-
sons which were made between those of ‘unquestioned honour and integ-
rity’ and considered incapable ‘of the offence with which they are now 
charged’120 and ‘common felons’ was a recognisable trope of criminal pro-
ceedings brought against businessmen, appearing to reflect a determina-
tion to punish those who were accustomed to the ‘elegances of life’121, who 
were considered to have violated the expectations of ‘high office’.122 At a 
time when it was uncertain whether establishing financial misconduct as 
‘infamous crime’ where absence of punishment would be a ‘disgrace’123 
would actually ‘carry public opinion’,124 nineteenth-century reactions to 
financial crime do appear to manifest concern about risks for society of 
not ensuring appropriate criminal process responses for those who did not 
‘conform to the popular stereotype of “the criminal”’125 alongside those 
who clearly did by virtue of being part of the ‘criminal classes’.126
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10.6	 �Concluding Thoughts

This analysis has shown that a number of manifestations of determina-
tion to respond to financial impropriety using criminal enforcement 
which are evident in current discourse can also be located across a wider 
timeframe of 150 years or more. In doing so, it has also shown how reac-
tions to financial misconduct past and present can also be configured as 
responses to risk. The prism of risk is particularly useful in this context on 
account that financial crime attacks a range of societal interests notwith-
standing that it ‘may not attract the immediate moral outrage’ of other 
types of crime,127 whilst a long timeframe approach is able to present a 
distinctive perspective on how risk also underpins concerns about the 
complexities entailed in criminalising financial wrongdoing. Today these 
complexities are strongly identifiable with the  ‘crime of ambiguity’ 
trope,128 found extensively across academic and policy discourse, reflect-
ing perceptual and even legal ambiguities attendant to regarding ‘finan-
cial impropriety’ as crime. The importance of guarding against 
criminalising activities which ‘are not crimes in themselves’129 does of 
course go to the heart of the integrity of the criminal law, but Victorian 
contemporaries appeared also to be appreciative of implications beyond 
this of criminalising financial misconduct, even when believing that 
doing so should be able to ‘carry public opinion’.130 This is evident in how 
attempts made to distinguish ‘real frauds’ from ‘fictitious frauds’ also car-
ried warnings of the risks of erring in doing so, as contemporaries sought 
to grapple with the worst excesses of capitalist activity whilst warning 
that ‘honest men’ should not be deterred from participating in business 
and enterprise.131

One hundred and fifty years later, and notwithstanding that financial 
crime ‘shames our financial system’ by undermining ‘the credibility of the 
economy, ruins businesses and causes untold distress to people of all 
walks of life’, because of how ‘everyone in this country benefits’ from the 
global success of the British economy,132 it would be wise to keep in mind 
Victorian conceptions of risks for the economy and to wider society of 
striking the wrong balance in castigating business persons and their con-
duct in seeking ‘propriety’. Indeed, that interactions between competi-
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tiveness and propriety might be more complex than as apparently 
presented by George Osborne in 2015 was tellingly proposed by the 
Treasury some time earlier in 2012. Here remarks made specifically in the 
context of banks readily and recognisably capture how business more 
generally ‘inevitably involves taking risks’:

Business and investment decisions of all kinds are always forward looking 
and involve a degree of judgement about future developments that is neces-
sarily less precise than … the kinds of prediction that are possible under the 
laws of the natural sciences or engineering. It would be inherently more 
difficult, therefore, to decide whether someone ought to have been aware 
of a risk that occurred, or that they were aware of a risk but wrongly decided 
that it was not significant, or to judge whether it was reasonable or unrea-
sonable to take a particular risk.133

Bearing this in mind is important for attaching any legal liability to 
alleged financial misconduct. It is also arguably most important where 
the use of criminal sanctions is being sought; as it appears to be the case 
now as 150 years ago, that criminal enforcement is being identified with 
‘social disapproval’, which is qualitatively different from that connoted 
through ‘administrative sanctions or compensation mechanisms under 
civil law’.134 Here criminal enforcement has a long association with harm 
perceived capable of emanating from financial impropriety, but examin-
ing reactions to financial impropriety across a timeframe of 150  years 
through the prism of risk makes not only a powerful case for tough 
responses, but also for the care which is required in their formulation.

At the same time as examining how the perceptual and enforcement 
challenges associated with financial crime can profitably be viewed 
through reference to risk, this analysis has sought also to point to how 
much more such work could usefully be undertaken. Here examining the 
problematics identifiable with financial crime with reference to risk and 
across a long timeframe reveals that a number of risks have actually been 
identified with financial crime over a period of 150 years or more. Whilst 
this might plausibly be regarded as prima facie support for Reinhart and 
Rogoff’s thesis of ‘this time is different syndrome’, the work of historians 
suggests that the dynamics between past and present and continuity and 
change are more appropriately characterised as complex and multi-faceted 
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than simple and linear. With key discourses suggesting that the global 
financial crisis is likely to represent a precipice for important choices to be 
made about how to continue to react to financial crime, as the tenth anni-
versary of its onset approaches, we would be wise to keep in mind the 
value of risk for understanding its origins and antecedence, and what 
might be required in response. In returning once more to Ulrich Beck, his 
theory of cosmopolitanism asks whether there is an enlightenment func-
tion of being in a constant state of risk; and where opportunities might 
arise from being so. For Beck, that global risk conflicts serve an enlighten-
ment function through destabilising existing order and being capable of 
enabling the first steps to be taken towards the construction of new insti-
tutions could usefully be applied directly to reactions to financial crime. 
As there is at least some evidence of a global criminal enforcement move-
ment taking hold in this context, looking at the complexities arising from 
financial crime through the prism of risk suggest that this is a moment of 
utmost importance for fashioning future directions.
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11
Corporate Crime and Corporate  
Culture in Financial Institutions: 

An Australian Perspective

Roman Tomasic

I am not so much concerned with the content of a corporate governance model 
as with the culture of the organisation to which it attaches. For me, the key to 
good corporate governance lies in substance, not form. It is about the way the 
directors of a company create and develop a model to fit the circumstances of 
that company and then test it periodically for its practical effectiveness.

Justice Owen, HIH Royal Commission Report, 2003

When a corporation takes a calculated risk by intentionally or recklessly failing 
to disclose material information to the market, it may be inferred that there is 
a corporate culture which encourages or, at least, tolerates or permits decision-
making which expressly or implicitly weighs the benefit of non-compliance 
against the risk if non-compliance is detected. For such deliberate conduct, the 
risk associated with re-offending must be set at a high level by high penalties.

Justice French, ASIC v Chemeq Limited, FCA 936, 2006

R. Tomasic (*) 
School of Law, University of South Australia, Adelaide, SA, Australia
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11.1	 �Introduction1

The corporate culture of banks and financial institutions has been subject 
to much criticism in Australia, the UK and the United States following 
the global financial crisis (GFC). This led to taxpayer-funded bail outs of 
many banks in the UK and the USA although the toxic culture of banks 
has been slow to change, as illustrated by the subsequent Libor2 and 
cross-selling scandals in the UK and the substantial payments made by 
banks which saw them settle claims against them for fixing foreign 
exchange markets.3 The largest US banks have reportedly paid about 
US$110 billion in fines because of their role in the financial crisis.4

Despite massive government support, banks have been slow to change 
their corporate cultures after the GFC, as was evident from hearings into 
the cross-selling of different products in the USA by Wells Fargo bank 
between 2012 and 2014; Wells Fargo is the third largest US lender by 
assets. In hearings before the US Senate Banking Committee, criticisms 
were made by both Republican and Democrat senators who looked at the 
bank’s culture and went on to query the responsibility of the Wells Fargo 
CEO, John Stumpf, for these failings.

Republican Senator, Patrick Toomey, argued that “cross-selling” as a busi-
ness strategy was fraudulent; this involved Wells Fargo employees setting up 
new accounts for large numbers of bank customers, even though the custom-
ers knew nothing about these products.5 Senator Toomey noted that whilst 
Wells Fargo had dismissed some 5300 of its employees for engaging in cross-
selling, it was unlikely that they had acted independently as the bank had 
claimed in its defence. Senator Toomey exclaimed to the bank’s CEO:

You state unequivocally that there are no orchestrated effort or scheme, as 
some have called it, by the company….But when thousands of people con-
duct the same kind of fraudulent activity, it’s a stretch to believe that every 
one of them independently conjured up this idea of how they would com-
mit this fraud.6

Like other banks, Wells Fargo had made massive profits from cross-
selling activity, leading Democrat Senator, Elizabeth Warren, to call for 
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the resignation of the bank’s CEO and return of money that he had 
earned during the sales scandal; Senator Warren added: “[y]ou should 
resign … and you should be criminally investigated.”7 As one report 
noted, the senators accused the CEO “of fostering a culture where low-
paid branch employees were pressured to meet impossible sales quotas to 
keep their jobs, and so signed up customers for products without their 
knowing.”8

Instead of criminal actions against senior officers, the bank has been 
fined US$185 million and, without admitting or denying wrong-doing, 
it settled allegations that its employees had secretly opened over two mil-
lion unauthorised deposit and credit card accounts for customers so as to 
meet the bank’s sales goals.9 Wells Fargo CEO, Stumpf, did however 
accept some limited responsibility and highlighted the central role of the 
bank’s corporate culture when he stated:

I accept full responsibility for all unethical sales practices in our retail bank-
ing business, and I am fully committed to doing everything possible to fix 
this issue, strengthen our culture, and take the necessary actions to restore 
our customers’ trust.10

However, this has meant that personal legal liability was not assumed 
by the CEO or any of his senior management team, such as the Wells 
Fargo head of retail banking who was retiring with almost US$125 mil-
lion in stock and options.11 Calls for a “claw back” of such payments had 
for a time fallen on deaf ears.

Similar concerns have been raised in regard to the culture of Australia’s 
four main banks. Whilst the strength of Australian banks has been such 
that these banks escaped any significant damage during the GFC,12 in 
more recent times they have begun to be subject to similar criticisms that 
have undermined trust in banks in other parts of the world and they have 
faced calls for further inquiry into their operations.

However, the shadow banking system did work to create significant 
risks, such as through the A$625.6 million in securities sold to Australian 
local government councils and community groups by Lehman Brothers.13 
The report of the Australian Financial Systems Inquiry subsequently 
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reminded banks and other financial institutions in Australia that they 
were not immune from global forces and were subject to global regula-
tory rules, calling for a strengthening of domestic regulatory institutions 
monitoring banks and financial institutions.14

Australian banks and regulators have been slow to recognise these reg-
ulatory problems and it was left to the Australian Prime Minister, 
Malcolm Turnbull, on the occasion of the 199th birthday of Australia’s 
oldest bank, Westpac, to warn that banks should fix their cultures; 
Turnbull noted that there had been “too many troubling instances” and 
that the banks’ social licence could be harmed by their pursuit of profit 
over values.15 What we have seen is a clash between older bank cultures 
and the newer and very different cultures that were to be found in the 
wealth management and investment arms of banks as a result of increas-
ing liberalisation of markets.16

This has seen the Australian Opposition Leader, Bill Shorten, call for a 
Royal Commission inquiry to be held into banks after actions by “cow-
boys” at Westpac manipulated benchmark interest rates.17 Banks were of 
course quick to dismiss these calls,18 whilst trust in bank-based financial 
planners continued to fall following a number of other Australian bank-
ing scandals.19

Despite the HIH Royal Commission report three years earlier,20 simi-
lar concerns have continued to be expressed regarding the culture of 
Australian insurance companies, especially where such insurance was sold 
by banks through cross-selling products. The Australian Financial Systems 
Inquiry had noted that the Australian “…Senate Economics References 
Committee report on ASIC’s performance highlighted that resource con-
straints affect ASIC’s capacity to conduct surveillance across regulated 
entities.”21 After some years of concern by the corporate regulator over 
poor funding, the Australian Government in 2016 allocated an additional 
AU$127 million to better police banks, although this occurred after some 
years of reduced funding for the corporate regulator.22

However, it should not be forgotten that a clash between different bank 
cultures was also evident in the years leading up to the GFC when UK and 
US banks moved from the traditional business model of writing mortgages 
so as to hold them until their maturity, to the new derivatives-based model, 
which saw these mortgages repackaged or securitised and resold.
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The Treasury Committee of the UK House of Commons described 
this as a “transition from the ‘originate to hold’ model of banking to the 
‘originate to distribute’ model.”23 This took place in the context of the 
increasing liberalisation of financial regulation, facilitating the develop-
ment of financial products such as derivatives that significantly multi-
plied risks in an increasingly globalised and inter-connected world. These 
changes in the organisation of banking and finance in the UK followed 
the so-called Big Bang of 1986 which allowed mergers to take place 
between banks and securities firms introducing competition that saw the 
takeover of small stockbroking firms and the subsequent diversification 
and expansion of banks.24 A consequence of these mergers was the emer-
gence of diversified financial institutions, creating conflicts of interests 
that could not be simply controlled by the use of conceptual architecture 
such as Chinese Walls within these large firms.25

In the USA, a similar change in banking business models had occurred 
in 1999 following the repeal or dismantling of the 1933 Glass-Steagall Act 
by the Clinton administration at the behest of the big banks; this Act had 
long separated commercial and investment banking since reforms enacted 
after the 1929 Great Depression.26 Its relaxation allowed commercial banks 
to once again engage in securities trading as well as normal commercial 
banking and thereby to compete with the shadow banking system.

From this point, traditional banks began to use shadow banking and 
were forced to rely upon rating agencies to provide assurance that they 
were assuming acceptable levels of risk. However, this was far from a reli-
able system of risk control as the rating agencies were subject to intense 
conflicts of interest which led them to underestimate the risks that were 
inherent in new securitised financial products that they were rating.27

Some have argued that the repeal of the Glass-Steagall Act was a key fac-
tor in creating the market bubble that led to the GFC in 2008.28 Nobel 
Laureate Professor Joseph Stiglitz has reminded us of the significant role that 
this legislation had played in restraining financial misconduct in the USA:

In the aftermath of the Great Depression, an event preceded by similar 
excesses, the country enacted strong financial regulations, including the 
Glass-Steagall Act 1933. These laws, effectively enforced, served the coun-
try well: in the decades following passage, the economy was spared the kind 
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of financial crisis that had repeatedly plagued this country (and others). 
With the dismantling of these regulations in 1999, the excesses returned 
with even greater force: bankers quickly put to use advances in technology, 
finance, and economics. The innovations offered ways to increase leverage 
that circumvented the regulations that remained and that the regulators 
didn’t fully understand, new ways of engaging in predatory lending, and 
new ways to deceive unwary credit card users.29

As the Australian economist Ross Garnaut has added: “The liberalisa-
tion of financial transactions seems to have left more scope for the herd 
to gain momentum in a boom, as well as in a panic, when the herd 
changes its course.”30 Professor Garnaut added that, in the period leading 
up to the GFC, the resort to financial innovations, such as derivatives and 
securitisation, had:

…allowed imbalances in the global economy to be much greater than 
would have been the case under the old rules. They enabled banks to dra-
matically increase their leverage and gave individuals and businesses access 
to credit they could never repay…When the breaking of the old rules 
reached its inevitable conclusion, the world was left with shattered trust in 
its financial system.31

The legitimacy of business organisations often depends greatly upon 
the degree to which they are trusted.32 As trust is often seen as a bank’s 
most precious resource, the diminution or loss of trust that followed the 
financial crisis led to a new interest in enhancing the culture of banks and 
other financial institutions.33

11.2	 �The Problem of Corporate Culture

Much has been said about problems with corporate culture in Australia 
and elsewhere, especially in regard to banks and insurance companies. 
However, it is a general problem that applies to all public companies. In 
a 2006 continuous disclosure case before the Federal Court of Australia, 
French J (as he then was) stressed the importance of a “culture of compli-
ance” in corporations and added that:
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Compliance policies and procedures will not be effective unless there is, 
within the corporation, a degree of awareness and sensitivity to the need to 
consider regulatory obligations as a routine incident of corporate decision-
making. This kind of general sensitivity to the issues underpins what is 
sometimes called a ‘culture of compliance’. It does not require a risk averse 
mentality in the conduct of the company’s business, but rather a kind of 
inbuilt mental check list as a background to decision-making.34

A number of leading corporate regulators and business leaders have 
also stressed the importance of a healthy corporate culture.35 The 
Australian Securities and Investments Commission’s (ASIC) Chairman, 
Greg Medcraft, has been a leading international voice in focusing atten-
tion on corporate culture issues. Medcraft had previously worked for 
Société Générale, a large French bank, before taking on the job as Chair 
of ASIC and presiding over International Organisation of Securities 
Commissions (IOSCO).

Although Medcraft is not a lawyer, he has pushed for an extension of 
liability based on corporate culture, from Pt 2.5 of the Criminal Code, to 
apply to other areas of law to which it is not currently applicable; this 
includes Chap. 7 of the Corporations Act, dealing with the regulation of 
financial markets. Not surprisingly, Medcraft has encountered some resis-
tance to this proposal from conservative legal commentators.36

Medcraft has perhaps been an unusual regulator in that he has often 
taken up academic ideas and sought to use them as regulatory tools; these 
have included placing a stress on the importance of corporate gatekeepers 
(like lawyers, accountants, auditors, liquidators, etc.) and more recently, 
championing the idea of corporate culture. He is also unusual in that he has 
been prepared to be publicly critical, sometimes to his own disadvantage; 
for example, he is reported to have said that Australia was a “paradise” for 
white-collar criminals.37 This did not endear him to some senior members 
of the Liberal National Party coalition government and he was lucky to 
have his term extended before the 2 July 2016 national election.38

Medcraft also drew upon the socio-legal work on corporate culture 
that had been published by John Braithwaite and Brent Fisse.39 This work 
has had international significance, but it has been slow to take root in 
regard to corporate culture in financial institutions.
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Medcraft argued that many corporate problems can be traced back to 
prevailing corporate culture in organisations and noted that ASIC was 
now incorporating culture into its risk-based surveillance system. As he 
has repeatedly said in recent years, culture was “a key driver of conduct” 
with the consequence that good outcomes lead to good outcomes for 
investors and customers; the converse also applies with poor culture and 
poor conduct having negative outcomes.40

He added that cultural change was likely to be “better for business 
than constantly having to remove bad apples – and cultural change will 
have a more enduring and positive impact than simply addressing iso-
lated instances of misconduct.”41 The Commission’s rationale for focus-
sing upon culture was further explained by ASIC’s Deputy Chairman, 
Peter Kell, when he pointed to the link between culture and trust in the 
financial system:

Culture, and its links to conduct and regulation, has become central to 
discussions of how business operates, particularly in the finance sector. 
Given the massive global costs of misconduct arising out of poor finance 
sector culture, this should not be surprising. ASIC has been highlighting 
the importance of culture in financial firms. Our aim is to promote trust 
and confidence in the financial system, and poor culture clearly under-
mines that trust and confidence.42

Kell noted that other financial market regulators, such as the Australian 
Prudential Regulatory Authority and the UK’s Financial Conduct 
Authority (FCA) had also stressed the importance of culture as a measure 
of integrity in firms.43 The FCA has seen this new focus as “encouraging 
a culture of personal responsibility” as culture has been seen as being vital 
to the regulation of conduct.44 However, given that it is such a “nebulous 
concept,” culture has not proved to be a reliable tool to assist in corporate 
prosecutions because, as Dixon has argued, “[p]rosecuting based on cor-
porate culture involves the onerous task of proving that culture. One of 
the primary difficulties of this task is that the culture must relate to the 
physical act and be evidenced at the point in time that the physical act 
took place.”45
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In the UK, the FCA’s Director of Supervision saw culture as being 
shaped by four facts; these were firstly, the “tone from the top”; he noted 
that senior managers were “responsible for setting the tone in the firm.”46 
Secondly, this was supported by “tangible practices and cues which tell 
people what they need to do to be successful” in the firm and this can be 
illustrated by critical factors such as patterns of recruitment, promotion 
and compensation within the firm.47 Thirdly, culture was seen to be 
shaped by “narratives that circulate in the firm that explain what the firm 
is trying to achieve” and whether the resources that have been allocated 
to achieve these goals will place pressure upon employees “to deliver 
against tough targets.”48 Finally, the FCA argued that the “capabilities of 
an organisation” will also shape its culture.

Of course, as is evident from the magnitude of the cross-selling scandal 
in Wells Fargo bank in the USA, cultural problems may sometimes be 
systemic and not merely a reflection of the actions of a few “bad apples.” 
This general point was recognised by the Australian Treasury Secretary, 
John Fraser, when he observed in 2016 that:

Time and time again, we have seen firms blaming it on a few bad apples 
driving bad outcomes for consumers, rather than taking responsibility for 
looking more closely at their organisation.49

In an address to the Law Council of Australian in November 2015, 
Medcraft added that:

Culture matters to ASIC because poor culture can be a driver to poor con-
duct. Culture has been at the root of some of the worst misconduct we’ve 
seen in the financial sector…We think improved culture in the industry we 
regulate will have a long-lasting positive impact on the industry in a broader 
way than deterring or disrupting isolated misconduct.50

The ASIC Chairman concluded a 2015 speech by reminding his audi-
ence that “[c]ulture is important to us because it drives conduct.”51 
Medcraft noted in a later speech that “poor culture has been at the root 
of some of the worst misconduct we saw during the global financial cri-
sis.”52 He went on to identify what he saw as several key drivers of good 
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culture, with the first of these being the role of the board and senior man-
agement in leading by example and “demonstrating the conduct that 
supports the organisation’s values.”53

This of course assumes that there is a clear dividing line between virtu-
ous and criminal corporations, illustrating what Fiona Haines describes 
as “the essential ambiguity of white collar crime…”54 and the “blurred 
boundaries between ‘criminal’ and ‘normal’ business behaviour.”55

Medcraft saw the enhancement of a firm’s culture being achieved by 
the use of peer pressure, the use of whistle-blowers and by fostering indi-
vidual and corporate accountability. In regard to the third of these tools, 
he noted that the UK had introduced an enhanced accountability mecha-
nism for corporate managers. Medcraft, who has been the chair of the 
IOSCO, noted that:

In the United Kingdom, the Senior Managers Regime has recently been 
developed to hold individual managers accountable for poor conduct 
occurring in businesses for which they are responsible. The regime involves 
firms mapping out responsibilities for senior managers and having them 
pre-approved by regulators.56

The operation of the UK’s Senior Managers Regime (SMR) has been 
seen as an important means of ensuring accountability within financial 
firms.57 Davidson has noted that there are three essential ideas underpin-
ning this regime:

First,… senior managers are clearly accountable for decisions and conduct 
that falls within their areas of responsibility and that the responsibility for 
conduct does not fall through the cracks or become shared so widely that 
no one feels accountable for it…The second idea is that senior managers 
are clearly accountable for ensuring that they have taken reasonable steps, 
for example, through governance and control frameworks, to ensure that 
the decisions made by individuals in their areas are appropriate.…The 
third idea is that all senior managers are clearly accountable for ensuring 
that individuals working at all levels in their areas of responsibility meet 
appropriate standards of conduct and competence.58

The UK’s SMR is seen by the FCA as the most significant of mecha-
nisms for embedding an accountable corporate culture in financial 
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firms.59 It is too early to assess the effectiveness of this new regime; the 
failure of the principles-based system of light touch regulation that was 
previously used to regulate the financial services industry in the UK60 
suggests that SMR will need to be credible. Often soft law regimes lack 
credibility; on the other hand, legalistic or formal criminal prosecutions 
have also proved difficult to apply in regard to well-resourced and com-
plex financial institutions, especially those that are perceived to be “too 
big to fail.”61

ASIC Chairman, Medcraft, concluded a 2015 speech by arguing that 
“[c]ulture is important to us because it drives conduct.”62 Medcraft noted 
in a later speech that “poor culture has been at the root of some of the 
worst misconduct we saw during the global financial crisis.”63 In is also 
clear that bad corporate culture may have systemic consequences, as was 
evident recently from an ASIC report into the Australian funds manage-
ment industry, based on a review of 12 Australian financial services 
licence holders from 1 July 2013 to 30 September 2015.64 In responding 
to cultures that have produced questionable conduct, ASIC launched a 
series of legal action against Australia’s leading banks in connection with 
rate rigging of Australian Bank Bill Swap rates.65

Echoing statements coming from the UK’s FCA, ASIC Chairman, 
Medcraft, identified what he saw as key drivers of good culture, with the 
first of these being the role of the board and senior management in 
leading by example and “demonstrating the conduct that supports the 
organisation’s values.”66 This of course assumes that there is a clear divid-
ing line between virtuous and criminal corporations67 and the “blurred 
boundaries between ‘criminal’ and ‘normal’ business behaviour.”68

11.3	 �Theorising About Corporate Culture 
and Corporate Crime

Too often cultural leadership from the top in corporations has been lack-
ing. Professor John Braithwaite has noted that:

While it is middle management who perpetuate the criminal acts, it is top 
management which set the expectations, the tone, the corporate culture 
that determines the incidence of corporate crime.69

11  Corporate Crime and Corporate Culture in Financial... 



294 

He added that in these circumstances, responsibility for illegalities is 
attributed to senior managers who are often “wilfully blind to the creation 
of a criminogenic corporate culture.”70 At this stage, it may be appropriate 
to look briefly at some of the academic literature on these issues.

The question whether white-collar crime was a crime has troubled 
criminologists at least since the 1950s when Edwin H Sutherland consid-
ered this matter.71 Others such as Christopher Stone took a different 
approach and wondered whether the large corporation was “where the 
law ends.”72 This is because large corporations are largely systems of pri-
vate governance.73 Fisse and Braithwaite noted that corporate justice 
mechanisms within the corporation may be more effective in finding out 
what occurred and in so doing “reflect the culture of the organisation, 
and be perceived as fair by those subjected to investigation or 
sanctions.”.74

They added that the problem with this was that “private justice systems 
have weaker safeguards of procedural fairness.”75 Nevertheless, they went 
on to highlight the advantages of private justice systems and the capacities 
of inside investigators to better understand the culture of an organisation 
and more quickly establish who might be responsible; as they explained: 
“[p]rivate justice systems have a superior capacity to finger the culpable 
partly because of their capacity to trap unsuspected wrongdoers.”76

However, internal systems of private governance may have greater diffi-
culty in dealing with misconduct by powerful actors in senior management 
positions and on corporate boards. Not surprisingly, in regard to responsi-
bility for banking failures leading up to, or since, the GFC, few if any 
senior executives or board members of major banks have been subject to 
criminal actions or been subject to financial sanctions.77 At the same time, 
since 2009, it has been reported that some US$190 billion was paid by 49 
financial institutions in fines and settlements with governments and private 
individuals.78 However, this money has been paid out of what might other-
wise be  shareholder funds and not by individual bankers.

Professor MacNeil has noted that “the financial crisis did not lead to a 
significant rise in public enforcement actions in either the USA or the 
UK…”79 The failure to bring successful criminal actions personally against 
senior bank executives after the GFC has been explained by the claim that 
it is often difficult to prove misconduct by senior corporate officers; the 
effect of statute of limitations clauses has also prevented actions being 
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brought against wrongdoers.80 As a result, governments have often been 
content to see massive fines being paid by banks in the settlement of claims 
raised, without any admission of liability. This suggests that it is necessary 
to look more closely at new laws and improved regulatory mechanisms, as 
well as issues of corporate culture and the attribution of criminal liability 
upon the basis of a toxic corporate culture.

It is often argued that organisations have a distinctive culture which may 
tolerate violations of the law when this is done for the benefit of the firm.81 
However, this does not mean that there is no room for corporate criminal 
liability, even if many cases of corporate misconduct can be handled by the 
use of civil or administrative remedies.82 Indeed, the use of corporate law 
remedies need not always involve imposing criminal sanctions as a range of 
other less coercive remedies may often be more appropriate, as Fisse and 
Braithwaite have argued when they advanced their accountability model 
which used their well-known pyramid of enforcement.83

There has been a decrease in the number of successful corporate crime 
prosecutions in recent decades. Laureen Snider has argued that this can 
be attributed to three broad forces; firstly, in the context of neo-liberalism, 
we have seen a deregulation of some areas; secondly, we have seen a trend 
towards decriminalisation of corporate misconduct and finally, we have 
seen a downsizing of the machinery of corporate crime enforcement.84 
She attributed these changes to the influence of hegemonic groups in 
encouraging governments to reform laws and ease the regulatory burden 
on business (such as the movement against “red tape”). In this context, 
the political influence of large banks is often such that they are able to 
neutralise punitive regulatory action.

It is remarkable that there have been almost no successful criminal 
prosecutions of individuals following the GFC when a comparison is 
made with the number of prosecutions after the Savings & Loans crisis in 
the USA between 1983 and 1992. This crisis arose during the Reagan era 
as a result of competitive pressures that flowed from the deregulation of 
financial institutions, such as thrift banks.85 Despite academic findings 
that those involved in the S&L crisis received more lenient sentences 
than would be applied in “normal” street crime,86 it has been reported 
that the S&L crisis saw 1100 criminal prosecutions of individuals in 
major S&L fraud cases out of a total of 5490 criminal investigations, 
with 839 convictions of individuals being recorded in the USA.87
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Similarly, there were more criminal prosecutions of senior executives 
after the collapse of Enron and other dot com companies than occurred 
after the GFC; this outcome was helped by resources being made avail-
able and dedicated task forces being set up to prosecute these cases.88 
However, it has been noted that the outrage at the use of securitised spe-
cial purpose vehicles by Enron, and the convictions that were recorded at 
this time, had little impact upon the financial sector where similar prac-
tices continued to evolve.89 As one observer remarked:

…many of the same financial vehicles tested by Enron became institution-
alized on Wall Street in the years after the company’s collapse…While 
Enron and the reforms it spawned may have been sufficient to change 
behaviour at some companies, it barely seemed to register in the financial 
sector. To avoid low returns, the big banks embraced risky business models 
ultimately built around trading. Trading was Enron’s Achilles heel as well.90

The collapse of HIH in Australia has many parallels with the failure of 
Enron. In Australia, limited action took place after the collapse of insurance 
company HIH, which was only  made possible by the allocation of additional 
resources by government to fund the HIH prosecutions. However, as Haines 
noted from her review of the HIH case, the line between corporate criminal-
ity and normal business behaviour is often ill defined and industry leaders 
may at times be celebrated for their risk-taking business behaviour but at 
other times such behaviour may be seen as criminal.91

But a decade on, for a variety of reasons, there has been a reluctance to 
pursue senior executives in failed or failing  major banks and financial insti-
tutions; to some degree this hesitation was attributed to perceptions that 
markets were too fragile and needed to be calmed so as to avoid “conta-
gion.”92 Added to this was the realisation gained from experience with ear-
lier prosecutions, such as with Enron, that criminal cases can be lengthy 
and expensive and that  their complexity was often difficult for juries to 
understand; often, well-resourced litigants were able to have their convic-
tions overturned on appeal.93 Others have argued that the GFC was caused 
by regulatory failures or poor prudential supervision and risk management 
and not by criminality on the part of senior banking officers. Such reasons 
have been used to justify a search for other remedies.
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It is well known that a lack of adequate resources is also a fundamental 
cause of the failure to prosecute securities market abuses.94 Unlike the 
response to earlier market crises, after the GFC there was a reluctance to 
set up working groups and task forces (as occurred after earlier failures) to 
organise prosecutions of senior executives, and banking regulators were 
generally more reluctant to refer cases to prosecutors to pursue through 
the courts; some regulatory bodies, such as the US Securities and 
Exchange Commission, were also constrained by the fact that they were 
only empowered to bring civil and not criminal cases.95

After a decade of minimal market regulation during the boom years 
prior to 2008, bodies such as the SEC were induced to see the regulation 
of financial markets as something that should best be left to markets 
themselves. This was well illustrated by the failure to deal with massive 
Ponzi schemes such as the scheme organised by the highly regarded US 
securities trader, Bernard Madoff.96

In seeking to make some sense of these failures, US criminologist, 
Henry N Pontell, was  quoted in The New York Times as saying:

When regulators don’t believe in regulation and don’t get what is going on 
at the companies they oversee, there can be no major white-collar crime 
prosecutions…If they don’t understand what we call collective 
embezzlement, where people are literally looting their own firms, then it’s 
impossible to bring cases.97

One reason for the reluctance of the US Government to act more 
robustly against Wall Street bankers was the belief that the Obama 
Administration itself had become dominated by former Wall Street bank-
ers and lawyers.98 Such concerns over political interference were also 
raised in the earlier response to the Savings and Loans Crisis in the USA.

In the UK, it has been shown that regulators preferred to rely upon 
non-enforcement-led compliance promoting strategies in their regula-
tion of disclosure of finance and corporate governance matters.99 Iain 
MacNeil has concluded that in the UK:

The financial crisis has drawn attention to the potential for individual as 
opposed to entity responsibility to act as an accountability mechanism as 
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well as a deterrent. It has also acted as a driver for increasing criminaliza-
tion of regulatory offences so as to harness the reputational sanctions asso-
ciated with regulatory contraventions.100

After the GFC in the UK, actions against individual senior bankers in 
failed banks had been stymied by inadequate legal remedies, as occurred 
when action was taken against individuals in the failed Royal Bank of 
Scotland.101 This eventually led to the enactment of new provisions in 
2013 to remedy this defect in the law.102 Neo-liberal proponents have 
often seen markets as self-disciplining or self-regulating and have there-
fore urged governments to stay out of business. The GFC demonstrated 
the ideological nature of these claims as Government bail-outs and quan-
titative easing by Central Banks became the order of the day. This was 
also illustrated after the failure of UK banks after 2007, when an official 
inquiry headed by Sir David Walker concluded by arguing that further 
legislation was not required and that problems could be resolved by intro-
ducing a self-regulatory Stewardship Code to monitor banking activity.103 
This code has been criticised by many academic commentators.104 A 
somewhat more critical view of the professional standards and culture of 
banks was subsequently taken in 2013  in the report of the UK 
Parliamentary Banking Standards Commission.105 As the Commission’s 
Report explained:

Too many bankers, especially at the most senior levels, have operated in an 
environment with insufficient personal responsibility. Top bankers dodged 
accountability for failings on their watch by claiming ignorance or hiding 
behind collective decision-making. They then faced little realistic prospect of 
financial penalties or more serious sanctions commensurate with the severity 
of the failures with which they were associated. Individual incentives have 
not been consistent with high collective standards, often the opposite.106

The Banking Standards Commission went on to argue that:

A more effective sanctions regime against individuals is essential for the 
restoration of trust in banking. The current system is failing: enforcement 
action against Approved Persons at senior levels has been unusual despite 
multiple banking failures. Regulators have rarely been able to penetrate an 
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accountability firewall of collective responsibility in firms that prevents 
actions against individuals. The patchy scope of the Approved Persons 
Regime, which has left people, including many involved in the Libor scan-
dal, beyond effective enforcement.107

The Commission was critical of the FCA’s Approved Persons Regime 
arguing that it had created a largely illusory impression of regulatory con-
trol over individuals.108

The rise of non-binding corporate social responsibility codes, or soft 
law, is an illustration of the effects of a widespread reluctance to use crim-
inal sanctions or governmental regulatory mechanism. We have also seen 
efforts to avoid criminal convictions by the use of negotiated arrange-
ments, such as deferred prosecution agreements109 and negotiated settle-
ments which avoid the need for a guilty plea. However, MacNeil has 
argued that “[i]nformal settlements have attracted some criticism for 
their role in exculpating offenders but can be justified as a means to make 
efficient use of scarce enforcement resources.”110

For example, in 2016, Goldman Sachs negotiated a settlement with 
the US Justice Department to pay US$5.06 billion as a penalty for its 
actions in marketing mortgage-backed securities between 2005 and 
2007.111 However, although negotiated settlements have long been used 
in countries such as Australia,112 courts have  not always been comfort-
able with them.113 In these circumstances, a space has been created for a 
new focus upon improving internal corporate cultures in financial insti-
tutions rather than expending massive resources on complex criminal 
prosecutions. In 2013, the UK’s Parliamentary Banking Standards 
Commission argued that a significant cultural change was required to 
restore trust in banks at all levels:

the weakness in standards and culture that has contributed to the loss of 
public trust in banks has not been confined to isolated parts of a few sub-
standard banks. It has been more pervasive. Trust in banking can only be 
restored when it has been earned, and it will only have been earned when 
the deficiencies in banking standards and culture, and the underlying 
causes of those deficiencies, have been addressed.114
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Westbrook argues that regulators have turned to the idea of culture  in 
frustration.115 Campbell and Loughrey also suggest that “the regulatory 
retreat to a critique of something so amorphous as culture follows from 
an acknowledgment that previous regulation was a deplorable fail-
ure…”116 The inadequacy of conventional regulation of markets has also 
been seen as explaining the resort to culture and ethics in seeking to deal 
with market failure.117

Whilst lawyers may imagine culture as being law-like and economists 
imagine culture as being like a market, Westbrook argues that these are 
both very shallow understandings of culture and points out that the term 
culture is impossible to define objectively and externally.118 He argues 
that culture needs to be seen as a web of understandings and needs to be 
seen as being “internal to the individuals, institutions, modes of interac-
tion that constitute financial markets.”119 Three theoretical problems with 
the current effort to draw upon culture in enhancing financial regulation 
are identified by Campbell and Loughrey when they note:

[T]o direct regulatory effort at a change of culture has at least three debilitat-
ing shortcomings. First, it leaves the nature of the regulatory effort to be 
mounted extremely vague…This leads to the second shortcoming, for it is not 
as if attempts to indirectly produce a change of culture have not been made; it 
is that they did not work…And it is here that we would seek to identify the 
third and most important regulatory shortcoming that led to the crash. The 
culture that is being criticised undoubtedly is a culture of self-interest…120

They argue that the type of self-interest that caused financial markets 
to crash was “not market self-interest, but very substantially its oppo-
site.”121 Drawing upon Adam Smith rather than Amartya Sen, Campbell 
and Loughrey argue that a culture of market self-interest must remain an 
essential driver of markets.

11.4	 �Using Corporate Culture as a Legal Tool

In 2006, the Australian Law Reform Commission (ALRC) recommended 
that the Australian Government should expand the range of penalties 
that were applicable to corporations to include such mechanisms as cor-
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rective action, community service and the publication of information 
about the offence that had been committed. The ALRC also recom-
mended that s 16A(2) of the Crimes Act (Cth) be amended to include:

[T]he type, size, circumstances and internal culture of the corporation; 
[and] the existence or absence of and effective compliance program 
designed to prevent and detect criminal conduct.

A 2008 report by the law firm Allens Arthur Robinson (now merged 
with Linklaters) noted that these recommendations have not been imple-
mented.122 The Allens report also noted that:

Unlike the US, and despite having a nuanced model of organisational lia-
bility, Australia has not developed corresponding systematic principles of 
sentencing to deal with organisational liability.123

The Allens report notes that the final report of the Standing Committee 
of the Attorney-General’s Department that recommended the change 
“drew on academic writing to outline the justification for corporate cul-
ture provisions.”124 This included a number of papers written by Professor 
Brent Fisse.125

The Australian Criminal Code Bill was introduced in 1994 and the 
Criminal Code Act (CCA) was amended in 2000.126 Section 12 of the 
CCA (in Pt 2.5) defines Corporate Culture as:

an attitude, policy, rule, course of conduct or practice existing within the 
body corporate generally or in the part of the body corporate in which the 
relevant activities takes place.

In proving the fault element of an offence Art 12 also states that this 
can be done by:

(c) �proving that a corporate culture existed within the body corporate that 
directed, encouraged, tolerated or led to non-compliance with the rel-
evant provision; or

(d) �proving that the body corporate failed to create and maintain a corpo-
rate culture that required compliance with the relevant provision.
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Section 769A of the Australian Corporations Act 2001 provides that 
Pt 2.5 of the Criminal Code does not currently apply to Chap. 7 of the 
Corporations Act (dealing with Financial Services and Markets); Also, s 
12GH(6) of the ASIC Act 2001 limits the application of Pt 2.5 to the 
financial services provisions found in Div 2 of Pt 2 of the ASIC Act; this 
therefore does not currently allow the corporation’s culture to be used in 
proceedings as evidence of intention or recklessness.127

In this way, Dixon has noted that Australia has extended the breadth 
of its corporate liability regime “far beyond any other jurisdiction.”128 
Clough and Mulhern have described the Australian Criminal Code in 
similar terms.129 However, there has been a “prosecutorial reticence in 
relying upon the corporate culture provisions of the Criminal Code as a 
basis of liability.”130 She adds that these “provisions have not been tested 
in a criminal prosecution, although, in the United States, corporate cul-
ture has often been referred to in regulatory offences as a factor in 
sentencing.”131

Corporate culture has long been the subject of academic discussion by 
lawyers and criminologists. Culture has also been studied extensively by 
business-related disciplines.132 The language of Section 12 is based on 
work done by Fisse and Braithwaite in their 1993 study of Corporate 
Crime and Accountability. This has been an on-going theme in academic 
debates.133 Essentially, the concept of corporate culture was being used as 
a way of proving intention. However, these provisions do not seem to 
have been effective in an organisational context.

Fisse and Braithwaite noted that “an organisation has a culture which 
is transmitted from one generation of organisational role incumbents to 
the next.”134 They added that any “strategy for allocating responsibilities 
should be in harmony with the varieties of structures, cultures, [etc.] in 
large and small organisations.”135

In considering the problem of disharmony between corporate culture 
and the law, Fisse and Braithwaite considered various solutions,136 but 
noted that this presents problems as corporate culture will inevitably vary 
significantly between different organisations, making it difficult to 
standardise the application of law to corporate culture. They turned to the 
idea of the pyramid of disciplinary action as a way of obtaining “commit-
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ment from corporations to comply with the law” and allowing regulators to 
“back up their negotiations with credible threats about the dangers faced by 
defendants if they choose to go down the path of non-compliance.”137

However, the fuzziness of the concept of corporate culture has led crit-
ics to argue that its inherent uncertainty as a concept provides a poor 
basis upon which to rest legal arguments concerning criminal liability. 
Because some have argued that culture is a “moving target,” Colvin and 
Argent argued that:

…there are significant difficulties in attempting to regulate something as 
uncertain as corporate culture. In order to impose liability on directors, 
officers and the company, there must be an identifiable ‘offence’ – the cul-
ture of the organisation must fall short of some legal standard. It is, how-
ever, extremely difficult to define that standard.138

They go on to argue that the extension of Pt 2.5 of the Criminal Code 
to Chap. 7 of the Corporations Act:

[W]ould be a significant intrusion into the internal governance of corpora-
tions. The provisions are ‘vague and provide little guidance to companies 
and their lawyers about what is required’ to comply with Pt 2.5 of the 
Criminal Code.139

Arguably, one of the problems with corporate legislation in many 
Western countries is the excessive reliance on detailed provisions, rather 
than general provisions. It is interesting to note that the former Governor 
of the Bank of England, Mervyn King, has called for simpler more robust 
rules for the regulation of financial markets.140 A similar argument was 
made by Andrew Haldane of the Bank of England when he argued that the 
excessive complexity of the Basel process of banking regulation had become 
counterproductive.141 This is because detailed provisions are often able to 
be avoided by lawyers acting for corporate clients. It could be argued that 
corporate culture is such a simpler rule. Moreover, it is a matter that would 
largely be left to corporations themselves in a more sophisticated model of 
regulation than that espoused by industry advocates.
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11.5	 �Conclusions

Recent financial market and corporate collapses have led to a loss of faith 
in many traditional legal regulatory tools used in regard to the control of 
financial markets. The failure to successfully pursue criminal actions 
against senior officers in banks and financial institutions following the 
GFC has raised questions regarding the utility of criminal prosecutions. 
A number of explanations for the declining use of criminal prosecutions 
and the use of other remedies, such as commercial settlements, were 
considered.

This has caused a significant loss of trust in banking and financial insti-
tutions. Over the last decade, we have seen a renewed interest in the idea of 
corporate culture and its value as a regulatory tool. Regulatory authorities 
have been keen to draw upon it in the regulation of financial institutions, 
although the fuzziness of the concept has made it a difficulty tool to use as 
a legal mechanism, such as in criminal prosecutions. Some efforts have 
been made to develop a legal model of corporate culture, but it has yet to 
be applied widely and not at all to the financial services industry. It is 
unlikely to provide the “quick fix” that some regulators had hoped for.

Nevertheless, the provisions of the Australian Criminal Code dealing 
with corporate culture have provided an important focus to the ongoing 
reform debate, even if it is clear that the existence of an inadequate corpo-
rate culture is unlikely to be an effective means of proving criminal miscon-
duct in financial institutions. This debate will no doubt continue as the 
managerial aspects of corporate culture may well serve as an interim mecha-
nism for achieving greater accountability in corporate governance.
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The Financial Crisis and Mortgage 

Fraud: The Unforeseen Circumstances 
of the War on Terrorism 

and the Financial War on Terrorism, 
a Critical Reflection

Nic Ryder

12.1	 �Introduction

The 2007/2008 financial crisis has attracted a great deal of research, debate 
and conjecture on the identification of its contributory factors. Many gov-
ernment-commissioned reports have attempted to identify the root causes 
of the financial crisis and have ascertained an embarrassment of complex 
and interwoven financial, legislative and regulatory factors that contrib-
uted to the largest financial collapse since the Wall Street Crash in 1929. 
For example, the United States (US) Financial Crisis Inquiry Commission 
Report (Financial Crisis Commission) concluded that there were several 
factors that caused the financial crisis. This included weak financial regula-
tion, the collapse of corporate governance and risk management, unwar-
ranted borrowing combined with precarious investments, ill-equipped 
governments, a complete breakdown of accountability and ethics, collapsing 
mortgage lending standards, mortgage securitisation, over-the-counter 
derivatives and the failures of Credit Rating Agencies (CRAs; Financial 
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Crisis Enquiry Report 2011, pp. xv–xxviii). Additionally, the US 
Department of Treasury (2008) stated that there were five elements: a 
complete breakdown in underwriting standards for subprime mortgages, a 
significant erosion of market discipline, flaws in CRAs, risk management 
weaknesses at many large financial institutions and ineffective banking 
regulation. The Federal Reserve identified more components that included 
a generalised run on global financial institutions, the dependence of many 
financial systems on short-term funding, a vicious cycle of market-to-mar-
ket losses driving fire sales of asset-backed securities, the realisation that 
financial firms were pursuing flawed business models and were subject to 
similar risks, and global swings in risk aversion supported by instantaneous 
worldwide communications and a shared business culture (2010, p. 6). In 
the United Kingdom (UK), the Financial Services Authority (FSA) con-
cluded that “the origins of the greatest post-war financial crisis can be 
traced back to a combination of macroeconomic factors and financial 
market developments. The resulting exuberance in pricing credit and vola-
tility risk developed into a self-reinforcing cycle, exacerbated by a failure to 
develop appropriate macro-prudential policy responses” (FSA 2009, p. 5). 
In particular, the FSA identified six factors that included the macroeco-
nomic imbalances increasing the complexity of the securitised credit 
model, the rapid extension of credit and falling credit standards, the 
property price boom, increasing leverage in the banking and shadow bank-
ing system, underestimation of bank and market liquidity risk, and self-
reinforcing cycle of irrational exuberance (ibid., pp.  7–12). Other 
well-documented influences that triggered the financial crisis included the 
spectacular collapse of the US subprime mortgage sector (European 
Commission 2009), weak and ineffective banking regulation models 
(Hutchins 2011, p. 293), high levels of consumer debt and related over-
indebtedness (Dickerson 2009, p. 395), the sale of toxic debts (Arsalidou 
2010, p. 284), securitisation (Nwogugu 2008, p. 316), deregulation of 
banking legislation (Levitin 2009, p.  399), ineffective macroeconomic 
policies (Gevurtz 2010, p. 113), weak consumer credit regulation (Schaefer 
2012, p. 741), the deregulation of consumer credit legislation (Choi and 
Papaioannou 2010, p.  442) and the culture of some banking practices 
(Tomasic 2011, p. 7). However, one of the most significant developments 
in the aftermath of the financial crisis has been the increasing recognition 
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that white-collar crime either triggered the financial crisis or was a 
significant contributory factor (Ryder 2014; Huisman 2012; Deflem 
2011; Herlin-Karnell 2012; Hardouin 2011; Creseney et al. 2009; Eng 
and Nuttal 2009; Posner and Vermeule 2009). It is not the purpose of this 
chapter to identify the different types of white-collar crime that caused the 
financial crisis, instead, it will uniquely concentrate on how the instigation 
of the ‘War on Terrorism’ and the ‘Financial War on Terrorism’ contrib-
uted towards the inability of US authorities to tackle the most prominent 
type of white-collar crime to be associated with the financial crisis – mort-
gage fraud. The chapter begins by providing a brief overview of the instiga-
tion of the ‘War on Terrorism’ and the ‘Financial War on Terrorism’ by 
President George Bush, in September 2001. It then outlines and high-
lights how the al Qaeda terrorist attacks resulted in the transformation of 
the US white-collar crime strategies to include the ill-considered merger 
between its anti-money laundering (AML) and counter-terrorist financing 
(CTF) strategies, and how this metamorphosis had a catastrophic impact 
on their ability to tackle mortgage fraud. The next section of the chapter 
illustrates the link between the financial crisis, subprime mortgages and 
mortgage fraud before moving to identify and critically considering the 
impact of the alteration in policy towards mortgage fraud that was intro-
duced by President Barak Obama.

12.2	 �The War on Terrorism and the Financial 
War on Terrorism

It is the hypothesis of this chapter that an unforeseen factor that contrib-
uted towards the financial crisis was the instigation of the ‘War on 
Terrorism’ and the ‘Financial War on Terrorism’. Both of these were intro-
duced by President George Bush, following the terrorist attacks in 
September 2001. It has been suggested that the President associated the 
‘War on Drugs’ with the ‘War on Terrorism’ after it was insinuated that 
the terrorist attacks, in 2001, were partly financed by the profits of sale of 
illegal narcotics (Kenney 2003, p.  187). On September 15, 2001, 
President George Bush declared that the US was at ‘war’, and on September 
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18, Congress permitted the president to “use all necessary and appropriate 
force against those nations, organisations, or persons he determines 
planned, authorised, committed, or aided the terrorist attacks…or har-
boured such organisations or persons, in order to prevent any future acts 
of international terrorism against the United States” (Public Law 107–40). 
The ‘War on Terrorism’ began on October 7, 2001 when UK and US 
forces conducted the first of many aerial bombardments of selected al 
Qaeda and Taliban targets in Afghanistan (The White House 2001a). 
These attacks were soon followed, in January 2002, by the deployment 
the North Atlantic Treaty Organization (NATO)-led International 
Security Assistance Force, that became involved in armed conflict with 
the Taliban and al Qaeda. The US ended its use of the phrase ‘War on 
Terrorism’ in April 2009, when the Department of Defence replaced it 
with ‘Overseas Contingency Operations’ (US Government Accountability 
Office 2009). It has been suggested that President Barak Obama declared 
an end to the ‘War on Terrorism’ in a speech in May 2013, when he stated 
that “every war has come to an end…we must define our effort not as a 
boundless ‘global war on terror’, but rather as a series of persistent, tar-
geted efforts to dismantle specific networks of violent extremists that 
threaten America” (The White House 2013). However, the Director of 
the Central Intelligence Agency, John Brennan, stated in 2015 that the 
‘War on Terrorism’ would never end:

If we were not as engaged against the terrorists, I think we would be facing 
a horrendous, horrendous environment…it’s a long war, unfortunately. 
But it’s been a war that has been in existence for millennia…so this is going 
to be something, I think, that we’re always going to have to be vigilant 
about. (Harvard University 2015)

The most significant part of the US response to the terrorist attacks in 
September 2001 that would have a catastrophic effect on its ability to tackle 
mortgage fraud was the decision to pursue the development and implemen-
tation of a national strategy for homeland security. This was propelled by 
the announcement, in 2002, for the creation of the Department of 
Homeland Security. In June 2002, President George Bush declared that his 
most important responsibility was to “protect and defend the American 
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people” (Department of Homeland Security 2002, p. 2). The Department 
of Homeland Security stated that “the President proposes to create a new 
Department of Homeland Security, the most significant transformation of 
the US government in over half a century by largely transforming and 
realigning the current confusing patchwork of government activities into a 
single department whose primary mission is to protect our homeland” 
(ibid.). The Department of Homeland Security was established via the 
Homeland Security Act 2002 (Public Law 107-296, November 25, 2002), 
and its creation has been described as the biggest “reorganization of the 
federal government since World War II” (Thompson 2010, p. 277). When 
the Department of Homeland Security was launched in March 2003, it 
represented the merger and integration of 22 different government agencies 
and departments. Indeed, it has been suggested that prior to its creation, 
there were over 100 government organisations that were undertaking the 
responsibilities of the Department of Homeland Security (Department of 
Homeland Security 2002). The Homeland Security Act provides the 
Department of Homeland Security with three objectives, including the pre-
vention of terrorist attacks (Home Land Security Act 2002, s. 101(b)(1)
(a)), to reduce the vulnerability of the US to terrorism (Home Land Security 
Act 2002, s. 101(b)(1)(b)), and to minimise the damage and help in the 
recovery from terrorist attacks (Home Land Security Act 2002, s. 101(b)(1)
(c)). In order to achieve these objectives, the Department of Homeland 
Security was given a considerable annual budget and an extensive array of 
rulemaking powers. For example, in 2002, the budget was US$19.5bn 
(Department of Homeland Security 2003, p.  9), US$37.7bn in 2003 
(ibid.), US$36.2bn in 2004 (Department of Homeland Security 2004, 
p. 1), US$40.2bn in 2005 (Department of Homeland Security 2005, p. 3), 
US$41.1bn in 2006 (Department of Homeland Security 2006, p.  5), 
US$42.7bn in 2007 (Department of Homeland Security 2007, p.  5), 
US$46.4bn in 2008 and (Department of Homeland Security 2008, p. 7) 
US$50.5bn in 2009 (Department of Homeland Security 2009, p. 7). At 
the time of writing this chapter, the proposed annual budget is US$41.2bn 
(Department of Homeland Security 2015, p.  10). The Department of 
Homeland Security is able to perform its duties by issuing regulations under 
its six operational components which include the US Citizenship and 
Immigration Services, the US Coast Guard, the US Customs and Border 
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Protection, the Federal Emergency Management Agency, US Immigration 
and Customs Enforcement, and the Transportation Security Administration. 
The creation of the Department of Homeland Security and the prevention 
of terrorism became the top priority for the Bush Administration and 
resulted in sweeping changes to how the Federal Bureau of Investigation 
(FBI) tackled white-collar crime, and, in particular, mortgage fraud. The 
impact of this policy change following the terrorist attacks in September 
2001 is further explored and analysed in a later section of this chapter, but 
it now turns its attention to how the ‘Financial War on Terrorism’ also con-
tributed towards the inability of the US to tackle mortgage fraud.

On September 24, 2001, President George Bush famously declared “we 
will starve terrorists of funding, turn them against each other, rout them 
out of their safe hiding places, and bring them to justice” (The White 
House 2001b). The ‘Financial War on Terrorism’ had begun, and this 
announcement was followed by frequent declarations of the freezing of the 
financial assets of terrorists and their supporters. The ‘Financial War on 
Terrorism’ resulted in a seismic shift in the white-collar crime strategies of 
the international community away from money laundering towards the 
financing of terrorism (Harrison and Ryder 2013, p. 39). This is a view 
strongly asserted by Alexander who stated that “terrorist financing only 
became of international concern following the al Qaeda attacks” (2003, 
p. 200). Therefore, as argued by Eckert, “the events of 11 September pre-
cipitated a sea change in the manner with which regulators and financial 
institutions approached the issue of terrorist financing” (2008, p. 229). 
Until the terrorist attacks in September 2001, the international commu-
nity had directed its resources and legislative provisions towards tackling 
the proceeds of drug-related crimes, a point clearly illustrated by the remit 
of the United Nations (UN) Convention against Narcotic and Psychotropic 
Substances, the early AML legislative measures introduced by the European 
Union (EU) and the scope of the 40 Recommendations of the Financial 
Action Task Force (FATF). The international community responded to the 
declaration by President George Bush and introduced a series of CTF leg-
islative provisions. However, it is essential to note that the foundations of 
the ‘Financial War on Terrorism’ were contained in the 1999 International 
Convention for the Suppression of the Financing of Terrorism, before the 
terrorist attacks in 2001 (54/109 of December 9, 1999). The aim of the 
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International Convention was to “enhance international co-operation 
among States in devising and adopting effective measures for the prevention 
of the financing of terrorism” (Abeyratne 2011, p. 57). It is important to 
note that prior to the terrorist attacks, “only four States had acceded to the 
Convention” (O’Neill 2012, p. 31). However, at the time of writing, the 
International Convention has been implemented by 186 nation states. 
Terrorist financing was defined by the International Convention as includ-
ing “assets of every kind, whether tangible or intangible, movable or 
immovable, however acquired, and legal documents or instruments in any 
form” (International Convention for the Suppression of the Financing of 
Terrorism (1999) Art. 1 para. 1). Terrorist financing has also been referred 
to as ‘reverse money laundering’, which is a practice, whereby ‘clean’ or 
‘legitimate’ money is acquired and then funnelled to support acts of terror-
ism. Supplementary, the UN-issued Security Council Resolution 1267 in 
1999, which generated a sanctions regime that applied to people or entities 
that were associated with the Taliban, Osama bin Laden and al-Qaida 
(United Nations 1999). This was followed by fulcrum of the ‘Financial 
War on Terror’, UN Security Council Resolution 1373, which was unani-
mously adopted by UN on September 20, 2001 (United Nations 2001). 
The scope and remit of Security Council Resolution 1373 has been 
amended by Resolutions 1390 (United Nations 2002), 1456 (United 
Nations 2003) and 1566 (United Nations 2004).

Additionally, the EU “adopted a framework decision on combating 
terrorism” (Brent 2008, p. 114). For example, in December 2001, the 
European Council adopted the Common Position on combating terror-
ism, which was the legal instrument that implemented UN Security 
Council Resolution 1373 ([2002] OJ L164/3). Furthermore, Council 
Resolution 2580/2001 required members of the EU to freeze the funds, 
financial assets and resources of people, and named groups ([2001] OJ 
L344/93). Additionally, Council Resolution 881/2002 included a ‘black 
list’ of names that were identical to the list determined by the UN 
Sanctions Committee. The Council of Europe Convention on 
Laundering, Search, Seizure and Confiscation of the Proceeds of Crime 
and on the Financing of Terrorism was authorised in December 2005 in 
Warsaw (Abeyratne 2011, p. 57). Importantly, in 2005, the Convention 
amended the scope of the 1990 Convention on Laundering, Search, 
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Seizure and Confiscation of the Proceeds from Crime to include the 
financing of terrorism (European Commission 2005). However, it is 
important to note that prior to the terrorist attacks in September 2001, 
the EU had directed its white-collar crime efforts on money laundering 
and not the financing of terrorism, thus adopting an identical stance to 
that of the UN.  For example, the EU has implemented three Money 
Laundering Directives, the first of which concentrated on tackling the 
laundering of proceeds of drug trafficking through the financial system, 
and not the financing of terrorism (Council Directive 91/308/EEC). At 
the start of the new Millennia, it became clear that the scope of the First 
Directive was too narrow and ineffective (Mitsilegas and Gimlore 2007, 
p.  119). Therefore, the EU introduced a broader Second Money 
Laundering Directive (Directive 2001/97/EC) which increased the list of 
predicate offences for which the suspicious transaction reports were com-
pulsory from just drug trafficking offences to all serious criminal offences 
and extended the scope of the Directive to a number of professions and 
non-financial activities. However, the Second Money Laundering 
Directive did not include the financing of terrorism. In 2004, the 
European Commission determined that it was necessary to introduce a 
Third Money Laundering Directive, which included the financing of ter-
rorism (Directive 2005/60/EC). The European Commission published a 
Fourth Draft Money Laundering Directive in February 2014, the terms 
of which were agreed and approved by the European Council in February 
2015, and it took effect from June 26, 2015. Member States of the EU 
are required to implement the Directive by 2017 (The Law Society 2015).

These legislative measures are supported by the expansion of the remit 
of the FATF to include the financing of terrorism in October 2001. The 
FATF was originally mandated to focus on the prevention of money laun-
dering, and this was evident by the publication and scope of its ‘40 
Recommendations’ (Financial Action Task Force 2003). In October 2001, 
the FATF broadened its remit and included, at the time, an additional 
‘Eight Special Recommendations’ to tackle terrorist financing. This was 
extended to the ‘Nine Special Recommendations’ and resulted in the 
Recommendations becoming referred to as the ‘40+9 Recommendations’ 
(Sykes 2007, p. 236). The objectives of the ‘Special Recommendations’ 
were to “detect, prevent and suppress the financing of terrorism and  
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terrorist acts” (Financial Action Task Force 2001, p. 2). These were further 
amended in February 2012, and are now referred to as the International 
Standards on Combating Money Laundering and the Financing of 
Terrorism and Proliferation (Financial Action Task Force 2012). Therefore, 
the extension of the remit of the international legislative measures to 
tackle the financing of terrorism would have both a long-term and funda-
mental impact on the white-collar crime strategies of nation states. The 
next section of the chapter demonstrates the evolution of the US CTF 
legislation and how they were mistakenly based on its existing AML mea-
sures. It then moves on to explain how this would limit efforts to tackle 
mortgage fraud associated with the financial crisis in the US.

12.3	 �The Evolution of the US Counter-
Terrorist Financing Strategy

It is important to note that prior to the terrorist attacks in September 
2001, the US had concentrated its white-collar crime resources on fraud 
and money laundering. For example, a wide range of fraudulent activities 
were originally criminalised by the Mail Fraud Statute in 1872  
(18 U.S.C. Chapter 63). This was followed by a glut of fraud-related legis-
lation including the Wire Fraud Statute 1952 (18 U.S.C. § 1341), the 
Comprehensive Crime Control Act 1984 (Public Law 98–473, S. 1762, 
98 Stat. 1976, enacted October 12, 1984), the Major Fraud Act 1988 
(Public Law 100-700), the Financial Institutions Reform and Recovery 
Act 1989 (Public Law 101-73), the Sarbanes-Oxley Act 2002 (Public Law 
107–204) and the Fraud Enforcement and Recovery Act 2009 (Pub.L. 
111–21, S. 386, 123 Stat. 1617). The US AML policy originated in the 
1960s when its Department of Treasury became alarmed at the link 
between criminal behaviour and offshore bank accounts (Doyle 2002, 
p. 279). The legislation that has become inherently associated with the US 
AML policy is the Currency and Foreign Transactions Reporting Act 1970, 
or as it is more commonly referred to the Bank Secrecy Act 1970 (Pub, L. 
91-507-OCT. 26, 1970). The Bank Secrecy Act (BSA 1970) imposed a 
plethora of reporting obligations on a wide range of financial institutions, 
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including currency transaction reports. The next notable development in 
the evolution of the US AML policy was its association with the ‘War on 
Drugs’ in the 1970s and 1980s (Ryder 2012, p. 2). The AML policy was 
largely supported by a series of legislative measures that criminalised money 
laundering, expanded the scope of US forfeiture powers, expanded the 
currency transaction reporting requirements of the Bank Secrecy Act 1970 
and introduced the use of suspicious activity reports (SARs). These legisla-
tive measures included the Money Laundering Control Act 1986 (Public 
Law 99-570), the Anti-Drug Abuse Act 1988 (Public Law 100-690), the 
Anti-Money Laundering Act 1992 (Public Law 102-276) and the Money 
Laundering Suppression Act 1994 (Public Law 99-570).

There are three legislative provisions that the US CTF legislative and 
regulatory framework is constructed on: the Trading with the Enemy Act 
1917, Anti-terrorism and Effective Death Penalty Act 1996 and the Bank 
Secrecy Act 1970 (Donohue 2008, p. 147). The Trading with the Enemy 
Act 1917 (12 U.S.C. §§ 95a–95b) provides the US president with the 
power to supervise and/or constrain trade between the US and its enemies 
in times of war. Additionally, the Trading with the Enemy Act 1917 crimi-
nalises conduct for any person in the US to trade with an enemy nation 
state (Aufhauser 2009, p. 22). Therefore, the overarching aim of the 1917 
Act is to enable US to “exert control over financial transactions or impose 
sanctions against foreign countries and/or nationals” (Savage 2001, p. 21). 
The second piece of legislation was the Anti-terrorism and Effective Death 
Penalty Act 1996 (Pub. L. No. 104-132, 110 Stat. 1214). The purpose of 
the 1996 Act is to enable the US government “to prevent persons within 
the United States…from providing material support or resources to for-
eign organizations that engage in terrorist activities” (ibid.). The Act was 
signed in April 1996, a year after the bombing of the Oklahoma City 
federal building by Timothy McVeigh. The legislation contained two 
important statutory provisions that permitted the victims of terrorism to 
sue state sponsors of terrorism and prohibited fundraising in the US by 
terrorist groups (§ 303(a), 110 Stat. at 1250). The aim of the Anti-
terrorism and Effective Death Penalty Act 1996 was to “hold terrorist 
nations accountable and to create a civil remedy for victims of foreign 
terrorism” (Conway 2002, p. 735). Furthermore, the Anti-terrorism and 
Effective Death Penalty Act 1996 amended the foreign state immunity 

  N. Ryder



  327

provisions of the Foreign Sovereign Immunities Act 1976. By virtue of the 
1996 Act, the US government is authorised to designate an organisation 
as a foreign terrorist organisation if they determine that “(a) the organiza-
tion is a foreign organization (b) the organization engages in terrorist 
activity…(c) the terrorist activity or terrorism of the organization threat-
ens the security of United States nationals or the national security of the 
United States” (8 U.S.C. §1189(a)(1) (Supp. IV 1998)). Additionally, the 
Anti-terrorism and Effective Death Penalty Act 1996 “created two lists of 
entities against which financial structures applied: state sponsors of 
terrorism and designated foreign terrorist organisations” (Donohue 2008, 
p.  148). The first list was created under the International Emergency 
Economic Powers Act 1977 and the second by designation of foreign ter-
rorist organisations (See 50 U.S.C. § 1702(a)(1)(B)). The aim of the leg-
islation was to provide “the President authority in national emergency 
situations to prohibit dealings by any person subject to the jurisdiction of 
the United States with designated foreign persons and parties” (Kelley 
1992, p. 167). The powers under the 1977 Act have been used against 
several countries including Libya, Iraq, Haiti, Iran South Africa, Nicaragua, 
Panama and Kuwait (ibid., p. 173). Indeed, it has been argued that these 
powers have been used to deal with a wide range of matters including 
“national emergencies as the Iranian hostage seizure, Sandinista activities 
in Nicaragua, apartheid in South Africa, terrorist activities in Libya, Iraq’s 
invasion of Kuwait, and the crisis in Haiti” (Gantz 1995, p.  1). The 
International Emergency Powers Act 1977 has been described as “one of 
the primary tools used in fighting the financial war on terror. Although 
the [Act]…existed prior to the terrorist attacks of September 11…it pro-
vides the legal framework to block assets of organizations that are deemed 
to be aiding and abetting foreign terrorist groups” (Ferrari 2005, p. 205). 
The second type of terrorist-related list was introduced by the Anti-
terrorism and Effective Death Penalty Act 1996 (Donohue 2008, p. 149). 
Warneck took the view that the 1996 Act “prevents funds from ever reach-
ing the organization by…forbidding contributions to groups that the 
Secretary of State has classified as terrorist organizations” (1998, p. 177). 
The powers under the Anti-terrorism and Effective Death Penalty Act 
1996 was first utilised in October 1997 by the then Secretary of State 
Madeline Albright (Department of State 1997). Under this legislation, it 
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is possible for the US government to designate individuals and groups as 
foreign terrorist organisations. Specifically, the 1996 Act permits the 
Secretary of State, to liaise with the Secretary of the Treasury to “designate 
an organisation as a foreign terrorist organisation” (8 U.S.C. §1189(a)(1) 
(Supp. IV 1998)). It is possible for a body that has been designated as a 
foreign terrorist organisation to challenge this description within 30 days 
of its publication in the Federal Register (8 U.S.C. § 1189(6)(c)(1)). The 
final area of legislation was the BSA 1970, which “focused on creating a 
paper trail to help the state detect an investigate violations of tax and 
criminal law” (Donohue 2008, p. 151).

It is important to note that from the early AML measures spawned the 
untimely and ill-advised merger of the US AML and CTF strategies by 
virtue of the Money Laundering and Financial Crimes Act 1998. This 
legislation required the US government to publish and deliver its National 
Money Laundering Strategy and also to “coordinate the efforts of law 
enforcement agencies and financial regulators in combating money laun-
dering” (General Accounting Office 2003, p. 1). Under the Act (31 USC 
§ 5341(a)(1)–(2)), the Department of Treasury and the Department of 
Justice were required to produce five reports, which have yielded the pub-
lication of five National Money Laundering Strategies (Department of 
Treasury 1999, 2001, 2003). The final National Money Laundering 
Strategy was published in 2007, (Department of Treasury 2007) as a 
direct response to the publication of the Money Laundering Threat 
Assessment (Department of Treasury 2005). The extension of the money 
laundering legislative framework to include terrorist financing must be 
questioned because the ‘AML model’ is based on tackling the proceeds or 
profits of criminal activity, where acts of terrorism do not generate a 
profit. The financial process adopted by terrorists to accumulate funds 
can be contrasted with that adopted by money launderers. For instance, 
terrorist financing has been referred to as ‘reverse money laundering’, 
which is a practice whereby ‘clean’ or ‘legitimate’ money is acquired and 
then funnelled to support terrorism (Ryder 2013, p. 767). Conversely, 
money laundering involves the conversion of ‘dirty’ or ‘illegal’ money 
into clean money via its laundering through three recognised phases. The 
extension of the money laundering model to include terrorism must be 
queried because terrorism is not a profit-based crime.
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The first part of the chapter has discussed the impact of the ‘War on 
Terrorism’ and the ‘Financial War on Terrorism’ on US white-collar crime 
strategies. The creation of the Department of Homeland Security resulted 
in an unprecedented reorganisation of how US authorities tackled 
terrorism, with approximately 40 per cent of its special agents being reas-
signed to protect homeland security. Ultimately, this decision would 
cripple the FBI’s counter mortgage fraud efforts in the build-up to and 
during the financial crisis. The second section of the chapter moves on to 
highlight the link between the financial crisis and mortgage fraud.

12.4	 �The Financial Crisis and Mortgage Fraud

The origins of the financial crisis can be traced to the collapse of the US 
subprime mortgage sector in 2007 (Financial Crisis Enquiry Report 
2011). A subprime mortgage has been defined as a “non-traditional, 
higher risk loans that frequently carry above market interest rates” (Slevin 
2007, p. 18). Many commentators have concluded that the collapse of 
the US subprime mortgage market contributed towards the financial cri-
sis (Singh and LaBrosse 2010, p. 55). The spectacular collapse resulted in 
financial institutions reporting record losses (International Monetary 
Fund 2008, p. 10), a large number of corporate insolvencies, significant 
losses for investors and banks (Wen 2011, p.  325), record number of 
property repossessions (Marshall 2009, p. 2) and record levels of con-
sumer debt (Ruben 2009). Additionally, several studies have determined 
that the collapse of the US subprime mortgage sector highlighted an 
underlying association with mortgage fraud. For example, Nguyen and 
Pontell stated that their “investigations have found that the growth of 
nonprime lending attracted a great deal of [mortgage] fraud” (2011, 
p. 12). These authors cited research by Black (2010) and Costello et al. 
(2007) which “found that fraudulent misrepresentation existing in almost 
every [mortgage application] file” (Nguyen and Pontell 2011, p.  12). 
These studies were supported by the Federal Financial Institutions 
Examinations Council which stated that “industry experts estimate that 
up to 10% of all residential loan applications have some form of material 
misrepresentation, both inadvertent and malicious” (2009). The FBI 
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stated that during the subprime mortgage crisis “mortgage fraud perpe-
trators…[took] advantage of industry personnel attempting to generate 
loans to maintain current standards of living” (2004). Therefore, the FBI 
concluded that the “subprime mortgage issues remain a key factor in 
influencing mortgage fraud directly and indirectly” (ibid.). This is a view 
supported by McCann who noted that “mortgage fraud perpetrated by 
these unregulated private mortgage brokers may have contributed to the 
instability and loss in the residential lending market that contributed to 
the mortgage crisis” (2010, p. 352). Therefore, mortgage fraud became 
the most prominent white-collar crime to be associated with the financial 
crisis. It has been described as “the fastest growing white collar crime in 
the US” (FBI 2006) and “one of the most pervasive problems in lending” 
(Jacobus 2008, p. 188). Mortgage fraud has been defined as “the inten-
tional misstatement, misrepresentation, or omission by an applicant or 
other interested parties, relied on by a lender or underwriter to provide 
funding for, to purchase, or to insure a mortgage loan” (Federal Bureau 
of Investigation 2004). It also includes providing misleading information 
when making a mortgage application (Vacco 2008, p. 248). There are 
two types of mortgage fraud – fraud for property and fraud for profit 
(O’Donnell and Planer 2008, p. 54) which are associated with property 
flipping, straw buyers, equity skimming, builder bailout, buy and bail, 
chunking, double selling, phantom sales, property flip fraud, reverse 
mortgage fraud and short sale fraud (Federal Financial Institutions 
Examinations Council 2009, p.  8). Prior to the onset of the financial 
crisis, the FBI estimated that extent of mortgage fraud in 2006 was 
US$4.2bn (Federal Bureau of Investigation 2007). It was declared to be 
an “escalating problem” in 2007 (Federal Bureau of Investigation 2008), 
and in 2008, the reported losses from mortgage fraud increased by 83 per 
cent to US$1.4bn (Federal Bureau of Investigation 2009a). In 2009, the 
FBI citing ‘Core Logic’, estimated that the total amount of losses related 
to mortgage fraud had increased to US$14bn (ibid.). ‘Core Logic’ esti-
mated that the extent of mortgage fraud, in 2011, was US$12bn (2011, 
p. 1). In its 2011 mortgage fraud report, ‘Core Logic’ projected that that 
the level of mortgage fraud had increased to US$13bn (ibid.).

Further evidence of the association between the financial crisis and 
mortgage fraud is illustrated by the significant increase in the number of 
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related SARs submitted to the Financial Crimes Enforcement Network 
(FinCEN). For example, between 1996 and 2006, FinCEN received 
82,851 mortgage-fraud-related SARs (FinCEN 2006, p. 4). During this 
period, the number of suspected instances of mortgage fraud reported to 
FinCEN increased by 1400 per cent (Mahallati 2010, p. 712). In 2008, 
FinCEN reported that between 2006 and 2007, it received 37,313 mort-
gage fraud SARs (2008, p. 4). This figure represented 45 per cent of the 
total mortgage-fraud-related reports it received between 1996 and 2006. 
In 2010, the number of mortgage-fraud-related SARs received by 
FinCEN numbered 70,472 (FinCEN 2011, p. 2). The number of SARs 
significantly increased to 92,028 in 2011 (FinCEN 2012, p. 3). It was 
reported that in 2011, FinCEN received 93,508 mortgage-fraud-related 
SARs, an increase of 33 per cent (Lexis Nexis 2012, p.  3). However, 
FinCEN reported, in 2012, that there was a 25 per cent drop in the num-
ber of mortgage-fraud-related SARs (FinCEN 2013). This position was 
succinctly summarised by Smith who noted “the past decade has wit-
nessed an explosion of mortgage fraud, with reports…rising by a magni-
tude of over eighteen times from 2000 to 2008” (2010, p. 473). However, 
it has been argued that the figures from FinCEN only represent a small 
percentage of the true extent of mortgage fraud. For example, Black took 
the view that “the total SARs figure is only a faint indication of the true 
incidence of mortgage fraud” (2011, p. 597). It is also interesting to note 
that “mortgage fraud, far from abating, has only expanded since the fore-
closure crisis began” (Fisher 2009, p.  121). The association between 
mortgage fraud and the financial crisis is also illustrated by an increase in 
the investigative and enforcement activities of the FBI.  For example, 
since the start of the financial crisis, we have witnessed a 400 per cent 
increase in the number of mortgage fraud investigations undertaken by 
the FBI (Heroy 2008, p.  322). In response to the increasing levels of 
mortgage fraud and related SARs submitted to FinCEN, the FBI estab-
lished 84 mortgage fraud task forces; there are approximately 2000 on-
going investigations, over 1000 indictments and over 1100 convictions 
have been obtained. Moye summarised the overall impact of mortgage 
fraud from a law enforcement perspective:
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From 2007 through 2010, the number of federal mortgage fraud cases 
increased from 1,200 to over 3,000. Almost 70 per cent of those fraud 
cases involved losses exceeding $1m. In June 2010, the Department of 
Justice announced the results of Operation Stolen Dreams, the largest 
mortgage fraud sweep in history. The sweep lasted three and a half 422 
months, involved 1,517 defendants, 863 indictments, 525 arrests, and 
involved over $3.05bn in losses. (2011, p. 421)

Nonetheless, the reliability of the figures provided by the FBI has been 
questioned by the Department of Justice’s Inspector General’s Office 
which concluded that the total number of mortgage-fraud-related pros-
ecutions could be less than expected (Richman 2014, 265). Black was 
also very critical of the response from the FBI and stated that “the elite 
frauds that drove the current crisis have not even been subjected to a seri-
ous investigation” (2012, p. 987).

12.5	 �An Alteration of Policy

The declaration of the ‘War on Terrorism’, the instigation of the ‘Financial 
War on Terrorism’ and the prioritisation of Homeland Security had an 
adverse impact on the ability of the FBI to tackle mortgage fraud. The 
impact of the ‘War on Terrorism’ on the Department of Justice was recog-
nised by the then Attorney General who noted that the “war on terrorism 
became the [author’s emphasis] overriding focus of the Department of 
Justice and my mission as Attorney General became clear: to transform a 
peacetime Justice Department ill-prepared for the challenges of 9/11, into 
wartime Justice Department” (Ashcroft 2009, p. 813). As a result of this 
alteration in priority, the FBI and a large number of US Attorneys’ officers 
became responsible for “fighting the domestic portion of the War on Terror” 
(Richman and Stuntz 2005, p. 583). This decision was questioned by com-
mentators who argued that the Department of Justice “led by organized-
crime prosecutors, [became]…an extension of the Defence Department in 
the ‘War on Terrorism’, as the USA Patriot Act [2001] provides a new role 
for law enforcement in fighting terrorism. The boundaries between war and 
law enforcement are now very blurry” (Baker 2004, p.  310). It is very 
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interesting to note that despite the necessity to promote Homeland Security 
and the related extension of the remit of the FBI and Department of Justice, 
the threat posed by mortgage fraud was recognised by many commentators 
before the start of the financial crisis. For example, the FBI warned that “if 
fraudulent practices become systemic within the mortgage industry and 
mortgage fraud is allowed to become unrestrained, it will ultimately place 
financial institutions at risk and have adverse effects on the stock market” 
(Federal Bureau of Investigation 2009b). Furthermore, an assistant director 
of the FBI described the threat posed by mortgage fraud in 2004 as having 
“the potential to be an epidemic [author’s emphasis]”, and that “we think we 
can prevent a problem that could have as much impact as the Savings and 
Loans crisis” (Federal Bureau of Investigation 2004). These statements were 
also used by other media outlets including Reuters who warned that the FBI 
“after years spent focusing on national security, is struggling to find agents 
and resources to investigate wrongdoing tied to the country’s economic cri-
sis” (Michaud 2008). Furthermore, the Los Angeles Times reported that “a 
massive shift of FBI agents to anti-terrorism and counter intelligence duties 
has undermined [author’s emphasis] the work of fraud investigators, who are 
taking on fewer scam artists and corporate miscreants and taking longer to 
complete cases” (Eckard 2004). Lichtblau et al. stated that:

Since 2004, FBI officials have warned that mortgage fraud posed a loom-
ing threat, and the bureau has repeatedly asked the Bush administration for 
more money to replenish the ranks of agents handling non-terrorism inves-
tigations, according to records and interviews. But each year, the requests 
have been denied [author’s emphasis], with no new agents approved for 
financial crimes, as policy makers focused on counterterrorism. (2008)

This was a view supported by Black, one of the most vociferous critics 
of the US approach towards mortgage fraud, who famously declared that 
“an expanding epidemic of mortgage fraud existed. The Federal Bureau of 
Investigation…warned Congress…in September 2004 that an ‘epidemic’ 
of mortgage fraud was developing and predicted that it would produce an 
economic ‘crisis’ if it were not contained”. Black added that despite this 
forthright statement from the FBI, “no one in the industry, including 
regulators, ranks of investors or creditors, or law enforcement personnel 
took effective action against the epidemic” (2011, p. 597).
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A clear link between the instigation of the ‘War on Terrorism’ and the 
benign neglect by the Bush administration towards mortgage fraud was 
the diversion of significant resources away from the FBI’s whitecollar 
crime team towards tackling terrorism and maintaining Homeland 
Security. The reduction in white-collar crime by FBI agents was recog-
nised by the Financial Crisis Enquiry Commission Report, which stated 
that the number of assigned agents towards white-collar crime dropped 
from 2342 to less than 2000 (Financial Crisis Enquiry Commission 
2011, p. 5). The Commission added that, in 2007, only 150 agents were 
available to investigate over 54,000 mortgage-fraud-related SARS filed 
with the FinCEN. The direct association between the redistribution of its 
special agents and mortgage fraud was highlighted by Creseney et al. who 
described this process as becoming an “obstacle” that adversely affected 
the ability of the FBI to investigate allegations of mortgage fraud (2009, 
pp.  238–239). Indeed, Creseney et  al. concluded that by 2007, “the 
number of FBI agent’s nationwide pursuing mortgage fraud had shrunk 
to about 100, in sharp contrast to the roughly 1,000 agents that were 
deployed on banking fraud during the Savings and Loans crisis of the 
1980s and 1990s” (ibid.). Similarly, Podgor condemned the decision by 
President George Bush to promote Homeland Security and stated that 
“the reduction in [FBI] agents likely resulted in the reduced number of 
white-collar prosecutions” (2010, p.  205). The diversion of resources 
resulted in the New York Times concluding that “the FBI is struggling to 
find enough agents and resources to investigate criminal wrongdoing tied 
to the country’s economic crisis” (Lichtblau et al. 2008). Despite numer-
ous pleas by law enforcement agencies and the Mortgage Bankers 
Association for more federal funding to tackle mortgage fraud, it was 
consistently and incorrectly rejected by President George Bush. This was 
acknowledged by Robert Mueller, the Director of the FBI, who informed 
the Financial Crisis Enquiry Commission Report that he had asked for 
more resources to tackle mortgage fraud but “didn’t get what we had 
requested” (Financial Crisis Commission 2011, p. 163). Additionally, it 
has been argued that the Bush Administration disregarded the threat 
posed by mortgage fraud, and that they provided hardly any financial 
support for the FBI (ibid., p. 164). However, the former Attorney General 
Alberto Gonzales argued that “I don’t think anyone can credibly argue 
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that [mortgage fraud] is more important than the war on terror. Mortgage 
fraud doesn’t involve taking loss of life” (Financial Crisis Commission 
2011, p. 163). This statement is another example of the negligent atti-
tude towards mortgage fraud that was afforded by the Bush Administration. 
It is abundantly clear that despite warnings and requests for additional 
funding from the FBI, President George Bush adopted an apathetic 
stance towards mortgage fraud.

However, the strategy towards mortgage fraud gained significant 
momentum when President Barak Obama came into office in January 
2009. One of the first legislative measures introduced to tackle white-
collar crime associated with the financial crisis was the Fraud Enforcement 
and Recovery Act 2009 (Pub.L. 111–21). The origins of this legislation 
are to be found in an initial, but abortive legislative attempt to combat 
mortgage fraud that was tabled, in April 2007, by then Senator Barack 
Obama and Senator Dick Durbin. The Bill was entitled “Stopping 
Mortgage Transactions which Operate to Promote Fraud, Risk, Abuse, 
and Underdevelopment Act”. The Bill sought to amend fraud legislation 
by imposing tougher criminal sanctions upon people who were convicted 
of mortgage fraud. In particular, it sought to increase the custodial sen-
tence to 35  years and also increase the levels of financial penalties to 
US$5 m. The proposals also aimed to enlarge the breadth of reports and 
evidence of mortgage fraud that were submitted to FinCEN. However, 
the Bill was not signed into law by President George Bush because it ran 
out of Congressional time. Nonetheless, following the 2008 Presidential 
election, the Fraud Enforcement and Recovery Bill was reintroduced in 
February 2009, and it was signed into law by President Barak Obama on 
May 20, 2009 (The White House 2009). Reidy suggested that the 2009 
Act was a reaction to what he described as “economic calamity…ostensi-
bly combating the type of chronic misconduct which may have helped 
foster economic instability rather than merely combating the acute symp-
toms of such instability” (2010, p. 295). The Act was also viewed as a 
“broad-based anti-fraud measure, designed to create more tools to pros-
ecute fraud at all levels” and to “help protect Americans from future 
frauds that exploit the economic assistance programs intended to restore 
and rebuild [the] economy” (Lover 2010, p. 1129). The Act contained 
five important provisions. Firstly, it provided a significant increase in the 
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funding for the Department of Justice and FBI to combat fraud. Baer 
noted that “over a two-year period, [the Act] authorized the injection of 
an additional $500m [to agencies] with jurisdiction over crimes ostensi-
bly related to the financial crisis” (2012, p. 577). The additional funding 
resulted in an increase in the number of appointed fraud-related prosecu-
tors and investigators (Valukas 2010, p. 1). The Department of Justice 
welcomed the additional funding and stated that the Act had granted 
them essential “further resources to increase the scope of our collective 
enforcement response” (Department of Justice 2011). Secondly, the 
Fraud Enforcement and Recovery Act 2009 made some important 
amendments to fraud and money laundering legislation. Thirdly, the Act 
increased the penalties for those convicted of mortgage fraud. Fourthly, 
the Act extended the definition of financial institutions to include private 
mortgage lending businesses and mortgage brokers. Fifthly, the Fraud 
Enforcement and Recovery Act 2009 increased the supervision of 
Troubled Asset Relief Programme. Additionally, the Act contained mea-
sures to tackle healthcare fraud, it established the Financial Crisis Inquiry 
Commission, extended the protection afforded to fraud-related whistle-
blowers and amended the False Claim Act 1986. The False Claims Act 
now permits the government and private parties the ability to recuperate 
money that has been lost to fraud. This measure has become one of the 
most significant anti-fraud devices utilised by the government in civil 
fraud cases (Lover 2012, p. 1129).

The decision to provide additional funding for the Department of 
Justice and the subsequent increase in enforcement activities, as outlined 
above, represented a significant alteration in policy towards mortgage 
fraud from the previous administration (Smith 2010, pp.  474–475). 
Indeed, the Fraud Enforcement and Recovery Act 2009 was welcomed 
by the Department of Justice which stated that it “would provide federal 
investigators and prosecutors with significant new tools and resources, 
both civil and criminal, with which to combat mortgage fraud, securities 
and commodities fraud and related offenses” (Department of Justice 
2009). McCann concluded that “the overall effect of the statutory 
enhancements and resources that FERA provides to federal law enforce-
ment will be to more effectively police the home mortgage market…as a 
result…[it] will be more secure” (2010, p.  352). Despite the obvious 
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merits of the Act, it has been criticised. For example, it has been asserted 
that the provisions amount to a rash and hasty response to the financial 
crisis (ibid., 377). Indeed, Lowell and Arnold argued that politicians have 
bowed to pressure from consumer groups and turned towards criminal 
law provisions (2003, p. 219). The scope of the Act has questioned by 
Valukas who stated that merely providing additional funding and increas-
ing the number of fraud-related prosecutions do not go far enough 
(Valukas 2010, p. 13). Moye stated that the Act “does not go far enough 
to eradicate fraudulent claims submitted to the government and its pro-
grams. Clearly, the law attempts to tie up loose ends from the financial 
crisis, but it could go further to send a message to those violating the law” 
(2011, p. 429). However, Ceresney et al. warned that “it is unlikely that 
they will be successful in systematically prosecuting the frauds that may 
have triggered the credit crisis” (2009, p. 243). Nonetheless, the Fraud 
Enforcement and Recovery Act 2009 represented a bold attempt by 
President Barak Obama to redress some of the imbalances created by 
President George Bush, who wrongly prioritised the ‘War on Terrorism’ 
at the expense of mortgage fraud. The Act has allowed the Department of 
Justice and FBI, to pursue white-collar criminals who have contributed 
towards the financial crisis, albeit low-level traders. This is demonstrated 
by the increase in mortgage fraud convictions and on-going investiga-
tions by the FBI.  The link between the terrorist attacks in September 
2001, the financial crisis and white-collar crime has been directly influ-
enced by the decision by President George Bush to prioritise terrorism 
and national security over mortgage fraud. The diversion of resources 
away from mortgage fraud, despite several warnings and pleas from the 
FBI, left them unprepared and ill-equipped to deal with the incoming 
tsunami of mortgage fraud cases.

12.6	 �Conclusion

The aim of this chapter was to provide an alternative commentary on the 
association of the financial crisis with white-collar crime, and how this 
relationship was fostered by the declaration of the ‘War on Terrorism’ and 
the ‘Financial War on Terrorism’ in September 2001. The instigation of 
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both of these measures was to have a profound and adverse impact on the 
ability of the FBI to combat mortgage fraud. The decision to promote 
Homeland Security at the expense of mortgage fraud would result in the 
catastrophic redistribution of FBI white-collar crime agents to tackle ter-
rorism, under the guise of the Homeland Security Act 2002. The creation 
of the Department of Homeland Security became one of the most signifi-
cant reorganisations of the US governments in several decades. This saw 
the merger of numerous government, state and local agencies under one 
institution, which has been consistently provided with a huge annual 
budget, to promote homeland security and reduce the threat posed to the 
US by terrorism. Since the instigation of the ‘War on Terrorism’ in 
September 2001, the Counter Terrorism Section of the Department of 
Justice has secured 494 terrorist-related convictions (Federation of 
American Scientists 2012). However, these statistics, like those cited by 
the FBI, have been questioned, and it has been suggested that they are 
inaccurate (Department of Justice 2013). A direct result of the ‘Financial 
War on Terrorism’ was the adoption of an ill-advised CTF policy that was 
based on the existing AML model. The implementation of an AML 
model, that was originally used to target the laundering of the proceeds 
of criminal offences, was inappropriate to tackle terrorism. Terrorists will 
not use the proceeds of crime to disguise the true origins of the criminal 
offence; they will use the finances to commit acts of terrorism. The CTF 
model was initially based on extending the reporting obligations to the 
financing of terrorism that were contained in the BSA 1970. This was 
soon followed by the extension of the powers of the residing President to 
impose economic sanctions on enemies of the US at times of war. Yet, 
again, this part of the US CTF policy must be questioned, as there has 
not only been a significant reduction in the number of states sponsoring 
terrorism according to the US Department of State, but it is difficult to 
impose economic sanctions on terrorist groups such as Islamic State, 
Boko Harem and Al Shabaab. The untimely merger of the AML and 
CTF policies was mandated by the introduction of the Money Laundering 
and Financial Crimes Act 1998. This legislation was soon followed and 
further strengthened by the introduction of the USA Patriot Act 2001 
and the signing of Presidential Executive Order 13,224. These measures 
domestically implemented the ‘Financial War on Terrorism’ in the US 
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and jettisoned mortgage fraud from the peak of the FBI’s white-collar 
crime strategies. The actions of President George Bush, following the ter-
rorist attacks in September 2001, were to have a profound impact on the 
ability of US law enforcement agencies to tackle mortgage fraud; the 
financial crime is associated with the financial crisis. Mortgage fraud is 
directly linked to its primary cause – the collapse of the subprime mort-
gage market. The subprime mortgage sectors grew at a spectacular rate 
before the onset of the financial crisis in 2007. For example, by 2006, the 
number of subprime mortgages peaked and accounted for over 25 per 
cent of all US mortgages. Financial institutions that were eager to profit 
from subprime mortgages contributed to their rapid growth. However, 
when the subprime market collapsed, in 2007, a number of financial 
institutions suffered significant losses with many applying for bankruptcy 
protection. Additionally, homeowners also suffered as a result of the fail-
ure, and there was a dramatic increase in the number of repossessions, 
which resulted in the discovery of widespread instances of mortgage 
fraud. This point has been clearly illustrated by the significant increase in 
levels of mortgage fraud since the onset of the financial crisis, a substan-
tial surge in the number of reported instances of mortgage fraud to 
FinCEN and the related upturn in mortgage-fraud-related prosecutions 
by the FBI. However, this chapter has presented evidence from the FBI, 
which, in 2004, warned of the threat posed my mortgage fraud and asked 
President George Bush for additional funding to counteract this per-
ceived threat. These warnings and pleas were consistently ignored by the 
Bush administration and left the FBI and other related law enforcement 
agencies with little resources to prevent an incoming flux of 
mortgage-fraud-related cases. The position was redressed in 2009 with 
the introduction of the Fraud Enforcement and Recovery Act by President 
Barak Obama, which redressed the imbalance of the strategies adopted 
by President George Bush.
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